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Solution Overview

The purpose of this how-to guide is to help you become familiar with the different components within
the Acronis Backup Advanced 11.5 as well as to help you understand how to install and configure
these components and the replication of the Acronis data to the eFolder cloud. We will cover the
installation and configuration of the Acronis Backup Advanced 11.5 (Acronis) and the replication of
the backed up data to the eFolder cloud from a Backup and Disaster Recovery appliance (BDR).
Keep in mind it is not necessary to use a BDR appliance as these technologies can be used in stand-
alone environments.

This how-to guide is broken up into the following sections: an overview of the components that are
included in the Acronis solution, installation options for those components, deployment and
management of the Acronis agent, and the replication of the Acronis data to the eFolder cloud.

Important! The solution that is built around the bundled Acronis Backup Advanced 11.5 and the
eFolder BDR/Cloud for Acronis requires Acronis Backup Advanced 11.5. You must upgrade older
versions before you can backup to the efolder cloud.

The installer for the Acronis Backup Advanced can be downloaded from eFolder's Knowledge Base at
https://secure.efoldering.com/support/index.php?/efolder/Knowledgebase/Article/View/278/67 /acro
nis-for-efolder-download

Acronis Backup and Recovery Components

In this section, we list the components that make up the Acronis Backup Advanced 11.5 solution.

¢ Acronis Console: the console that provides a Graphical User Interface (GUI) and remote
connection to the Acronis backup agents and other Acronis technologies like the Acronis
Management Server.

e Acronis Storage Node: the storage node that enables administrators to create a highly scalable
and flexible storage infrastructure. The storage node contains vaults where the Acronis images
are stored. One of the functions of the storage node is the deduplication of backups stored in
the vaults.

e Acronis Management Server (AMS): the central server that remotely manages the Acronis Backup
Agents that are deployed on the protected machines by centrally managing licenses, creating
and managing storage nodes and vaults, and providing a single point for monitoring and
reporting functionality.

e Acronis Backup Agent: an agent that is deployed on either a Windows or Linux operating system
that provides disk level data protection by backing up a disk or volume. There are also agents
that provide the ability to granular restore application data like Microsoft Exchange Server and
SQL Server.

e eFolder AMS: to backup your protected machines to the eFolder Acronis Cloud, an eFolder
Acronis AMS must be provisioned for you. The eFolder AMS will include a storage node where
you can store your cloud backups and will give you the ability to restore those backups to virtual
machines in the eFolder cloud in case of a complete site wide disaster.


https://secure.efoldering.com/support/index.php?/efolder/Knowledgebase/Article/View/278/67/acronis-for-efolder-download
https://secure.efoldering.com/support/index.php?/efolder/Knowledgebase/Article/View/278/67/acronis-for-efolder-download
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Important! To obtain your eFolder AMS you must agree to, sign, and return the Acronis
Agreement(s). You can obtain the Acronis Agreement(s) from your assigned Account Manager.

System Requirements

Below is the current list of supported operating systems (see Table 1.1).
For file systems and storage media, see Table 1.2.

Supported Operating Systems:

Windows Linux

e \Windows XP Professional SP2+ (x86, x64) e Linux with kernel from 2.4.20 to 3.9

e Windows 2000 SP4—all editions except (support for kemel 3.9 starting with
for the Datacenter edition build 37975) and glibc 2.3.2 or later.

e Windows Server 2003, 2003 R2— e Various 32-bit (x86) and 64-bit
Standard and Enterprise editions (x86, (x86_64) Linux distributions,
x64) including:

e Windows Small Business Server 0 Red Hat Enterprise Linux 4.x,
2003/2003 R2 5.x, and 6.x

e Windows Vista—all editions except for o Ubuntu9.10,10.04,10.10,
Vista Home Basic and Vista Home 11.04,11.10,12.04, 12.10,
Premium (x86, x44) and 13.04

e  Windows Server 2008—Standard, o Fedora11,12,13, 14,15, 16,
Enterprise, Datacenter, and Web editions 17,and 18
(x86, x64) O SUSE Linux Enterprise Server

e Windows Small Business Server 2008 10and 11

e Windows 7—all editions except for the 0 Debian4,5,and 6
Starter and Home editions (x86, x64) 0 CentOS 5.xand 6.x

e \Windows Server 2008 R2—Standard, 0 Oracle Linux 5.x (including
Enterprise, Datacenter, Foundation, and UEK) and 6.x (including UEK)
Web editions

e Windows MultiPoint Server 2010, 2011,
and 2012

o Windows Small Business Server 2011—all
editions

e Windows 8 and 8.1—Pro and Enterprise
editions only (x86, x64)

o Windows Server 2012 and 2012 R2—all
editions

e Windows Storage Server 2003, 2008,
2008 R2, 2012, and 2012 R2

Table 1.1
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Supported File Systems and Storage

File Systems Storage
e FAT16and 32 e Hard disk drives
e NTFS e Networked storage devices (SMB
e ReFS~* and FTP)
e Ext2, Ext3, and Ext4 e CD, DVD, HD-DVD, and Blu-Ray
o ReiserFS3 * e ZIP®, Rev®, and other
e ReiserFS4 * removable media
e XFS* e P-ATA(IDE), S-ATA, SCSI, iSCSI,
o JFS* IEEE1394 (Firewire), USB 1.1, 2.0,
e Linux SWAP 3.0 drives; and PC card
e Tape drives and tape autoloaders
* Supported with limitations:  efolder Cloud Storage
http://www.acronis.com/en-
us/support/documentation/AcronisBacku
p_1 1.5/index.html#1456.html

Table 1.2

Deployment Methods

There are two basic ways that the Acronis solution can be deployed: as an agent
only/unmanaged backup and as a managed deployment. To take advantage of the offsite
disaster recovery that the eFolder BDR/Cloud for Acronis offers, you must use the managed
deployment method.

Unmanaged deployment

In an agent only/unmanaged deployment, only two Acronis components are necessary: the
Acronis Backup Agent and the Acronis Console. The console is used to connect to the Acronis
Backup Agent running on a protected machine; it allows you to configure the backup
parameters of the Acronis Backup Agent. See figure 1.1


http://www.acronis.com/en-
http://www.acronis.com/en-
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@@' ) Connectv 7 Actionsw 5 Toolsw [ Navigationw & Options» @) Helpv @ Ask Acronis yAcrmis @
Navigation « Sign in
i 1 H 1
Shortfist Gt Welcome to 'Acronis-protect
a8 Acronis-protect The conscle is connected to the managed machine, Choose the action to perform or the tool to use,
@ Backup plans and tasks
B Vaults Back up now  Recover
B, Tape management &% ) Specify a backup location and start = Recover the data from an earlier created backup.
backing up the machine now.
Q Mounted images
F Merts iml  Create backup plan Show My Account
& Log g Create a backup plan to protect data ) Manage your cloud backup subscriptions, access license keys
on the machine. download product updates, and more.
Shortcuts

@‘ Local machine [Acronis-protect’

Recent alerts (0 of Q) viewal

There are no alerts,

Recent activities

Backing up disk Local backup plan 5/19/2014 4:02:21 PM Succeeded
Backing up disk Local backup plan 5/19/2014 3:06:05 PM Succeeded
Backing up disk Local backup plan 5/19/2014 2:13:50 PM Succeeded
Backing up disk Local backup plan 5/19/2014 1:02:17 PM Succeeded
Backing up disk Local backup plan 5/19/201412:02:15 ... Succeeded

/0| Current activities

Managed Deployment

In a managed deployment of the Acronis solution, multiple components are deployed. Based
on your architecture, you may choose to deploy all the components onto a device like a BDR
appliance, or install the components on a machine that has low resource utilization that could
handle the load that the AMS would put on it.

Provisioning Acronis Keys from the eFolder Web Portal

Acronis Backup Advanced license keys can easily be manually provisioned from the eFolder Web
Portal.

Note: There is no need to contact Support or your Account Manager to provision an Acronis
Backup Advanced license key.
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Overview of the types of Acronis Backup Advanced license keys

There are three types of keys that can be provisioned from the eFolder Web Portal:

1. Acronis Backup Advanced Agent — a license that is assigned to a Backup Agent that
has been installed onto an operating system.

2. Acronis Add-on Agent — an add-on agent that allows for the granular restore of
application data like Microsoft (MS) Exchange, MS SQL Server, MS Active Directory, and
MS SharePoint.

a. Note: Add-on agents are included with the subscription of the Acronis Backup
Agent. The Acronis Backup Advanced agent will back up these technologies
without the add-on license; however, to restore the granular application data out
of the disk backup, the add-on license must be added to your Acronis license
server running in the eFolder Cloud and then assigned to the protected machine
running the application server.

3. Acronis Hypervisor or Virtual Host Agent — a license key that is assigned to a virtual host
like MS Hyper-V or VMware vCenter that allows for the backup of unlimited VMs on that
host.

Provisioning Acronis Backup Advanced License Keys

For you to manually deploy Acronis licenses from the eFolder Web Portal, you must agree to,
sign, and return the Acronis Agreement(s) to your Account Manager. To obtain the Acronis
Agreement(s) please contact your assigned eFolder Account Manager.

Important! eFolder requires a minimum purchase of three Acronis server licenses to begin
offering eFolder's Acronis services. After the purchase of three server licenses, additional server
licenses may be purchased one server license at a time. eFolder includes 1 TB of storage per
Acronis server license per protected server. Additional storage over the included 1 TB per
protected server costs $.20 per GB per month. Storage is aggregated by customer not by
partner. All server licenses are automatically activated and billable 15 days after being
provisioned.

To manually provision Acronis Backup Advanced license keys, login to the eFolder Web Portal
and select Account Center from the menu. If this is a new customer, a new account will need
to be created and a service plan of BDR for Acronis assigned to that new customer. For
instructions on how to create new accounts within the Web Portal, see the video in the
Learning Center of the web portal entitled Create an account using the New Account Wizard.
If you are provisioning licenses for an existing customer, create a New Parent account for this
customer with the service plan of BDR for Acronis. After you have created a new account, in
the Account Center, left click on the account to select the account and then either right mouse
click or click on the Actions menu, mouse over Service Plan, and then select Provision
License Keys from the pop-out menu (see Figure 1.2).
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Important! It is recommended that you keep track of which license keys you provision to which
customer. It is good practice to always create an account for the customer within the efFolder
portal and provision the Acronis license keys under that customer’s account. When adding the
Acronis license key to the AMS license server installed at your customer’s site, always use the
licenses keys you provisioned for that customer. If your customer stops using the Acronis
solution, you will be responsible to provide the license keys that need to be deprovisioned in
order for eFolder to stop the billing of those licenses (see the section entitled Deprovisioning
Acronis Licenses for more information). Failure to keep Acronis license keys organized and
only installed to the assigned customer could result in additional license fees and penalties.

'@ Data Protection - Account Ce...

| € & hitpsi//backup securewebportalnet/sdmin-console/account-center/ v | &~ |B- Googte Plaa ¥ &=
@ Data Protection
Online backup, local backup, email archiving, and email filtering services
Hom, Maleaaaiuit Lapass ppart Web Access  Logout
B el [acions o) [ ostons =4 view: accounteas + | oY
@k | & edtAccount tompany 8 Uygname Service Plan Expires Quota @ -
y &a Configure Account jata Protection 3 dathprotection Partner 0GB [
13 & Impersonate jata Protection { i Network Ser.... 1GB 0GB
' - jata Protection dathprotection-api Basic 0GB
o | [ Password ! Security b 8 ?
2 . N do training AppAssure CORE 1GB 0GB
1 | 1 Service Plan b |G setservice Plan ¥ id
M __ joq appassure training1 AppAssure CORE 1GB 0GB
1 | & Account Attributes b | ¥ et Expiration Date =
- = ikdental bar ShadowProtect BDR 100 GB. 38GB g2
[_| Account Status Ml
< Set User Quota ibdental.cen Select
|1 Reports bl
| setQuota ntakbdr- BDR 1668 2
[Z] More Actions 3
Set Humber of Mailboxes  boibdental Basic 0GB 7
1 Delete . 5 =
& [ View License Keys A BOR for Acronis 0GB
T A [ . e e
IE Provision Li Keys pygoluckyl.one rotect BDR 068
} | 3 Showstide Detais @ & [ dstepr 1 BOR 0GB
L doc_BUC i nd Basic 268 0cB
@ 38823 27250 doc RM Constuction | tiffanirme Basic 1GB 0GB
b 53040 27250  doc RM Construction festacronis BOR for Acronis 0GB
3¢ 38822 28669 doc RM Constuction alecrme Select 168 3¢
b 40274 26689  doc RM Construction |p# ProvoCanyon Select 10GB 0GB
o 4785 28142 doc Sapient Solutions rickklemetson Select 99GB 7 268 .
@ M766 28143 doc Stuffs Solutions. £ stuffida@gmail com Select 100 GB. 2468 7 .
O I " ¥
14 4 Page 1of1| b bl | @ Displaying accounts 1 -20 0720 Show |50 ™ resulls per page

hitps://backup.securewebportal.net/admin-console/account-center/#

B

Figure 1.2

The Provision License Keys dialog box opens. In the # of License Keys: field enter in the
number of licenses you are provisioning, then in the License Key Type: drop down, select the
type of Acronis Backup Advanced license you need and click OK (see Figure 1.3). Note: Be
sure to provision the correct type of license. For example, the Acronis Backup Advanced for
Desktop will not activate on any server- class operating system. Also, you may notice that there
is no Desktop option for Linux. Acronis has determined that all Linux Desktop operating
systems can fulfill the roll of a server, so they treat a Linux Desktop operating system as a
server operating system.

Important! Only provision the number of licenses you plan to deploy immediately. All Acronis
licenses will be billable two weeks after they are provisioned regardless of they have been
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activated or not. For example, if you provision five Acronis Backup Advanced for Servers today,
but only use three of them, you will be billed for all five licenses after two weeks.

. | »

" Data Protection - Account Ce... =aio8_x )
L (-7ﬂ https://backup.securewebportal.net/admin-console/account-center/ ¢ | & |~ 7' Google F‘ ﬁ | B ¥+ @ | L
) i
+ Data Protection
Online backup, local backup, email archiving, and email filkering services

Home My Account My Partnership  Accounts  Reports  Support Web Access  Logout
| ByNew [actons - [ Oplions -, View: AccountDetnis ~ | (3 || =kl |
E -!v _LD - Cust. I Brand Company 8 User Name Service Plan Expires Quota O =

D w 8127 26254 doc Data Protection & dataprotection Partner 0GB ;‘
D =1 46174 26254 doc Data Protection dataprotection-center Multitenant Network Ser_.. 1GB 0GB

D o 48456 26254 doc Data Protection & dataprotection-api Basic 0GB

E 4, 39935 27280  doc eFolder T ETTITSTE T aTIY o U 1GB 0GB

[ & 40277 27290  doc eFolder [ Provision License Keys [x] 16GB 068

[ 3¢ 26247 19700  doc Epic Dental e 100 GB 3868 ¢

(=] ¢ 44403 20458 doc Epic Dental e (2 T b 1

Bl Epic Dental Acronis - Linux Server 1 16c8

[0 o) 4seT0 28458 doc Eom o Acronis - Windows Desktop AGE o L
‘ Ly 53053 18700  doc Epic Dental Acronis - Windows Server 0GB [
O 2, 39847 27250 doc Rl € i o Acronis Addon - Active Direct 0GB

[l 4% 38980 27250 doc £ | dataprotectiont Acronis Addon - Exchange (ie:]

[ @ 40271 27250  doc RM Construction WaldenPond Acronis Addon - SharePoint 2GB 0GB

[T iy 38823 27250 doc R Constuction e tittanirme Acronis Addon - SQL Server 168 0GB

[C] ¢ 53040 27250 doc  RM Construction test acronis 4P Shadowbttect Ky, 0GE

[ 3¢ 38822 26669 doc RI Constuction AeCImE Select 168 3¢

D i 40274 26669 doc RM Construction h ProvoCanyon Select 10 GB 0GB

D W 41765 28142 doc ‘Sapient Solutions. rickklemetson Select W@" 26B 7 o
D W 41766 28143 doc ‘Stuffs Selutions. & stuffida@gmail com Select 100 GB 24GB " -
il

T

&
|
a
@

Displaying accounts 1-20 of 20 Show 50 |\t resllspe(paqe|

E31}

Figure 1.3

Note: If you do not see the listing for the Acronis licenses in the License Key Type drop down
menu and you only see the option MSP ShadowProtect Key (see Figure 1.3.1), then your
partner account has not been configured to provision Acronis licenses. For you to manually
deploy Acronis licenses from the eFolder Web Portal, you must agree to, sign, and return the
Acronis Agreement(s) to your Account Manager. To obtain the Acronis Agreement(s), please
contact your assigned eFolder Account Manager. If you have already signed the Acronis
Agreement(s), please contact your assigned Account Manager for help resolving this problem.
After your account has been configured correctly, you might have to log out of the Web Portal
and login again for the change to take effect.

a Provision License Keys B l

% of License Keys:

License Key Type: "
MSP ShadowProtect Key
(| SOOI T | vancel
Figure 1.3.1
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A dialog box will appear showing you the newly provisioned license keys (see Figure 1.4).

'@ Data Protection - Account Ce... + = o X
" (' - https://backup.securewebportal.net/admin-console/account-center/ _P| 1} | E " ﬁ | =
g D '
ata Protection
Online backup, local backup, email archiving, and email filtering services
Home My Account My Partnership Accounts Reports Support Web Access  Logout
£ New [ Actions~ [} Options = |, View: Account Detais  ~ | [ || K4
@ D Cust. I Brand | Company £ UuserName Service Plan Expires. Quota @ F=—
@ 38127 26254 doc Data Protection a dataprotection Partner 0GB =
@ 46174 26254  doc Data = - = e 1GB 0GB
() 48456 26254  doc Data L e ATE @ } 0GB
oy D mEE @3 GF= ‘SUCCESSFULLY PROVISIONED LICENSE KEV FOR USER EPTCDENTAL- TEE oGE ¢
4, 40277 27290 doc  eFolder ACRONIS: _ 1GB 068
o e oo | e G e —— s s ¢
¢ 44403 29458 doc Epic Dental
’ 46883 19700 doc Epic Dental 16 GB "
:5_."‘ 48670 20458  doc Epic Dental h 0GB . L
@ 53053 15700 doc Epic Dental 0GB
e a0 we ppse— neﬂe
27250 doc 0GB
@ 40271 27250 doc RM Construction - 0K 2GE 0GB
@ 38823 27250 doc RM Constuction h tiffanirme Basic 1GB 0GB
) 53040 27250 doc RM Construction test.acronis BDR for Acronis 0GB
x 38822 26668 doc RM Constuction alecrmec Select 1GB x
26669 doc RM Construction h ProvoCanyon Select 10 GB 0GB
28142  doc Sapient Solutions rickklemetson Select S9GH 268 g
28143 doc Stuffs Solutions £ stuffida@gmail. com Select 100 GB 24GB =
1] n ] v
14 4 |page] tfor1]| b bl | @ Displaying accounts 1 - 20 0f 20 | Show 50 | v |results per page
https://backup.securewebportal.net/admin-console/account-center/# [2]

Figure 1.4
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To view provisioned license keys in the web portal, in the Account Center, left click on the
account that you provisioned the license key to, then either right mouse click or, click on the

Actions menu, mouse over Service Plan and select View License Keys from the pop-out menu
(see Figure 1.5).

= L
'a Data Protection - Account Ce... Ll e
| (' & https://backup.securewebportal.net/admin-console/account-center/ 4 C'| & s ' Google ,0| * | B & # | =
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Online backup, local backup, email archiving, and email filtering services
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a1 Flid
£ Edit Account =r Name Service Plan Expires Quota ] -
| £ configure Account fata Protection &8 Partner 0GB -
| & mpersonate bata Protection i t Network Ser.... 1GB 0GB
@ data Protection Basic 0GB
O @ | | Password/Security 8 il "
y - e training AppAssure CORE 1GB 0GB
| [] Service Plan P | B setservice Plan i
= T | training1 AppAssure CORE 1GB 0GB
| [| Account Attributes b 3 Set Expiration Date 7
bdr Shadow Protect BDR 100 GB 36 GB R
[Z.| Account Status 3
& setUser Quota o Select
[Z) Reports .
& setQuota bdr ShadowProtect BOR 1668
[Z21 More Actions 3
Set Humber of frontoffice Basic 068
Delete | ] O v |
¥ e & (@ vowLiwee ko | onis BDR for Acronis 0es
| =5 Rename LY cxidatie
o, v E Provision License Keys golucky1.one ShadowProtect BOR 0GB -f
@ | (3 ShowMide Detais -3 dataprotection ShadowProtect BDR 0GB
Dur. Basic 2GB 0Gs
@ 38823 27250 doc RM Constuction P tiffanirmc Basic 1GB 0GB
@ 53040 27250 doc RM Construction test.acronis BDR for Acronis 0GB
x 38822 26669 doc RM Constuction alecrme Select 1GB x
@ 40274 26669 doc RM Construction h ProveCanyon Select 10GB 0GB
o 4765 28142 doc Sapient Solutions rickklemetson Select 99 GE 268 il
\’ 41766 28143 doc Stuffs Solutions. & stuffida@gmail. com Select 100 GB 24 GB #’ Y
| I | 3
4 4 |Page] tjof1| b Wi | & Displaying accounts 1 -20 0f 20 | Show| 50 | v resutis per page
https://backup.securewebportal.net/admin-console/account-center/# (]

Figure 1.5
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A dialog box will appear showing you the license keys that have been provisioned for that
account (see Figure 1.6).

= o x
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Figure 1.6

Deprovisioning Acronis Licenses

If a customer decides to stop using the Acronis solution, you will be required to deactivate the
Acronis agents installed at the customer site and to deprovision the Acronis licenses with
eFolder. If you fail to deprovision Acronis licenses with eFolder, you will continue to be billed
for the Acronis Bundle. For instructions on how to deactivate the Acronis Agents and
deprovision the Acronis licenses, please see the Knowledgebase article:
https://secure.efoldering.com/support/index.php?/ourpartners/Knowledgebase/Article/View/3
67/59/deprovisioning-acronis-licenses

12
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Installing and configuring the Management Components

Although there are many ways of installing the Acronis solution, we will cover the interactive
installation method. For instructions on other methods of deployment, please see the Acronis
Installation Guide on the Acronis support page.

Download the latest version of the Acronis Backup Advanced 11.5 installer from the eFolder
Knowledge Base at:
https://secure.efoldering.com/support/index.php?/efolder/Knowledgebase/Article/View/278/67
/acronis-for-efolder-download

Note: This file is quite large as it contains all of the installation components necessary to install
the management components and the backup agents. At the time of this publication, this file
was almost 2 GB in file size, so it might be wise to save the installer onto portal storage for
installation rather than downloading it at each site you plan to deploy.

These installation instructions will focus on installing the management components onto a BDR-
type device where all the management components are installed onto one device. Note that it
is possible to install the storage node onto other devices and then register them with the AMS.

Installing the Management Components

1. Login to the BDR as an Administrator and launch the Acronis Backup Advanced
11.5 setup program. Then select Install Acronis Backup Advanced 11.5 (see
Figure 2.1).

( Check for update
J ¥ the la

Install A ickup & Recovery 11.5

e, Instal the ful f the product.
g Extract installation fil
1|

@ View the installation help

Acronis
Backup & Recovery® 11.5

v, acr

v.11.5.37614

Figure 2.1
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Note: The AMS uses TCP port 9876 for local installation and communication between
components, and the setup program will automatically open this port through the
Windows Firewall. If you are using a third-party firewall, you will need to open this port
for both incoming and outgoing communication.

2. Read the Acronis Backup Advanced 11.5 license agreement and click the checkbox

labeled | accept the terms of this agreement. Then click the Next button (see Figure
2.2).

Acronis Backup & Recovery 11.5

Read the Acronis Backup & Recovery 11.5 license agreement

ACRONIS li‘
SOFTWARE LICENSE AGREEMENT

PLEASE READ THE SOFTWARE LICENSE AGREEMENT (“AGREEMENT” OR “EULA”) CAREFULLY
BEFORE USING THE ACRONIS SOFTWARE (“SOFTWARE”). ACRONIS INTERNATIONAL GMBH
(“ACRONIS” OR “LICENSOR®) IS WILLING TO LICENSE THE SOFTWARE TO YOU AS AN
INDIVIDUAL OR LEGAL ENTITY (“LICENSEE” OR “YOU"), AND TO PROVIDE YOU WITH SUPPORT
AND MAINTENANCE SERVICES (“SERVICES®), PROVIDED, AND ONLY ON THE CONDITION
THAT, YOU ACCEPT AND AGREE TO COMPLY WITH ALL OF THE TERMS AND CONDITIONS OF
THIS AGREEMENT. THIS AGREEMENT APPLIES TO ANY UPDATES OR SERVICES FOR THE
SOFTWARE OR FOR THE SERVICES PROVIDED TO YOU BY ACRONIS, UNLESS OTHER TERMS
SPECIFICALLY COVER THOSE ITEMS.

BY CLICKING “T ACCEPT THIS AGREEMENT" OR OTHERWISE DOWNLOADING, INSTALLING,
AND/OR USING THE SOFTWARE OR BY USING THE SERVICES, YOU ACKNOWLEDGE THAT YOU
HAVE READ AND ACCEPTED ALL OF THE TERMS AND CONDITIONS SET FORTH IN THIS
AGREEMENT AND THAT THIS ACTION ESTABLISHES A LEGAL, ENFORCEABLE, AND BINDING | “

I [11 accept the terms of this agreement I

Windows Server 2012 R2 Standard Evaluation
Windows License valid for 177 days
Build 9600

=AY E S ERG
Figure 2.2
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3. Next, choose the options needed for the management installation. Mark the
checkboxes by Centrally monitor and configure the backing up of physical and
virtual machines, Store the backups of other machines on this machine, and
Connect to Remote machines. Then select the Next button. (see Figure 2.3) This will
allow for the management of the Acronis solution to be managed from one location.

Acronis Backup & Recovery 11.5

How do you want to use this machine?

T want this machine to:

[[] Back up this machine’s data
Install Acronis agents for disks, files, and the applications that the Setup will detect,

Centrally monitor and configure the backing up of physical and virtual machines
Install Acronis Management Console and Acronis Management Server on this machine.

Store the backups of other machines on this machine
Install Acronis Storage Node on this machine. A storage node enables the use of deduplication, and it maintains the
centralized data catalog.

Connect to remote machines
Install Acronis Management Console on this machine.

[]1 want to manually select the Acronis components and customize the installation process

D T R

LRl A S EBE S
Figure 2.3
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4. The next screen asks if you would like to add or import any licenses at this time. If you
have already provisioned Acronis license key(s) for this customer, you can enter them in
at this time. If you skip this step, the licenses can be added to the AMS license server at a
later time. Decide if you are going to enter in licenses key(s) at this time by entering
them in to the text box or skip this step by clicking Next (see Figure 2.4).
]
Recycle Bin

Acronis Backup & Recovery 11.5

You can specify the license keys to add to Acronis License Server

Import from file

~
£ >

A If you are upgrading Acronis Backup & Recovery 10 or Acronis Backup & Recavery 11, add license keys for an old
product along with upgrade keys of Acronis Backup & Recovery 11.5 to the license server. As the old keys, you can
use full or upgrade keys for Acronis True Image 9. 1/Echo, Acronis Backup & Recovery 10, or Acronis Backup &

Recovery 11_renardless of the nroduct installed on the machine

e o ) 20202

Windows Server 2012 R2 Standard Evaluation
Windows License valid for 177 days

BuiIdE!E:DD
i ] e J
H2LTTE o

e

Figure 2.4
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5. Next, the option is given to either register an Acronis Backup Agent or a storage node.
If you plan to store Acronis backups locally or need to use a seed drive to send your
backup files to the eFolder cloud, then registering a local storage node is required.
However, if you plan to only store Acronis images in the eFolder Cloud and you plan to
upload those backup files directly to the eFolder Cloud over the Internet, then this step
can be skipped.

For this step, go ahead and register the storage node on this same machine as the AMS.
Select the radio button Register now and either enter the machine name, IP address,
or browse to add this machine. Fill in the username and password with a user that has
rights to this machine then click Next. (see Figure 2.5) If you choose to register these
components later, you can add them in at a later time by using the Acronis Console and
connecting to the AMS: select Storage nodes from the left side menu, then click Add
storage node from the main window menu at the top. If you have another machine
that you plan to use as a storage node, you must perform a custom install on that
machine and then register the storage node on the AMS (see step 12).

)

Recycle Bin

5A Acronis Backup & Recovery 11.5

Select whether to register the agent and/or the storage node being installed on Acronis
Backup & Recovery 11.5 Management Server

(O T will register the component(s) later
(®) Register now

Management server .
{IPfname): Acronis-Storage Browse...

User name: | ACRONIS-STORAGE\Administrator Select...

Password:

A After the agent is registered on the management server, the machine can be centrally managed by
management server administrators. Such a machine is called a registered machine.

After the storage node is registered on the management server, registered machines can back up data to and
recover data from the storage node's centralized vaults.

If you do not register the machine during installation, you will be able to do it later.

L e

Windows Server 2012 R2 Standard Evaluation
Windows License valid for 177 days
Build 9600

LIS 4 LT
Figure 2.5
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6. You are now presented the option to participate in the Acronis Customer Experience
Program (CEP). Select either the Yes, | want to participate in the CEP or the No, |
do not want to participate in the CEP radio button and then click Next (see Figure

Acronis Backup & Recovery 11.5

About Acronis Customer Experience Program (CEP)

In order to better serve our customers, and to enable our products to meet our customers ongoing and
growing needs, we regularly engage in various kinds of methods to gather client feedback, including
our receipt and direct response to support and problem requests, as well as various other comments
and gueries. We encourage our customers to participate in order to get the most out of our products
and our customers’ experience with them. However, given the large scope of our customer base, itis
impossible to reach outto all our customers directly.

Our Customer Experience Program (CEP) is a new way to allow all our customers to contribute to the
features, design and development of Acronis products. This program enables our customers to provide
us with various information, including information about the hardware configuration of your host
computer andlor virtual machines, the features you use most (and least), and the nature ofthe
problems you face. Based on this information, we will be able to improve the Acronis products and the
features you use most often

Ifyou choose to participate, we will be automatically collecting information about your hardware
configuration and the way you use Acronis products. We will not collect any personal data, like your

name, address, phone number, or keyboard input. Participation in the CEP is voluntary, however, but

the end results intended to provide software improvements and enhanced functionality to better meet | .

(O Yes, I want to participate in the CEP

() No, I do not want to participate in the CEP

ver 2012R2

Windo erver 2012 R2 Standard Evaluation
Windows Licen d for 177 days
Build 9600

Figure 2.6
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7. Now review the summary of the operations to be performed. If you are satisfied
with your selections, click Install, or click Back to review or change your options
(see Figure 2.7).

Acronis Backup & Recovery 11.5

View the summary of the operations to be performed

Components to install

* Acronis License Server [v. 11.5.37614]

* Acronis Backup & Recovery 11,5 Management Server [v. 11,5.37514]

* Acronis Backup & Recovery 11.5 Storage Node [v. 11.5.37614]

* Acronis Backup & Recovery 11.5 Bootable Media Builder [v. 11.5.37614]
* Acronis Backup & Recovery 11,5 Command-Line Tool [v. 11.5.37614]

* Acronis Backup & Recovery 11.5 Management Console [v. 11.5.37614]
* Acronis Components for Remote Installation [v. 11.5.37614]

Space reguired: 2.16 GB

‘Acronis Management Server Service account: Create a new account
\Acronis Storage Node Service account: Create a new account

\Operational SQL server
Install Microsoft SQL Server 2008 Express
SQL server: (Jockl)  Authentication: Use SQL server authentication

Reporting SQL server
Install Microsoft SQL Server 2008 Express
SQL server: {local)  Authentication: Use SQL server authentication

rer2012R2

s Server 2012 R2 Standard Evaluation
Window
Build 9600
2:05 PM

H_| Fﬁ e FEJ 'XK ~ BERE
Figure 2.7
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8. The Acronis Backup Advanced will now install. After it is completed, the installer will

display the message “Installation has completed.” Click Finish (see Figure 2.8), then
exit out of the installer launcher back to the main menu (see Figure 2.1). The
management components of the Acronis Backup Advanced are now installed.

Recycle Bin

A Acronis Backup & Recovery 11.5

| Installation has completed

The Acronis Backup & Recovery 11,5 components have been successfully installed.

Manage Local
Machine

ver 2012R2

Windows rer 2012 R2 Standard Ev.
Windows License valid for 1 /s
Build 9600

Hﬁ Fﬁ E u.?ﬂ (WA s[5 E M

4/4/2004
Figure 2.8
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Configuring the Management Components

Now that you have successfully installed the management components, you will perform some
of the necessary steps to configure the AMS. To begin, you will configure the storage node
with a vault where your local Acronis backups will be stored.

9. By default, the installer created desktop icons to launch the Acronis Console that allows
you to manage the installed AMS or connect to an Acronis Agent running on a
protected machine (see Figure 2.9). Click this icon to launch the program. You can also
launch the console from the Windows Start menu.

2o

Manage Local
Machine

28 Windows Server 2012R2

Windows Server 2 Standard Evaluation
Window se valid for 177 days
Build 9600

=T = [BB G o
Figure 2.9

10. When the Acronis Console opens, you may be prompted with an available update
and the option to create bootable media. For now, click Close on both of these
prompts.
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11. To manage the AMS, you first need to connect to it. Click the Connect to a management
server menu option in the main window (see Figure 2.10) and then complete the machine

information if you are connecting to the AMS from the same machine from which you
launched the console.

@@v @ Connectv 3% Tools» G} Options» @ Help~ yAu'st @
Navigation «

N Acronis Backup & Recovery 11.5 Management Consocle

Shortcuts

IE/ Local machine [Acronis-Storage Manage this machine

" Connect the console to Acronis Backup & Recavery 11.5 Agent installed on this machine.

Manage a remote machine
Connect the consele to Acronis Backup & Recovery 11.5 Agent installed on a remote machine,

= | Connecttoa management server

Connect the console to Acronis Backup & Recovery 11.5 Management Server to manage multiple machines,

[N FEINe

Figure 2.10
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12. You are now connected to the AMS. If you followed step 5 from above, you should
already have a registered storage node. You can verify this by selecting Storage nodes
from the left hand menu, after which you should see this machine’s storage node listed
in the main window. If you did not follow step 5, you will now want to register a storage
node by clicking Add storage node. After you have verified that you have a registered
storage node, create a vault where you will store all of your Acronis backups by clicking

Vaults, then Centralized on the left-side menu. Then click Create from the top menu in
the main window (see Figure 2.11).

@‘.@' @ Connectw fg@ Actionsw %Too\sv @Navlgat\onv @ Options+ E 'Centralized vault' actions+ @ Helpw

4, =
) Acronis @
Navigation « 3
Centralized vaults
Short list  Full list . . R . B
o Set up and manage centralized archive storage locations (vaultl hManage archives stored in the vaults.
“ Acronis-Storage V4 o *® < C Create | &% Attach 2 E= Refresh
@ Dashboard = |
Name Located on  Free space Occupied sp... To... Deduplicat..| Da...|Archives | Backups &
[ @ Machines with agents
b m Virtual machines There are no centralized vaults.

Backup plans and tasks
[Zﬂ! Microsoft Exchange serves
E Data catalog
4 B Vaults
I[ E Centralized
@ Storage nodes
P B Tope management |
% Licenses
F Alerts
%] Reports
5| Log

Shortcuts

L&l Local machine [Acronis-Storage|

O] Current activities .:

2 B ik

Figure 2.11
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13. Fill in the Create centralized vaultform (see Figure 2.11.1) by completing the following

steps:
@@- @ Connectv % Actionsw 58 Toolsv T Navigation+ & Options (@ Help~ %) Acronis @)
Navigation «

Create centralized vault

Set up a centralized archive storage location (vault).
4 a Acronis-Storage

Vault
@ Dashboard ? e

3 % Machines with agents MName: I
3 ﬁ Virtual machines
Backup plans and tasks Commens | 9

Short list  Full list

iy Microsoft Exchange serve
B Data catalog
4 B Vaults Type:
Il E Centralized
1) Storage nodes Path:
3 % Tape management
% Licenses
F Alerts
1% Reports
L= Leg

I Unmanaged

Specify where data backed up to the vault will be stored, Unmanaged centralized vaults can reside
on a network share, SAN, NAS, FTP or SFTP server, or Acronis Online Backup Storage.

Regquired

Shortcuts

@\ Local machine [Acronis-Storage

[O] Current activities

Figure 2.11.1

a. Enter a name in the Name field. The Name field is what your vault will be known by, so
create a meaningful name, such as Acronis-Storage.

b. Enter any desired details about this vault in the Comments field.

c. The Type dropdown menu has two options: Unmanaged or Managed. We recommend
that you select Managed from the drop down menu. A managed vault provides the ability
to duplicate the data that is stored within the vault. This means that identical data will only
be backed up to this vault once. This minimizes the network usage during back up and the
storage space used by the Acronis backups.

Note: If you plan to store backups locally as well as send them to the eFolder Cloud, there
are considerations on using a managed vault locally. First, within a managed vault, all
backups are stored within a database-type file structure; therefore, older traditional

.TIB files that you may have been used to seeing will not be found. If you are used to
working with .TIB files, then you probably mounted a .TIB file as a drive letter on your
system for file and folder restore. When backing up to a managed vault, this feature of
mounting an image is not available. However, files and folders can still be recovered by
performing a Recovery task within AMS.
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After you have selected Managed as the type of vault you are creating, some
additional fields are displayed for you to fill in (see Figure 2.11.2) as explained below.

@\"{9' @ Connectv % Actions» 5€ Tools» [ Navigationv &5 Optionsv @) Helpw yACI'a'IiS '@'
Navigation «

Create centralized vault

Set up a centralized archive storage location (vault).

Short list Full list

4 @ Acronis-Storage

F Vault
QDashboard - au

3 E Machines with agents Name: I Acronis Storage
B m Virtual machines
Backup plans and tasks Comments: 3
ﬁﬂg Microsoft Exchange serves
E Data catalog ad
4 B9 Vaults Type: I Managed *
E Centralized
[ Storage nodes Storage node: I Acronis-Storage ¥
bR Tape management Deduplication: On »
% Licenses . S
; Acronis Backup & Recovery 11.5 Deduplication must be installed on each machine that backs up
F Blerts to a deduplicating vault.
i Reports It is highly recommended to read Deduplication best practices prior to creating the deduplicating
- vault.
|5| Log
Encryption: Encrypted
Shorteuts Method: AES 256
@l Local machine [Acronis-Storagel Path: Specify where data backed up to the vault will be stored. Managed centralized vaults can reside
on a network share, SAN, NAS, tape device, or on a hard drive local to the storage node.
¥\Acronis Storage),
Place deduplication database along with backups
The database contains fingerprints (hash values) of all data backed up to the deduplicating vault.

Catalog database: I C\ProgramData‘\Acronis\BackupAndRecoveny \ASN\Catalogh

|

1O Current activities .

i B il

Figure 2.11.2

d. Select the storage node desired from the Storage Node dropdown menu. Select
the storage node you registered during the installation process (see Figure 2.11.2).

e. Next, ensure that Deduplication is set to Off.

Note: Enabling deduplication requires more CPU cycles and RAM. If you do enable
deduplication, we recommend that you have approximately 8 GB to 20 GB of RAM per TB
of deduplicated data.
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f. Enable encryption by clicking the blue Encryption link in the main window (see
Figure 2.11.2). The vault encryption dialog box appears. In the Select the encryption
algorithm dropdown list, select the desired AES encryption (AES 128, AES 192, or
AES 256.) We recommend that you select the AES 256 option. Now enter your
encryption word or phrase in the Enter the word field and re-enter it in the Confirm
field and then click OK (see Figure 2.11.3).

Note: The encryption word or phrase has a 25 character limit.

A Acronis Backup & Recovery 11.5 - Connected to AMS [Acronis-Storage] as Administrator@ACRONIS-STORAGE -|g| x
@@v €D Connect~ g.r Actions¥ % Tools+ Q Navigation~ @ Options @ Help+ yACfmiS @l
Navigation «

Create centralized vault

s Set up a centralized archive storage location (vault).
4 Acronis-Storage

? Vault =
e Dashboard -

Short list - Full list

D% Machines with agents Name: I
4 [ Virtual machines
BR Al virtual machines Comrmer [~
@ Hosts and clusters R
. Specify whether to encrypt data backed up to -
Backup plans and tasks
- the vault
@ Microsoft Exchange serves Type:
E Data catalog Select the encryption algorithm:  AES 256 -
4 B Vaults Storage rjo
4 E Centralized Specify a word to be used for generating the encryption key:
Deduplicht =
¥ Acronis Storage Entertheword: @0 00000000 OS
1) Storage nodes Encryptidnd’  Confirm: YT YYYYTYYYYY
B Tape management Path: Note that the word is case-sensitive, You will be asked for this 4 M d lized vaut g
% Licenses ) word only when attaching the vault to another storage node. jtored. Managed centralized vaults can reside on a
§ H drive local to the storage node.
F Alerts
|Z] Log Catalog fa J N Catalogh,
@ Show Backward compatibility
Shortcuts
B User accounts
&I Local machine [Acronis-Storage| & ()
Vault administrators: I Acronis-Storaget Administrators
Vault users: I Everyone .
|@] Current activities
L == 3
a= IIEI =) b (2
—
Figure 2.11.2

g. Next, you will select the path to where your data will be stored. Managed centralized
vaults can reside on any network share, SAN, NAS, or on a hard drive local to the storage
node. In the example shown in Figure 2.11.2, the data will be stored on a hard drive that is
installed on the same machine as the storage node. Click the blue Required link in the Path
field to open the Vault Path dialog box. Expand the volume where your data will be stored,
then select a folder on the volume (see Figure 2.11.2).

If you have enabled deduplication, you have the option of storing the deduplication
database along with the backups. Check the checkbox labeled Place deduplication
database along with backups to enable this option, if have enabled deduplication.
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If you did enable deduplication but did not enable the option above for storing the
deduplication database along with the backups, you will need to specify the path to where the
deduplication database will be placed (see Figure 2.11.2). If you have deduplication set to off,
you can skip this step. To specify the path, click the Required link in the Deduplication
database: section and the Vault Database Path dialog appears (see Figure 2.11.4). Select a
folder location on the local machine and click OK.

A Acronis Backup & Recovery 11.5 - Connected to AMS [Acronis-Storage] as Administrator@ACRONIS-STORAGE - |a| x
. — = o / . @
@@. @ Connectv  [mteris ) Acronis @
Navigation
Short list Full list I Specify path to the vault's database
a Acronis-5torage B3 Create folder B@ Rename B Delete O dedup database -
Dashboard
© 48 Local folders Local folder
3 @ Machines with agent SO
- ﬁ Virtual machines C T 55 plcating vaults may
4 € Data (X)
m All virtual machinfs
@ Hosts and cust 1 65 SRECYCLEBIN
and clustes
~ 3 ﬁ Acronis Storage W
Backup plans and tasfs|
% o S b @ boo
icrosoft Exchange sl
9 % dedup database dvaults can reside on a
E Data catalog ode.
3 @ share
4 B Vaults

3 @ System Volume Information

4% Centralized
3 ﬁ unmanaged
E Acronis Storage eduplicating vault.

@ Storage nodes here the backups
) Tape management

% Licenses

F Alerts

\%i| Reports

L5l Log

1,

Shortcuts L4

@l Local machine [Acronis-Stdrd

Path:  [X:\dedup database\

A
ok |[ concel

0] Current activities|

HH % bl | || - [ 2
Figure 2.11.4

h. If you want, you can edit the location of the Catalog database from its default
location by clicking the blue Catalog database: link in the main window (see
Figure 2.11.2).

i. Inthe User Accountsection, you can specify vault administrators and vault
users. Vault administrators can backup to the vault but also have full control
over the vault's content. Vault users can backup to the vault but only manage
their own archives.

The process of setting up a managed vault is now complete.
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14. All of the Acronis licenses that you obtain from eFolder are managed from within the
AMS license server that is installed at each of your customer’s locations. Here, you can
enter Acronis license key(s) into the AMS license server and manage the Acronis
licenses from one central location at your customer site.

a. If you did not add any license keys during the installation, you can add them by
clicking Licenses in the left Navigationwindow (see Figure 2.13) in the main
management window. If you have already added licenses to this deployment,
they will appear here.

b. To add an Acronis license click the Add License... button in the main
management window (see Figure 2.13).

@-&} & Connect~ 4 Actionsv ggTooIs' @Navigatmn' @'Dption_" @Helpv @A;kAcrnnis

Navigation «

Sign in

J Srortfist: g License serveron ©
] Eﬂ Acronis-Storage

9 Dashboard @ Export licenses to XML... m ﬁ e Refresh

3 % Machines with agents License key
2 m Virtual machines
@ Backup plans and tasks
"ﬁ Microsoft Exchange serves
l Data catalog

5 Vaults )Acronis Backup 8 Recovery 11.5 Virtual Edition for Hyper-V + Deduplication
4 Centralized + Universal Restore

Expires Imported Used Awvailable

“Acronis Backup & Recovery 11.5 Advanced Server for Windows +
Deduplication + Universal Restore

¥Acronis Backup & Recovery 11.5 Microsoft SQL Server Add-On

B Local-Vault ) Acronis Backup & Recovery 11.5 for Microsoft Exchange Server +
2 Deduplication
3 Storage nodes

i3 % Tape management

I % Licenses

F Alerts

i Reports

|5| Log

Shortcuts

E‘ Local machine [Acronis-Storage

S

|3} Cufrent activities

Figure 2.13
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c. The Add Licensewindow appears, here you can either manually type, paste,
orimport keys from a file. Enter your license key(s), then click OK (see Figure
2.14).

(A Acronis Backup - Connected to AMS [Acronis-Storage] as Administrator@ACRONIS-STORAGE ==
@'{—f €D Connect~ % Actions &‘; Tools» Q Navigation+ @ Options ¥ @ Help~ @ Ask Acronis yAu'mis

Navigation «

Sign in
| Shortlist Full list License server on -

4 [ﬁ Acronis-Storage]
e Dashboard

c Refresh

DE Machines with a| I Specify licenses to add ised Available | Ta

L ﬁ Virtual machifie] You can manually specify the license keys to add or import them from a text file.
Backup plansfan| M

% Microsoft Exdhal i i
Data catalog
b B Vaults
@ Storage node
[ % Tape managgm
% Licenses i
F Alerts
i Reports
|=] Log

]
Shortcuts &

&' Local machine [Acfn fppnsid o ngles
@

F] m | ¢

O] Current activities :

= | S [<

Figure 2.14

Your local AMS license server is now configured to manage the Acronis licenses.
In a later section (see Installing and Configuring the Acronis Backup Agent), you
will be able to register the Acronis backup agent with this AMS license server to
assign a license key to the agent being installed.
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Connecting/Configuring the AMS and Storage Node

This section will cover the instructions and steps necessary for you to connect to the remote
eFolder Acronis Management Server (AMS) and storage node to setup and manage your
Acronis Cloud Vault. The Acronis Cloud Vault is where you will store your off-site Acronis
backup images for your customers. To maximize your cloud vault, you must set up a
managed vault with de-duplication enabled. Also, you will configure the encryption type and
an encryption key necessary for your managed vault to store all of your customer’s data
encrypted in the eFolder cloud.

Important! To obtain your eFolder AMS you must agree too, sign and return the Acronis
Agreement(s). You can obtain the Acronis Agreement(s) from your assigned Account Manager.

Important! All data in your Acronis Cloud Vault must be encrypted. It is eFolder’s policy that all
data stored within the eFolder cloud be encrypted. Encryption is also required for eFolder to
maintain its HIPAA compliancy, therefore, when you create a managed vault within the efFolder
Acronis cloud, eFolder will run periodic checks to ensure that the vault has encryption enabled.
If it is not encrypted, you will be required to work with eFolder to encrypt your Acronis Cloud
Vault. Also, you may experience an interruption in service if your Acronis Cloud Vault is found to
be unencrypted.
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To connect to your eFolder AMS, select Connect on the menu bar and New connection from

the drop down list. Then click Connect to management server from the pop-out menu (see
Figure 3.1).

Connect-. 7 Actions= 56 Toolsv [ Navigationw &3 ()
- £ &) 3!
Navigatior [l New connection p

e Disconnect

ptions » @Helpv @Ask.ﬂcrnnis
|

Sign in

@ Manage this machine

Short list  Ful @ Manage a remote machine

g Recent connections
4 B Acron & Connect to a management server

B Add license... port licenses to XM|...
© 0of 5] it
P % Mafhines with agents License key Expires Imported Used Available | To
b m Virtual machines

[i] 3 Refresh

Backup plans and tasks

F _ [ “IAcronis Backup & Recovery 11.5 Advanced Server for Windows +
i@y Microsoft Exchange serve Deduplication + Universal Restore
E Data catalog

0 Vaults “Acronis Backup & Recovery 11.5 Virtual Edition for Hyper-V + Deduplication
4 [ Centralized + Universal Restore

E Local-Vault
h‘:‘j Storage nodes

¥Acronis Backup & Recovery 11.5 Microsoft SQL Server Add-On

¥ Acronis Backup & Recovery 11.5 for Microsoft Exchange Server +
Deduplication

13 ‘ Tape management

% Licenses
¥ Alerts
% Reports

|5 Leg

Shortcuts

El Local machine [Acronis-Storage

@] Current activities

Figure 3.
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The Management Server Connection dialog box appears. In the Machine: field, enter the URL
or the IP address of your eFolder Acronis AMS, enter your username and password in the Logon
settings fields, and click OK (see Figure 3.2).

| WA Acronis Backup - Connected to AMS [Acronis-Storage] as Administrator@ACRONIS-STORAGE -8 %
@9- €D Connect~ 4 Actionsv 3 Tools~ [l Navigation= 3 Options» (@) Help> @8 Ak Acronis 9Acm|-|}5 @
Rej . e
Navigation « Sign in
| Shortlist Fulllist LICEHSE server on 1.y i i
4 [ﬁ Acronis-Storage
E & Dashboard o Add license.. 9 Export licenses to XML.. [ : X B £ Refresh .
Baq 4 E Machines with agents License key | Expires Imported Used Available  To
1 g Virtual machines [ 1
Backup plans and tasks =) _ N
) > Acronis Backup & Recovery 11.3 Advanced Server for Windows + 0 1 1
l‘ﬁ Microsoft Exchange serves Mﬂplkw
I Data catalog ~) 0 1 1
4 E} Vaults
_ 0 1 1
4 Centralized Enter the name of the machine or choose it
P Local-Vault Acrans from the drop-down list 0 1 1
[,
.| Storage nodes Machine: | . + |Browse...
- B Tape management
% Licenses Logon settings
¥ Alerts Username: >
|7 Reports
- Password:
Save password;
Shortcuts
@ Local machine [Acronis-Storage] [ 0K I} ] l Cancel ] [ Qptions<=<
< ] ] B o

@] Current activities

- [ Bl

Figure 3.2
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After you are connected to your eFolder AMS, your Acronis console will be directly
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managing your eFolder Acronis AMS. In the title bar and welcome message, check the
name of the server to ensure that you are truly connected to the remote AMS (see

Figure 3.3).

@9' @[ﬂnnartv G

Actionsv %Tnnlsv @Navlgatmnv @Optmnsv @Hslpv @ Ask Acronis 9Acrmi5 '@

Navigation «
] Short list  Full list
el acr-ritegroup1
@ Dashboard
I @ Machines with agents
P ﬁ Virtual machines
Backup plans and tasks
& Microsoft Exchange serve
E Data catalog
& B2 Vaults
@ Storage nodes
B % Tape management

% Licenses
F Alerts

Sign in

Welcome to ‘acr-ritegroup1’ !
€ CONSOIE 15 CONNECIED 10 ACTONIS Backup Management server. Choose the action to perform or the tool to use. To check

for warnings and review statistics, navigate to the Dashboard view.

t Back up now Recover
Q} Specify a backup location and start =~ Recover the data from an earlier created backup.
~ backing up the registered machines now.

Create backup plan Show My Account
Create a backup plan to protect data on Manage your cloud backup subscriptions, access
the selected machines.

license keys, download product updates, and mare.

Recent alerts (0 of Q) viewsn

There are no alerts,

Shortcuts

|._._=' Local machine [Acronis-Storage

[ at startup, show the Dashboard instead of the current view

|@] Current activities - I

Figure 3.3
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e The next step is to configure your Acronis managed vault to receive incoming backups.
If you previously set up a managed vault in step 13 of /nstalling the Management
Components, this step will be a familiar to you. However, for performance reasons, you
will be picking a different location for your de-duplication database then you did in the
above-mentioned step.

a. From the Navigation menu, click Vaults and then Centralized. Then fill out the
form like you previously did on your local vault (see Figure 3.4.1).

@'C‘} €D Connect~ % Actionsw 8 Tools» [ Navigationv &3 Options» (@ Helpy @ Ask Acronis 9Aumf5 @

Navigation « Sign in

i Shortst Rt Create centralized vault

o [ﬁ acr-ritegroup1 Set up a centralized archive storage location (vault),

9 Dashboard Vault
3 E Machines with agents

B m Yirtual machines Mame:

Backup plans and tasks
4 . Comments:
% Microsoft Exchange serves

4 B Vaults

E Centralized I Unmanaged +

Specify where data backed up to the vault will be stored. Unmanaged centralized vaults can

B T t

; ape managemen reside on a network share, SAN, NAS, FTP or SFTP server, or Acronis Cloud Storage.
Licenses

b Required
F Alerts

% Reports
|5l Log

Shortcuts

@' Local machine [Acronis-Storage)

1@ Current activities

Figure 3.4.1

For help in filling out this form, refer to step 13 in the section of this document
labeled /nstalling the Management Components. However, note that in steps G
and H of step 13, you will need to make the following changes to complete the
current step:
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e In step G, specify the path to the vault by clicking the Required blue link.
After the Vault Path window displays, click the Data(X:) value under the
Local folders file structure. Then select the Vault folder you want as your
vault destination and click OK (see Figure 3.4.2).

- - F acr-ritegroup?

- O X

@.._ @ Connect~ 4 Actions~ 3 Took~ [ Navigationv & Options~ @ Help~

%) Acronis @
Navigation

Short list  Full list

I Specify path to the vault being created

) a acr-riteqroup 1 ot e pucna ap

9 Dashboard g Create folder g Rename ri Delete F E»

Vault ting the deduplicating
3 E Machines with agent .‘ _@ Local folders Rocalloldey
3 ﬁ Virtual machines 4 05 ()]
@ Backup plans and tasl €0 Index (1)
& e 4 < Data () ged vaults can reside
E Data catalog [ E@ SRECYCLE.BIN ftorage node.
4 B Vaults

& L§ AASettings 2
E Centralized [ % Vault ‘
% Storage nodes b & Network folders e deduplicating vault,
4 Tape management 1 B Tape devices | lisk where the backups ‘
% Licenses
F Alerts
i Reports

|= Log

Shortcuts

El Local machine [acr-ritegroy

Path:  XAVaulty

@ o

Current activities .

Figure 3.4.2
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e In step H, you specify where the de-duplication database will be placed.
Select The Index(l:) volume under Local folders, choose the Dedupe

folder, and then click OK (see Figure 3.4.3).

S Acronis Backup & ROUP1 = | =
@@ @ Connect~ 4 Actions~ %Tuols' E Mavigation @ Options = @ Help~
MNavigation

Short list Full list
4 ﬁ acr-riteqroup1
@ Dashboard
b @ Machines with agen
b @ Virtual machines
Backup plans and tas|
& Microsoft Exchange s
E Data catalog
4B vaults
E Centralized
[CE Storage nodes
- B Tape management

% Licenses
¥ Alerts
|7 Reports
|5 Leg

Shortcuts

lE‘ Local machine [acr-ritegroy

I Specify path to the vault's database

4 Acronis @

5 Create folder g Rename Ei Delete

4 B Local folders

€ 05 (C)

4 € Index (1)

& [§ SRECYCLEEBIN

% Dedupe

[ @ System Volume Information

I €7 Data (X2

usimie L wuens up

ting the deduplicating

ped vaults can reside
ftorage node.

e deduplicating vault.
| lisk where the backups

I\Dedupel

@ Help

0K Cancel

Figure 3.4.3
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When you have completed the Create centralized vault form (see Figure 3.4.1), click OK to

3.5.

acr-ritegroup?

finish setting up your Acronis Cloud Vault. The resulting display should look similar to Figure

@@v @ Connect~ 4 Actions» 3 Tools~ [ Navigationy {5 Options~ [B¥ 'Centralized vault' actions~ @) Help~

[3 @ Machines with agents
3 @ Virtual machines
@ Backup plans and tasks
& Microsoft Exchange servel
E Data catalog
4 B Vaults
4 E Centralized
E cloud-vault
Eﬁ Storage nodes
I % Tape management
% Licenses
F Alerts
i) Reports
[l Log

4 Acronis @)

Navigation « .

Centralized vaults
Short list  Full list . . . B

Set up and manage centralized archive storage locations (vaults). Manage archives stored in the vaults.
4 e acrritegroup P et @ validate 3 Delete @8 Detach O, Bpiors | B Creste % Attach © J@ Chanoe user B3 Refresh

& Dashboard -
me

|anatad on .Freespa.ce |Dccupied sp...lTo.ulDedupﬁcat...' Da... Archives |B.ackups -
1

Shortcuts

§| Local machine [acr-ritegroup1]

Ecloud-vﬂul‘t Local folder ... 498.1 GB 3031 MB - On 0b.. 0

0

5

Current activities J

Figure 3.5
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Installing the Acronis Backup Agent: Configuring backup

schemes

The Acronis backup agent is the software component that is installed onto the machine you
want to protect with Acronis. The Acronis backup agent will be registered with the Acronis
Management Server (AMS), and the AMS will provide the licensing for the backup scheme and
the storage for the local Acronis backup images.

To configure Acronis to backup locally (and also to the eFolder cloud) two backup schemes are
required. The first scheme is configured to back up the protected machine to the local
storage node; the second scheme is configured to back up the protected machine to the
eFolder cloud. This section of the document is organized into three parts.

1. First, you will be shown how to install the Acronis backup agent onto the machine to be
protected and then register the agent with the local AMS.

2. Second, on the AMS, you will be shown how to create a backup scheme for the local
backup.

3. And third, you will be shown how to configure a second backup scheme that will be used to
send the Acronis backup images to the eFolder cloud.

This third section is further organized into two parts: first, you will be shown how to preload
data to the eFolder cloud using a seed drive, and second, you will be shown how to
preload data to the eFolder cloud directly from the AMS.
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Installing the Acronis backup agent

There is more than one way to deploy the Acronis backup agent onto the machine you want to
protect. Two of the more common ways to deploy the agent are to either deploy the agent
from the AMS onto the target machine, or to manually install the agent directly on the target
machine with the Interactive Installer. These instructions will cover the latter option of installing
the agent manually onto the target machine.

1. Login to the target machine as an administrator and launch the Acronis Backup
Advanced 11.5 setup program. Then select Install Acronis Backup Advanced 11.5
(see Figure 4.1).

Note: The AMS uses TCP port 9876 for local installation and communication between
components. The setup program will automatically open this port through the Windows
Firewall. If you are using a third-party firewall, you will need to open this port for both
incoming and outgoing communication.

Check for update

You can check for the latest version of Acronis Backup & Recovery.

Install is Backup & Recovery 11.5
- Install the full version of the product.

Extract installation files

e components to be saved as separate installation files in the location

fy.

View the installation help

Acronis
Backup & Recovery® 11.5

WWW.BCTonis.com

v.11.5.37614

Figure 4.1
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2. Read the Acronis Backup Advanced 11.5 license agreement, click the checkbox labeled
| accept this agreement and then click Next (see Figure 4.2).

Acronis Backup & Recovery 11.5

Read the Acronis Backup & Recovery 11.5 license agreement

~

ACRONIS D
SOFTWARE LICENSE AGREEMENT

PLEASE READ THE SOFTWARE LICENSE AGREEMENT (“AGREEMENT” OR “EULA”) CAREFULLY
BEFORE USING THE ACRONIS SOFTWARE (“SOFTWARE™). ACRONIS INTERNATIONAL GMBH
(“ACRONIS” OR “LICENSOR”) IS WILLING TO LICENSE THE SOFTWARE TO YOU AS AN
INDIVIDUAL OR LEGAL ENTITY (“LICENSEE™ OR “YOU™), AND TO PROVIDE YOU WITH SUPPORT
AND MAINTENANCE SERVICES (“SERVICES®), PROVIDED, AND ONLY ON THE CONDITION
THAT, YOU ACCEPT AND AGREE TO COMPLY WITH ALL OF THE TERMS AND CONDITIONS OF
THIS AGREEMENT. THIS AGREEMENT APPLIES TO ANY UPDATES OR SERVICES FOR THE
SOFTWARE OR FOR THE SERVICES PROVIDED TO YOU BY ACRONIS, UNLESS OTHER TERMS
SPECIFICALLY COVER THOSE ITEMS,

BY CLICKING “T ACCEPT THIS AGREEMENT™ OR OTHERWISE DOWNLOADING, INSTALLING,
AND/OR USING THE SOFTWARE OR BY USING THE SERVICES, YOU ACKNOWLEDGE THAT YOU
HAVE READ AND ACCEPTED ALL OF THE TERMS AND CONDITIONS SET FORTH IN THIS
AGREEMENT AND THAT THIS ACTION ESTABLISHES A LEGAL, ENFORCEABLE, AND BINDING ¥

I [11 accept the terms of this agreement I

jer 2012R2

Figure 4.2
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3. Choose the option needed for the installation of the backup agent. Check Back
up this machine’'s data checkbox. Then click Next (see Figure 4.3).

A ‘Acronis Backup

I How do you want to use this machine?

I want this machine to:

Back up this machine's data
Install Acronis agents for disks, files, and the applications that the Setup will detect.

[[I Centrally monitor and configure the backing up of physical and virtual machines
Install Acronis Badwp Management Console and Acronis Backup Management Server on this machine,

[[I Store the backups of other machines on this machine
Install Acronis Backup Storage MNode on this machine, A storage node enables the use of deduplication, and it
maintains the centralized data catalog.

] Connect to remote machines
Install Acronis Backup Management Console on this machine.

11 want to manually select the Acronis components and customize the installation process

rer 2012 R2

Figure 4.3
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4. Next, choose an installation mode, either free trial or licensed. Select the radio button
nextto | purchased a license or a subscription, then click Next (see Figure 4.4). Note:
If you chose to do a free trial, you will be given a 15 day trail period. If you need more
than 15 days, you must provision a license key from the eFolder Web Portal and assign it
to the AMS license server installed at your customer’s site. and then register this agent
with that license server.

A Acronis Backup

I Choose instalation mode

O T want to start a free trial
No keys required and most product features will be available for 15 days.

@® T purchased a license or a subscription
‘You will be asked to enter product keys or activate a subscription.

rer 2012 R2

Windows Server 2012 R2 Standard Evaluation
Windows License valid for 150 days
Build 9600

445 PM

I‘H Fﬁ T ,_;L] -:] r\f“ cBEG G
Figure 4.4
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5. Click the Add Licenses... button on the Provide license keys and select licenses
screen, then select the checkbox labeled Use the following license server. Next, in
the text field to the left, add the IP Address or hostname of your AMS license server
you installed previously and then press Enter on your keyboard (see Figure 4.5).

Note: You can also click the Browse button; Acronis will browse your local network, and
you can select the machine running the AMS from the list of machines.

A Acronis Backup

[ Specify the license server with the licenses or the license keys directly

Use the following license server: Browse...

Add the following license keys to the specified license server:

| Import from file

@-‘ Upgrade from the previous version
Provide the license key(s) of the previous version, along with the upgrade license key(s).

If you want to obtain more licenses, visit Acronis website .

rer 2012R2

lard Evaluation

id for 150 days

] Build 9600

I EE T ] -.-HKY < [HEh Sor
Figure 4.5
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6. After the local installer has established communications with the AMS, the installer will
give you the option to choose a license that is available from the AMS license server.
Select the license from the drop down menu and then click Next (see Figure 4.6).

A Acronis Backup
I Provide license keys and select icenses

Add licenses. .. The speciied ficense server:

License for backup of disks/files I—‘ Acronis Backup Advanced 11,5 for Windows Server (former bur |
Deduplication
Saves storage space and traffic by backing up identical data only once.

Universal Restore
Enables recovery of an operating system to dissimilar hardware.,

Cloud backup does not require license keys, but you need to obtain a cloud backup subscription and activate it on the

machine.

< Back ‘” Next > || ‘ Cancel |

Windows Servi

H
™
E
K
&
X

“REG

Figure 4.6
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7. Next, you will be asked if you want to register the agent to the local AMS. The agents
are controlled from the local AMS, and you are required to register the agent onto the
local AMS to backup to the local vault and to the eFolder Acronis vault. You can
choose to skip this step and do it later, but we recommend that you do it now. To
register now, select the radio button labeled Register now, then in the Management
Server (IP/name) field, either enter the machine name of the machine that the AMS is
installed on, or click Browse to locate the machine from the browser window. Enter a
username and password that has rights on the AMS (see Figure 4.7).

)

Recycle Bin

® ‘Acronis Backup

Select whether to register the agent and/or the storage node being installed on Acronis
Backup Management Server

() I will register the component(s) later

(®) Register now

Management server

(1P frame): | ACRONIS-STORAGE | | o

User name: |Adm\nish’amr | | Select...

Password: | -------- |

A After the agent is registered on the management server, the machine can be centrally managed by
management server administrators, Such a machine is called a registered machine,

If you do not register the machine during installation, you will be able to do it later.

<gack |I[ we[y ||| N e 2012 R2

Windows S
Vv

Build 9600
4:57 PM

= Fﬁ e | wl | M TBEBG G
Figure 4.7

8. Now you are asked if you would like to participate in the Acronis customer experience
program. Choose either yes or no and then click Next.

9. View the Summary of the Operations to Be Performedwindow, and verify that your
settings are correct. Then click the Install button to begin the installation.

10. After your installation is complete, exit out of the Acronis installer. The installation of the
Acronis backup agent is now complete. To configure the Acronis backup agent that was
just installed, logon to the machine running the AMS and configure the backup
schemes from there, as instructed in the next section of this document.
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Configuring the Local Backup Plan

This section will show you how to create a backup planin your local AMS to backup your
protected machines to the local AMS managed vault.

Important! The settings that you will use to configure a local backup plan will not be the same
settings in the remote backup plan that backs up to the eFolder Cloud. For the remote backup
Jjob settings please see the section titled Creating a Remote Backup plan.

Note: These are recommended settings, but you can customize these settings to meet your
customers’ needs. Also note that these instructions differ from the ones you will follow when
you set up your backup scheme to backup your protected machines to the eFolder cloud
vault.

1. Using the Acronis console, connect to your locally installed AMS. Click Backup plans
and tasks in the left hand navigation window, then click New and Backup plan to
create a new backup plan (see Figure 5.1).

@@v @ Connectw % Actions» 58 Toolsw [ Navigationv 3 Options~ Backup plans and tasks actions» (@) Helpv ¥ 9Ac_|-m'fs @

ll| Navigation « Sign in

o= R Backup plans and tasks
4 lg Acronis-Starage Check the health of the backup plans and tasks existing on this machine.

@ Dashboard ([@New=] b run~ WSy £ ot KOckete B cione Mimpot A bpor O Detal

1 B8 Machines with agents

- g Virtual machines I
Backup plans and tasks ¥ Recoverytask fl
i3 Microsoft Exchange server|| | || & Validation task  thbw in this view.
I Data catalog

1 B Vaults
@ Storage nodes

- B Tape management
Qs Licenses
F Alerts

1 Ba;kuW\an B Iu‘t'ron state |Status iLastﬂnish time | Next start time &
il ~| 1 - |7

%2 Reports

|z Log

Shortcuts

IE Lacal machine [Acronis-Storage)

1@ Current activities

e =

Figure 5.1
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2. Inthe Create backup planwindow, in the What to back up section, click the blue
Required link to open the Data to Back Up dialog box. Now, expand the Machines
with agents group to locate and select the machine(s) that you are going to include
with this backup plan. Then click OK. (see Figure 5.2)

i A

A Acronis Backup - Connected to AMS [Acronis-Storage] as Administrator@ACRONIS-STORAGE == &
e Connecty % Actions™ Tools¥ [ Navigationv Options» Help» Ask Acronis 4 B
# (] g P! P
Re
Sign in
Short list Full li
I Select the data to back up
! 4 a Acronis-5
o @ Dash Data to back up: Machines/disks/volumes ¥ (@) Select items directly () Use policy rules for selection E
Bag| [ Machii
2 - 4 [Wg Management Server All Machines
» Bg Virtual
. L w.n Virtual machines .
[ .
= 4 [FIES Machines with agents All machines.
& Micros]
[ 4 [ All Machines |
I Data = @] Name & [Status | Deseription
4 [7] & Acronis-protect |
Dg Vaults b @€ Disk 1 [ Acronis.. OK Acronis-protect
St -~
M b [ Disk 2
[ % Tape n| E
% Licensg I
F Alerts
\%i Report|
|E] Log
Shortcuts
B Local machi
Istorage,
Path: Machines with agents/All Machines I'k

10| Current activities .- | )

e TR

Figure 5.2
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3. Inthe Where to back up section, click the blue Required link to open the Location
dialog box. Ensure that the top radio button labeled Store all machines’ archives in a
single location is selected. Then expand the Centralized group from the left hand window
and select the local vault that you created earlier. Then click OK to continue to the next

step (see Figure 5.3).

=

< Acro -[o] x
@ O comer 9 Acronis @
= Navigation Enter a path to the vault and define a name for the new backup archive Sign in
shorttit EER (@) Store all machines' archives in a single location
! 4 B Acronis Storege T"7 Store each machine's archive in the specified folder on the machine with agent
. @ Dashboard () Store each machine's archive in the machine's Acronis Secure Zane B
Y 0 B8 Machineswithad| i crcove coter B9 Rensme B Delere T
» B Virtual machines T oo i,., Centralized managed vault )
6 oud storage
ja =t 4 % Centralized Stze (.98 TE
& Microsoft Exchan [ — Free space: 0.998 TB
I Datz catalog — 23 Refresh
» B5 Vaults o 2 P = = g =
paa— B FIP servers | Archive name ner ype ocates
5 B, Tape managemefl] | L SFTP servers There are no items to show in this view.
(™ (s [ Storage nodes
#F Alerts
1| Reports
=] Log U
Shortcuts ithout recovering
I/ Local machine [Acronig
‘ i ] v
Path: |Local-Vault
Narne: |[Machine Name] Archive(1) b Add variable ¥
Help oK Cancel N o Concel | Bl
@] Current activities . I H
[me it
Figure 5.3
4. In the Single-pass disk and application backup section, you will either enable or disable

the single-pass backup. A single-pass backup is a disk level backup that contains the metadata
of the VSS-aware applications that are present on the disk. This metadata enables browsing and
recovery of the backed-up application data without recovering the entire disk or volume as well
as restoring the full disk that was backed up. For example, if you plan to backup Microsoft SQL
(MSSQL), you would enable the single-pass backup to give you the ability to restore individual
tables back to a MSSQL server database without having to perform a full disk restore.

Note: An additional Acronis SQL license is required to enable Single-pass backup for MSSQL.
This additional license is included at no additional cost with your Acronis Backup Advanced for
Servers license that are provisioned from the eFolder Web Portal. However, you must login to
the eFolder Web Portal to provision the Acronis SQL license and then add that key to your
eFolder Acronis license server running in the eFolder cloud. See the section of the document
entitled “How to provision Acronis Licenses from the eFolder Web Portal”.

46



. ) . | r
Acronis Solution Guide and Best Practices C-lOICJI(-.’

Important! If you plan to provide granular recovery to an Exchange Information Store, you must
back up that Exchange server with a local backup. Performing granular recovery to an Exchange
Information Store is not supported from Acronis backups that are backed up to the eFolder
Cloud.

5.Next, you will setup the frequency of the backups. To provide your customers with the ability
to restore to multiple recovery points throughout the day, you must setup the Backup
scheme to backup on an /ncrementallbackup schedule. The following recommended
schedule will back up the protected machine: multiple times a day (incremental backups),
once a week (differential backups), and once a month (full backup).

a.Click Backup scheme and select Custom on the drop-down menu.

b.To configure the Full Backup scheme: click the Add Schedule... link to open the Schedule
dialog box. In the Run the task: section on the left, select the Monthly radio button. In the
Schedule section, select the On: radio button. In the First drop down menu (next to the On:
radio button), select which week of the month to perform the monthly (full) backup: the first,
second, third, fourth, or last week. In the ALL drop-down menu (to the right), select which day
of the week you want to run your full backup (see Figure 5.4). For example, select First in the
first drop-down and Sun in the next if you want your monthly backup to run on the first
Sunday of every month. Next, you will set what time you would like your monthly backup to
start. In the During the day execute the task... section, select the Once at: radio button and
set the time you would like this backup to begin (see Figure 5.4). Then click OK to continue.

I Schedule the task to run

~ Run the task: [ Schedule

@ Once Months: ~ All -

ODalIy @DEY; |AH |'|

©) Weskly @on  First ~ [sun =
I (@) Monthly I i i

@ Upon time since last backup i~ During the day execute the task...

@ When logging on @ Once.at %

() When logging off @ Every: 1% Hourls) «| From: 12: 0: 0AM %

@ On startup Until: 11:50:59PM 5

@ On system shutdown ~ Effective...

O On Windows event log event [F From:  5/6/2014

[ Te: 5/6/2014 -

(~ Advanced Settings

Wake-on-LAN: OFF
Distribute start time within the time window: OFF

Change...

If the machine is turned off, run missed tasks at the machine startup

I () Start the task on First Sunday of each month at S:00:00 AM.

@
Figure 5.4
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c. To configure the Incremental backup scheme: click the Add Schedule... link to
open the Schedule dialog box again. In the Run the task: section on the left,
select the Daily radio button. In the Schedule section, ensure that Every: is set
to 1 day(s). Next, in the During the day execute the task... section, select the
Every: radio button. If you would like to backup once an hour, set the adjustable
number to 7and the drop down to Hours. Then select the time you would like
the incremental backups to start in the From: field and the time you would like
them to stop in the Until: field. Leave all other settings at their default values
and click OK to continue (see Figure 5.5).

I Schedule the task to run

 Run the task:  Schedule
() once Every: 1% day(s)
|_ @ Daily
© Weekly i During the day execute the task...
© Monthly @) Onceat 12: 0: 0AM &
(® Upon time since last backup (@) Every: 1% Hourfs) ~ From: 8 0: DAM 3
@ When logging on L
@ When logging off ~ Effective...
() On startup From: 5/6/2014 =
() On system shutdown To  5/6/2014 =
@ On Windows event log event ~ Advanced Settings

Wake-on-LAN: OFF
Distribute start time within the time window: OFF

Change...

[#] I the machine is turned off, run missed tasks at the machine startup

I () Start the task every 1 day(s) at 8:00:00 AM. Repeat every 1 Hour(s) till 5:00:00 PM.

Help -k_
Figure 5.5
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d. To configure the Differential backups: click the Add Schedule... link to open the
Schedule dialog box again. In the Run the task: section on the left, select the
Weekly radio button. In the Schedule section, uncheck all the days except for
the day you would like to run your differential (weekly backup). We suggest that
you set this to the end or start of a week, like Saturday or Sunday. In the During
the day to execute the task... section, select the Once at: radio button and set
the time of day you would like the differential backup to start. Leave all of the
other settings at their default values and click OK to continue (see Figure 5.6).
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Figure 5.6
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e.  To configure the Clean up Archive settings: in the Create backup planwindow click the
drop down menu (see Figure 5.7) and select Using retention rules. The menu options will
change. Select Retention rules... to open the Retention Rules dialog box. To keep a
retention of 60 days, ensure that the Age and size: radio button is selected, check the
checkbox labeled Backups older than:, type 60in the text box, and then adjust the retention

settings to Days(s) if it is not already set to that. Leave all other settings at their default values
and click OK to continue (see Figure 5.8).
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Figure 5.7

I Specify retention rules for backups

Check the backups and the archive for the following:
@ Age and size
Backups older than: &80 : Day(s) =

If all the specified conditions are met:

Delete the oldest backups

@ Show advanced settings

Help

Figure 5.8
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f.  Under the Plan parameters section, in the Plan name: field, enter a plan. For
example, since this is your local backup plan, and you plan to also send data to
the eFolder cloud, you might enter “Local backup plan” (see Figure 5.9).
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Figure 5.9

g. Review your settings. If you are satisfied with them, click OK to close the Create
backup plan wizard.

Creating a Remote Backup plan

When creating a remote backup plan, you need to determine if the size of your initial full
backup is too large to send over the Internet to the eFolder cloud, or if you are you able to
send it directly over the wire. If your full backups are too large to send over the Internet, you
will need to create a managed vault with encryption enabled (seed vault) on a removable
drive or portable NAS device and create a onetime full backup to this vault, then send the
device to an eFolder datacenter via FedEx or UPS.

This section will show you how to create a backup plan that will create a onetime full backup
onto the seed vault and then convert that backup plan to a remote backup plan after the seed
vault has been processed by the datacenter staff. You will also be shown how to set up a
remote backup plan to backup directly to the eFolder cloud without a seed drive.
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How Acronis performs Full Backups to a Managed Vault with Deduplication

It is important for you to understand that backing up data with Acronis to a managed vault with
deduplication enabled is different than other image-based backup solutions. The recommended
remote backup plan that is covered in the sections entitled Remote Backup plan with Seed
Drive and Remote Backup plan — Backing up Directly to the eFolder Acronis Vaultinstructs you
to take a full backup at least once a month. If you have been using other solutions, this may
throw up a red flag for you. However, after reviewing how Acronis performs a full backup to a
managed vault with deduplication enabled, you will see that it is perfectly okay to take a full
backup once a month.

After the initial full backup has been seeded to the eFolder Acronis vault, and Acronis performs a
differential (weekly) or monthly (full) backup, it is always deduplicated at the agent level. This
means that if a new full backup is performed, Acronis compares the data in the cloud with the
data on the drive and only backs up uncommon data. Only non-deduplicated data will be
backed up on the next full backup. For example, your vault in the eFolder Cloud is a multi-
tenant vault. If Customer A’s backups had already backed up a Windows Server 2012, and
Customer B's backups are also backing up a Windows Server 2012 and you are going to seed
that over the internet, the bits of Server 2012 that are the same as Customer A are not backed
up to the eFolder Cloud.

Remote Backup Plan with Seed Drive

Here are the requirements to set up a remote backup plan with a seed drive:

¢ A managed vault with encryption enabled that is located on a removable drive or
portable NAS device. For instructions on setting up a managed vault, see the section of
this document entitled “ Configuring the Management Components.” Note: You can
skip the step that enables deduplication for the seed vault; be sure to name the vault
differently than your local vault (for example, Seed Vault).

e Abackup plan that is configured to backup a onetime full backup and set to manually
start.
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1. Make sure you have created a seed vault on a portable device that you can send to the
eFolder datacenter. For instructions on setting up a managed vault, see the section of
this document entitled “ Configuring the Management Components.” Note: You can skip
the step that enables deduplication for the seed vault; be sure to name the vault
differently than your local vault (see Figure 6.1).

@@' @ Connect~ 9i Actions¥ %Toa\sv E MNavigation= @ Options» E ‘Centralized vault' actions v @ Help» @ Ask Acronis 9ACI'G'ITS '@'

Navigation «

Sign in
Shortfist EleS Centralized vaults

d Acronis-Storage Set up and manage centralized archive storage locations (vaults). Manage archives stored in the vaults,

g Dashboard P L b4 L] Q E Create &% Attach ﬁ ;5 Refresh
4 E Machines with agents

MName Located on | Free space Occupied sp..| To.. Deduplicat..| Datatoin... Archives |Backups =
[ Al machines with agel Localliz it Localfolder 000070 100268 fat Lbug 0 0
» g Virtual machines Seed-Vault Local folder.. 098178 951668  1:1.4 Off N/A 1 1
@ Backup plans and tasks

@3 Microsoft Exchange serves
E Data catalog
a ;4 Vaults
4 g Centralized
E Local-Vault
E Seed-Vault
@ Storage nodes
3 % Tape management
% Licenses
F Alerts
|4 Reports

|5 Log

Shortcuts

l;' Local machine [Acreonis-Storage

|B| Current activities .:

[meRT=INit

Figure 6.1
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2. Using the Acronis console, connect to your locally installed AMS. Click Backup plans

and tasks in the left navigation window, then click New and Backup plan to create a
new backup plan (see Figure 6.2).
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Figure 6.2
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3. Inthe What to back up section of the Create backup planwindow, click the blue
Required link to open the Data to Back Up dialog box. Now, expand the Machines with

agents group to locate and select the machine(s) that you are going to include in this

backup plan. Then click OK (see Figure 6.3).
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4. Inthe Where to back up section, click the blue Required link to open the Location
dialog box. Ensure that the top radio button labeled Store all machines’ archives in a
single location is selected. Then expand the Centralized group from the left window

and select the seed vault you created previously. Then click OK to continue to the next
step (see Figure 6.4).
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Figure 6.4

5. Inthe Single-pass disk and application backup section, decide whether to enable or
disable the single-pass backup (see step 4 in Configuring the Local Backup Plan for
more information).

Important! If you plan to provide granular recovery to an Exchange Information Store,
you must back up that Exchange server with a local backup. Performing granular

recovery to an Exchange Information Store is not supported from Acronis backups that
are backed up to the eFolder Cloud.

6. Click Backup scheme and select Manual Start on the drop-down menu.

In the Plan name: field, name this backup plan something similar to Perform Seed, then
click Save.

8. Inthe Backup plans and tasks window, select the Perform Seed backup job and click
Run/Full backup (‘once later’ scheme) to perform your preload to the seed vault.

~
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9. After the preload is complete, you must detach the seed vault from the storage node. In
the left Navigation window, expand Vaults/Centralized then right mouse click on your
seed vault and click Detach (see Figure 6.5). After you click Detach, a conformation dialog
box appears. Click Yes to detach the seed vault.
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Figure 6.5

10. Next, open a support ticket with the eFolder support team to obtain the data center address
to which the seed drive should be sent (see the section in this document entitled “Technical
Support” under “Additional Resources” for information on how to contact the eFolder support
team). Work with Support to ensure the drive is properly marked and documented, and be sure
to include a return prepaid shipping label.

Important! When you open the support ticket, you must include the encryption password you
used when encrypting your seed vault. Failure to do so will delay the processing of your seed
drive when it reaches the datacenter, as support will have to contact you for the encryption
password.

Important! Before moving on to the next step, you must wait for eFolder’s datacenter staff to
process the preload after the seed drive has been received at the datacenter. When the
preload has been completed, Support will notity you via the support ticket that you opened.
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11. After the seed vault has been loaded into your eFolder Acronis vault in the eFolder
cloud, you must edit the backup plan that was used to perform the preload to the seed
vault and then reconfigure it for remote backup. Connect to your local AMS and click
Backup plans and tasks on the Navigation menu. Then select the Perform Seed

backup plan you created previously and click Edit from the menu to open the Ediit
backup planwindow.

12. In the Where to back up section, click the blue Location... link to open the Location

dialog box. Ensure that the top radio button labeled Store all machines’ archives in a
single location is selected. In the left window, select Storage nodes. In the Path:

field, enter the remote server address you were provided with when your eFolder
Acronis Management Server was assigned to you.

Important! When entering the address, you must keep the “bsp.//” as part of the
address. Also, you must click the GREEN RIGHT ARROW to connect to the remote
storage node. If you click OK it does not complete the connection and your archive will

NOT be sent to the remote storage node (see Figure 6.6).
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13. After clicking the GREEN RIGHT ARROW to connect to your eFolder AMS, the Access
Credentials dialog box appears. Enter the username and password provided to you by
eFolder when your eFolder AMS was assigned to you. After your credentials have been
verified, expand the Storage nodes in the path window on the left. Then expand the

node labeled with your AMS name and click the managed vault that you created
previously. Then click OK to continue (see Figure 6.7).
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Figure 6.7

14. Because these steps are for configuring a backup plan to back up over the Internet to
the eFolder Acronis vault, it is recommended that you configure the incremental
backup to backup to once a day. We also recommended that when you configure the
full or monthly backup set it to an arbitrary day in the month. This will help ensure that
you have optimal performance when uploading more than one customer to your
eFolder Acronis vault. The following steps will lead you through making these changes:

In the How to back up section, change the following settings:

e Backup scheme: change to Custom from the drop down menu.

e Full Backup: Click the blue Add schedule... link and either select the day of
the month or the week number and day you would like to send your full
backup to the eFolder Acronis vault (see Figure 6.8). Then set the time you
would like the full or monthly backup to start by selecting the radio button
labeled Once at: and set the start time. Then click OK to continue.
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Figure 6.8

Incremental backup: Click the blue Add schedule... link and select the radio
button labeled Once at: and change the time to the start time that you want
the once-a-day incremental backup to happen (see Figure 6.9). Then click OK
to continue.
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Figure 6.9

To configure the Differential backups: Click the Add Schedule... link to open
the Schedule dialog box again. In the Run the task: section on the left, select
the Weekly radio button. In the Schedlule section, uncheck all of the days
except the day you would like to run your differential (weekly backup). We

suggest that you set this to the end or start of a week, like Saturday or Sunday.

In the During the day to execute the task... section, select the Once at: radio
button and set the time of day you would like the differential backup to start.
Leave all of the other settings at their default values and click OK to continue.
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Note: To maximize performance of your eFolder Acronis vault, we recommend
that you pick an arbitrary day when sending more than one customer to your
remote vault.

e Clean up archive: We recommend that you change the Retention Rules to keep
a minimum of 60 days” worth of archives in the eFolder Acronis vault. If your
customer requires a longer retention than 60 days, that is okay—just do not set
it for less than 60 days.

® Plan name: Rename this from Perform Seedto something like “ Remote backup
plan" to make it easier to tell the local backup from the remote backup.

® Review your settings. Then click Save to save your changes to the remote backup
plan.
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Remote Backup Plan - Backing up Directly to the eFolder Acronis Vault

If you feel that your customer has a fast enough Intemnet upload speed and the initial size of the
full backups would transfer across the Internet in a timely fashion, then you may want to
consider backing up the Acronis initial full backups directly to the eFolder Acronis vault
without sending a seed drive. To do this, you can either clone your local backup job if you
have one already configured and reconfigure the settings to match those in the section above
(without backing up to the seed vault, of course) or setup a new backup plan if there are no
plans to backup locally.

To setup a remote backup plan, perform the following steps:

a. Using the Acronis console, connect to your locally installed AMS. Click Backup plans
and tasks in the left navigation window, then click New and select Backup plan to
create a new backup plan (see Figure 7.1).
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b. Inthe Create backup planwindow, in the What to back up section, click the blue
Required link to open the Data to Back Up dialog box. Then expand the Machines
with agents group to locate the machine(s) that you are going to include with this
backup plan and click OK to continue (see Figure 7.2).
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c. Inthe Where to back up section, click the blue Location... link to open the Location
dialog box. Ensure that the top radio button labeled Store all machines’ archives in a
single location is selected. In the left window, select Storage node. In the Path: field,
enter in the remote server address you were provided with when your eFolder Acronis
Management Server was assigned to you.

Important! When entering the address, you must keep the “bsp.//” as part of the
address. Also, you must click the GREEN RIGHT ARROW to connect to the remote
storage node. If you click OK it does not complete the connection and your archive will
NOT be sent to the remote storage node (see Figure 7.3).
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Figure 7.3

d. After clicking the GREEN RIGHT ARROW to connect to your eFolder AMS, the Access

Credentials dialog box appears. Enter the username and password provided to you by
eFolder when your eFolder AMS was assigned to you.
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f.

e. After your credentials have been verified, expand the Storage nodes in the window on
the left, expand the node labeled with your AMS name, and click on the managed vault
that you created previously. Then click OK to continue (see Figure 7.4).
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Figure 7.4

In the Single-pass disk and application backup section, decide whether to enable or

disable the single-pass backup (see step 4 in Configuring the Local Backup Plan for

more information).

Important! If you plan to provide granular recovery to an Exchange Information Store,
you must back up that Exchange server with a local backup. Performing granular
recovery to an Exchange Information Store is not supported from Acronis backups that
are backed up to the eFolder Cloud.

Because of your customer’s slower bandwidth in backing up files over the Internet to

the eFolder Acronis vault, we recommend that you change the incremental backup
from hourly backups to once a day. We also recommend that you change the day the
full or monthly backup happens from a standard end or beginning of the month setting
to an arbitrary day in the month. This will help ensure that you have optimal
performance when uploading more than one customer to your eFolder Acronis vault.
The following steps will lead you through making these changes:
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In the How to back up section, change the following settings:
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a. Backup scheme: Change the selection in the drop down menu to Custom.

b. Full Backup: Click the blue Add schedule... link and select the Monthly radio button from the
Run the task: menu. Then choose the day of the month or the week number and day you
would like to send your full backup to the eFolder Acronis vault (see Figure 7.5). Next, set the
time you would like the full or monthly backup to start by selecting the radio button labeled
Once at: and setting the start time. Then click OK to continue.
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Figure 7.5

c. Incremental backup: Click the blue Add schedule... link and select the Daily radio
button from the Run the task menu. Then choose the Once at: radio button and set the time
you would like the once-a-day incremental to run (see Figure 7.6).
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Figure 7.6
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d. Differential backup: In the Run the task: section on the left, select the Weekly
radio button. In the Schedule section, uncheck all of the days except the day you
would like to run your differential (weekly backup). We suggest that you set this
to the end or start of a week, like Saturday or Sunday. In the During the day to
execute the task... section, selectthe Once at: radio button and set the time of
day you would like the differential backup to start. Leave all of the other settings
at their default values and click OK to continue.

Note: To maximize performance of your eFolder Acronis vault, we recommend
that you pick an arbitrary day when sending more than one customer to your
remote vault.

e. Clean up archive: We recommend that you change the Retention Rules to keep a
minimum of 60 days’ worth of archives in the eFolder Acronis vault. If your
customer requires a longer retention than 60 days, that is okay—just do not set it
for less than 60 days. Click the drop down menu and select Using retention
rules. The menu options will change. Next, select Retention rules... to open the
Retention Rules dialog box. To keep a retention of 60 days, ensure that the Age
and size: radio button is selected and then check the checkbox labeled Backups
older than: and type 60 in the text box. Then adjust the retention settings to
Days(s) if it is not already selected. Leave all other settings at their default values
and click OK to continue (see Figure 7.7).
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Delete the oldest backups

@ Show advanced settings

Figure 7.7

f.  Plan name: Name your backup plan to resemble something like “ Remote
backup plan” to make it easier to tell the local backup from the remote backup
if you happen to be backing up locally as well.

g. Review your settings. Then click Save to save your changes to the remote backup
plan.
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Additional Resources

Self Help

Acronis Backup Advance online help:

http://www.acronis.com/en-us/support/documentation/AcronisBackup 11.5/#14080.html

Acronis Knowledge Base: https://kb.acronis.com/

eFolder Knowledge Base:

https://secure.efoldering.com/support/index.php?/efolder/Knowledgebase/List/Index/

For training videos and documentation, login to the eFolder Web Portal with your partner account.
Then mouse over the Support menu item and click Partner Center. On the Partner Centerpage, click

the Learning Center link.

Acronis Backup Advanced download:

https://secure.efoldering.com/support/index.php?/efolder/Knowledgebase/Article/View/278/67 /acroni

s-for-efolder-download

Deprovisioning Acronis Agents and Licenses:

https://secure.efoldering.com/support/index.php?/efolder/Knowledgebase/Arti

cle/View/367/59/deprovisioning-acronis-licenses

Technical Support

eFolder Support Center:

https://secure.efoldering.com/support/index.php?/efolder/Tickets/Submit

Contact eFolder Acronis support via email and phone:

Email: acronissupport@efolder.net

When you email Support, a medium-level support ticket will be opened.

Phone: 800-352-0248, option 2, then option 1

GlcOICa'G!’

The People Behind Your Cloud
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