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INTRODUCTION

Thank you for choosing the eFolder Cloud for Veeam. Using the eFolder Cloud for Veeam,
you can replicate Veeam V8.0 data to the eFolder enterprise storage cloud, effortlessly
scaling from terabytes to petabytes. In addition to providing turn-key Veeam replication,
you also have access to the eFolder Continuity Cloud that provides fast off-site
virtualization of your replicated servers and networks.

This guide describes how to deploy and configure the Veeam Cloud Connect
infrastructure and use cloud repositories to store data with eFolder using Veeam Backup
& Replication software. The guide is divided into three sections:

1) Setup eFolder,
2) Connect to eFolder, and
3) Preload Data to eFolder.

In Section 1, you will enter your credentials in the Veeam console using an RD Web Access
gateway. After creating a user account for each client’s backup server, identifying
resources, and configuring infrastructure settings, proceed to Section 2 for connecting
eFolder as a service provider.

To complete Section 2, you will need specific information sent from eFolder. If you plan
to preload dataq,

Section 3 provides details for preparing and sending data. After eFolder preloads your
seed data, you will be notified to complete the remaining steps for accessing and
synchronizing your backup copy job. Work through each section in the order they are
presented.

Customer Support

At eFolder, we value feedback from our customers. Not only do we want to help you
quickly resolve your technical issues, but we value your input and build products that
incorporate your suggestions. To contact eFolder Technical Support, call 678-373-0109/1-
800-352-0248 or submit questions to VeeamSuppori@eFolder.net.

Copyright © 2016 eFolder Inc. All rights reserved.
All rights reserved. All frademarks are the property of their respective owners.
eFolder and the eFolder logo are frademarks of eFolder Inc. Veeam and the Veeam logo are trademarks of
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the Veeam Software. eFOLDER MAKES NO WARRANTIES, EXPRESSED OR IMPLIED, IN THIS DOCUMENT.
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SECTION 1: SETUP eFOLDER

In this section, you will configure the eFolder Cloud as a replication target for a Veeam
source machine by creating a user account for each client on the Veeam target server
and adding the Veeam target server as a service provider on the source Veeam server.

1. To access the console of your Veeam target, use a Windows web browser to
access the gateway located at the datacenter where your data resides:

Salt Lake City, UT
https://appgw.efscloud.net
Atlanta, GA
https://appgw.atl.efscloud.net
Kelowna, Canada
https://appgw.ylw.efscloud.net
Amsterdam, Netherlands
https://appgw.ams.efscloud.net

E*/ Work Resources
>

8 RemoteApp and Desktop Connaction

Domainuser nam: |

Password: I

Security (show explanation)

@ This is a public or sharsd computer
O This is a private computer
Password Reset Utility

To protect against unauthorized access, your RD Web
Access session will automatically time out after 2 period
of inactivity. If your session ends, refresh your browser
and sign in 2gain.

B8 Windows Server 2012 R2
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2. Then, type the credentials
you received from eFolder. @if Work Resources

%! RemoteApp and Desktop Connaction

Domain'user name: I
Password: I

Security (show explanation)
@ This is a public or shared computer

O This is a private computer
Password Reset Utility

To protect against unauthorized access, your RD Web
Access session will automatically time out after 2 period
of inactivity. If your session ends, refresh your browser
and sign in again.

B8 Windows Server 2012 R2

3. The first fime you login, you
will receive the message, :
“Your password is expired. w Work Resources
Click here to change it.” v R RN R

Click the link to change your

password.
Domain\user name: IAD\uaining *
-

Your password is expired. Click here to change it,

Security

Waming: By logging in to this web page, you confirm
that this computer complies with your organzation’s
security policy.

f *;l n

To protect against unauthorized access, your RD Web
Access session will automatically time out after a period
of inactivity. if your session ends, refresh your browser
and sign in again.

S8 Windows Server 2012 R2
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4. Type your login information,
including your new
password, confirm your new
password, and click Submit.

5. After you signin to the RD
Web Access gateway, click
the console you want to
access.

& Work Resources

‘2% RemoteApp and Desktop Connection

Domain\user name: I *
Current password: *
New password: [ @

Confum new password: [——(3

B8 Windows Server 2012 R2

! Work Resources

) '?ﬁfl Remotefpp and Desktop Connection

RemoteApp and Desktops

Current folder: /

H| @

Yesam?d Yesam?d
Console vaphere
Client

eFolder BDR for Veeam Cloud Connection Guide v2.0
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6. Click OK. Opening cpub-VeeamBackupShell-Veeam1-CmsRdsh.rdp

183

You have chosen to open:

% cpub-VeeamBackupShell-Veeam1-CmsRdsh.rdp
which is: Remote Desktop Connection
from: https://appgw.efscloud.net

What should Firefox do with this file?

© Openwith | Remote Desktop Connection (default) v

() SaveFile

[”] Do this automatically for files like this from now on.

7. Click Connect to continue. il

.\ ’,: Do you trust the publisher of this RemoteApp program?

l This RemoteApp program could hamn your local or remote computer. Make sure that you trust the
publisher before you connect to run this program.

% Publisher: apoow efscloud net
- Type: RemoteApp program
Path: VeeamBackup Shell
Name: Veeam1 Console
Remote computer: EFS-RDGW-1.AD.EFSCLOUD NET
Gateway server: appgw efscloud net

" Dont ask me again for remote connections from this publisher

eFolder BDR for Veeam Cloud Connection Guide v2.0 Last Published 4/15/2016 Page 8 of 38
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8. Type the same credentials
you used to sign in previously

nter rcr ntial
to the RD Web Access Enter your credentials

i Type your user name and password to connect to
Gateway with your new EFS-RDGW-1.ad.efscloud.net

password, then click OK.

training

[Password

' | Use another account
\

I OK I Cancel
9. Verify fhat the “Use Windows | I

session authentication” box is
checked and then click E Veeam®

Connect. Backup & Replication” 9.0

Type in a backup server name or [P address, backup service port number,
and user credentials to connect with.

localhost Q392

AD\testpartner

Fassword

| Use Windows session authentication

Save shortcut Connect Close

eFolder BDR for Veeam Cloud Connection Guide v2.0 Last Published 4/15/2016 Page 9 of 38
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10. You will then be connected to the Cloud Veeam Server console.

Select the Cloud Connect Infrastructure tab on the left.

CLOUD CONMNECT TOOLS VEEAM BACKUP AND REPLICATION

HOME CLOUD CONNECT

T EES Q9

Add  Add Hardware Add Cloud Manage Manage Manage

Tenant Plan Gateway Certificates VLAMs PublicIPs
Manage Infrastructure Manage Metworking
CLOUD CONMECT

@ MANAGE CERTIFICATES
First step of becoming a Veeam Cloud Connect service provider is to specify an SSL certificate for
secure communication with your dients. You can use an existing certificate 1ssued by a trusted authority,
or generate a new self-signed certificate.

4 () Cloud Connect
[ Eq Cloud Gateways
ﬁa Tenants
%ﬁ Backup Storage
3 EE[ Replica Resources
| Last 24 hours
D@ History

% ADD CLOUD GATEWAY

B After you specify an SSL certificate, create at least one Cloud Gateway. This component encapsulates
network traffic between customer and service provider Veeam components to a single port. Create
multiple Cloud Gateways for high availability and load balancing.

JAdk ADD TENANT
Mld  After you set up a Cloud Gateway, you can create tenant accounts and assign one or more cloud
repository quotas to each.

=S BACKUP & REPLICATION
(2 BACKUP INFRASTRUCTURE

=

L) VIRTUAL MACHINES

(&L, TAPE INFRASTRUCTURE

@ CLOUD COMMNECT

B’j FILES

La 2

CONMNECTED TO: LOCALHOST SUPPORT: 173 DAYS REMAINING |\VEEQM
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HOME TENANT

aF &, &FQ x
Al AL Al
Add Edit Disable Delete | Report
Tenant Tenant Tenant

Manage Tenants Details
CLOUD CONNECT Q Type in an object name to search for
4 (% Cloud Connect NAME 4 BAC.. REP.. DESCRIFTION LAST ACTL.. LAST RES.. EXPIRATI.

& 4 Cloud Gateways

i Tenants
=4 Backup Storage

& E7 Replica Resources
| Last 24 hours
D@ History

Eg BACKUP & REPLICATION
@E'g BACKUP INFRASTRUCTURE
VIRTUAL MACHINES

"’E TAPE INFRASTRUCTURE

%), cLoun connecT

[0 Fues

0 TENANTS CONNECTED TO: LOCALHOST SUPPORT: 173 DAYS REMAINING VEEAM

12. Click Add Tenant on the menu bar then enter the Username and Password.

Please ensure to check the box next to “Backup storage” then click Next.

ACKUP AND REPLICATION

o |B, £@ x
[
Add Edit Disable Delete | Report
Tenant [Tenant Tenant
Manage Tenants Details
CLOUD CONNECT Q Tenant
Specify tenant name, password, assigned resource types and optional contract expiration date
4 () Cloud Connect NAME 4 RATI...
> B Cloud Gatevaya Usemame: [Tenant1 |
s Tenants
4 Backup Storage Bandwidth Password, [sessesee |
b E.El Replics R Generate new
eplica Resources Backup Resources
o -
|z6: Last 24 hours Description: Created by AD\estpartner at 2/3/2016 12:41 PM|
[%r History Summary
Assigned resources
[w] Backup storage (cloud backup repository)
[] Replication resources (cloud host)
m= BACKUP & REPLICATION
- Automatic expiration
@E‘g BACKUP INFRASTRUCTURE [ Contract gires:  Never PR
VIRTUAL MACHINES
(&) TAPE INFRASTRUCTURE
<Previous | [ Net> || Fnish | [ Cancel
@ CLOUD CONNECT
[ Fies
U 2
0 TENANTS CONNECTED TO: LOCALHOST ~ SUPPORT: 173 DAYSREMAINING  (VEEAIM
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13. Please leave this box
unchecked (there is no need
to limit the bandwidth usage
on the target side); click
Next.

(\ I Bandwidth
A— Specify maximum allowed bandwidth consumption by this tenant, or leave it unlimited

[ Limit available network bandwidth to MB/s |

Limits incoming network traffic from this tenant.

Tenant

Backup Resources

Summary

« Previous |I| Mext > |I| Firish || Cancel
e——

14. For each new customer,

type their Username, N e e, st wposresase o s cpons corct epion .
Password, and a brief s

Description in the respective Usemams: [Terart 1

fields. Click Next. Berded Pasmord; [vesesees

Backup Resources

Descaiption: [Created by AD\testpariner at 2/3/2016 12:41 PM|
Summary

Assigned resources
[#] Backup storage (cloud backup repostory)
["] Repication resources (cloud host)

Automatic expiration
] Contract expires:  Mever

eFolder BDR for Veeam Cloud Connection Guide v2.0 Last Published 4/15/2016 Page 12 of 38



bdr

for Veeam

15. Click Add on the Backup

C[\+ Backup Resources
Resources poge. (aE Add one or more cloud repositories for this tenant to use
Tenant Cloud repositories:
e Repository Friendly name Quota Free WAN I Add... I
Edit
Summary
< Previous. m Next m Finish ‘ ‘ Cancel
e

16. Type a Cloud repository

name in the Cloud repository Cloud reoosi
. L[] QSILOnY Name:

name field. e

Cloud repository 1

apecty a tnendly repository name that will be shown to the user.

Backup repository:
| Default Backup Repository (Created by Veeam Backup)

17. Select your Backup =
repository from the drop- = 999.8GBfres of 1000.0 GB
down list.

Iser guota:

[] Enable WAN acceleration through the following WAN accelerstor:

18. Select the User quota size in
the User quofta field, then
click OK.

eFolder BDR for Veeam Cloud Connection Guide v2.0 Last Published 4/15/2016 Page 13 of 38
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19. With the new cloud repository listed in the New Tenant window, click Next to
continue.

C/’_\ Backup Resources
(am

Add one or more cloud repositories for this tenant to use.

Cloud repositories:
Repositony Friendly name Quota Free WAN
Default Backup Re... Cloud repository 1 100GE 9558G... Mot set

Remaowe

Summary

| Finish | | Cancel

20. After verifying that your cloud information is correct in the Summary box, click
Finish.

This concludes the setup process. Continue with Section 2 to add eFolder as a
service provider.

eFolder BDR for Veeam Cloud Connection Guide v2.0 Last Published 4/15/2016 Page 14 of 38
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C/’R Summary

Review and copy tenant settings, and click Finish to exit the wizard.

Tenant Summary:

Tenant: Tenant 1

Description: Created by ADestpartner at 2/3/2016 12:41 PM.
Expiration: MNewer

Bandwidth

Backup Resources
Awailable backup storage resources:

Cloud repository: Default Backup Repository, Friendly name: Cloud repository 1, Quota: 10.0 GB,
WAN acceleration: Not used

Copy password to clipboard

< Previous | MNext = i | Cancel

SECTION 2: CONNECT TO eFOLDER

To use your new eFolder Cloud Repository, you must add eFolder as a service provider

on the Veeam backup server. First, verify that you have documented the following
information:

e The user name and password for your customer’s user account
that you created on the eFolder Cloud Repository.

e The DNS name of the cloud gateway that is being used o
communicate with the Veeam cloud connect infrastructure.

For example: eFolder.aa.sc.efscloud.net

To add eFolder as a service provider:

1. Click the Backup Infrastructure tab on the left and select the Service
Providers option, then click Add Service Provider.

eFolder BDR for Veeam Cloud Connection Guide v2.0 Last Published 4/15/2016 Page 15 of 38
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VEEAM BACKUP AND REPLICATION

at | @ x E

i
Add Service|Edit Service Remove Service  Manage Default
Provider Provider Provider Gateways
Manage Service Providers
BACKUP INFRASTRUCTURE
C-Ie ADD SERVICE PROVIDER

B Backup Proxies Enter the information your service provider gave you to connect to your cloud resources.

% Backup Repositories

£31 Scale-out Repositories @ FIND SERVICE PROVIDER

£n WAN Accelerators Search a directory of service providers that offer cloud repositories and cloud hosts for off-site backup

I {71 Service providers I and disaster recovery.
[ & SureBackup
3 @ Managed servers

EE BACKUP 8¢ REPLICATICN
=

{22 BACKUP INFRASTRUCTURE

VIRTUAL MACHINES
(L) TAPE INFRASTRUCTURE

@ CLOUD CONNECT

Eﬁ FILES

0 SERVICE PROVIDERS COMNMNECTED TO: LOCALHOST SUPPORT: 173 DAYS REMAINING (VEEAM

eFolder BDR for Veeam Cloud Connection Guide v2.0 Last Published 4/15/2016 Page 16 of 38
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2. Type the DNS name in the
DNS Name field that was sent (o Service Provider

Type in DNS name or IP address and a port number received from the service provider. if you are using more than one service

to you for your cloud server, ( Browida, 2 3 o descpion to o casfy e ash between fom
such as DNS niame or IP address
eFolder.aa.sc.efscloud.net, Credentzs ‘::Z::“-*dwd"a‘

fhen Type a descripﬁon in the o Created by AD'testpartner at 2/3/2016 12:50 PM
Description field, such as Summary

eFolder.

3. Verify that the Port field is set
to 6180. This will be used to

C O m m U nic O ‘I’e WH‘h Th e [] Allow this Vieeam Backup & Replication installation to be managed by the service provider
Select this check box f you have managed backup contract with the service provider
e Fol d er C I O U d g G ‘I'eWGy you are adding, and want to allow it to manage your installation remotefy.

<Previus || Net> ||| Fnsh | [ Cancel

4. Click Next.

Note: SSL certificate verification is required by eFolder. For the credentials, you will need
to verify the SSL cerfificate settings and type the user account that connects to the
cloudrepository.

5. Copy the thumbprint you received from eFolder into the Thumbyprint for certificate
verification field. Click Verify to confirm that the thumbprint matches your SSL
certificate.

/_+ Credentials
Specily credentialz that you have received from the service provider, and validate the cerificate.

Service Provider Service provider veeam2.aa sc.efscloud net uses untrusted or self-signed
certfficate.

Cedfficate: CN=\esam Scoftware, O=Vesam Software, OU=Vesam Softwars

Thumbprint for certificate verfication:
5c563cab-i-BEZGEBdBeaEdecaﬁBa?FBEbBecﬂeDI Verify

r? Select credentials issued to you by the service provider

» Credentials: v| Add...

Manage accounts

| | Fimish | | Cancel

eFolder BDR for Veeam Cloud Connection Guide v2.0 Last Published 4/15/2016 Page 17 of 38
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6. If you have already added
the user account that you
created on the cloud server,
select the account from the
Credentials drop-down list;
otherwise, click Add.

7. Type in your credentials and
then click OK.

_+ Credentials
C ) Specify credentials that you have received from the service provider, and validate the cerificate

Service Provider l% This certflicate has been validated.
Verfied by: CN=Veeam Software, O=Veeam Software, OU=Veeam Software
Apply

Summary

’?‘ Select credentials issued to you by the service provider
?ﬁ Credentials: |

y |

Manage accounts

| P |
< Previous m Neadt = ‘I' Finish H Cancel

Usemame:; |Tenar|t1

Pazzword: |o-.o.o.o.o|

Description:
Tenant1

8. Verify the new credentials are selected in the drop-down list and then click Next.

/_+ Credentials

i ) Specify credentials that you have received from the service provider, and validate the certficate.

Service Provider

Apply

Summary

l% This certificate has been validated.

Verfied by: CM=Veeam Software, O=\eeam Scftware, OU=\eeam Software

r Select credentials issued to you by the service provider
?§ Credentials: |?§, Tenant1 (Tenantl, |ast edited: less than a day ago)  w |

Manage accounts

———
| < Previous |I| Next > |I| Finish
| S—

| [ cancdl

eFolder BDR for Veeam Cloud Connection Guide v2.0
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9. The list of Available cloud repositories is now displayed. Please wait for the processing
to complete, then click Next.

+ Resources
i :l The following are cloud backup repositories your service provider has assigned to you.

Service Provider Avzilable cloud repositories:
Repository Capacity WAN Acceleration
Cloud repository 1 10.0GB Digabled

Credentials

| Finizh | | Cancel

eFolder BDR for Veeam Cloud Connection Guide v2.0 Last Published 4/15/2016 Page 19 of 38
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10. Click Next to apply the changes.

/_+ Apply
C :I Flease wait while settings are being saved to the corfiguration database.

Service Provider Log:

) Message

Credentizls 0 Saving service provider

0 Saving cloud resources

Q Saving network extension appliances
Q' Updating remate management setting

Resources

Summary

| < Previous | Firiish || Cancel |

11. Review the summary information to ensure that eFolder has been added as a service
provider and is properly configured, then click Finish.

/__+ Summary
C ) Review the results, and click Finish to exit the wizard.

Service Provider Summary:

Mew service provider veeam2 aa sc.efscloud.net has been added succesfully.
Credentials Available cloud resources:

Cloud repositories:

Cloud repository: Cloud repository 1, Quota: 10.0 GB, WAN Acceleration: Disabled

Resources

Apply

< Previous Mext > i | Cancel

eFolder BDR for Veeam Cloud Connection Guide v2.0 Last Published 4/15/2016 Page 20 of 38
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SECTION 3: PRELOAD BACKUP DATA TO eFOLDER

If you have a large amount of backup data in your Veeam backup infrastructure that
you want to back up to eFolder’s cloud, you may want to request a “preload” or “seed.”
To determine if you should preload your data, please refer to this Knowledgebase
article. This will help you estimate the time required for sending the initial replication job
data via the Internet. Usually, we recommend sending a preload when backing up more
than 50GB of data with a standard Internet connection.

If you determine that you do require a preload (seed) drive, eFolder offers a preloading
service, which includes everything required for you to properly preload (seed) your
account. Click on How To Request a Preload (Seed Drive) for instructions.

Federal Health Insurance Portability and Accountability Act (HIPAA)

In compliance with the updated 2013 Federal Health Insurance Portability and
Accountability Act (HIPAA) regulations, eFolder is implementing additional steps to
mitigate the risk of violating this law for our partners and ourselves as follows:

o Before preload drives leave the eFolder facility, they will be wiped of their
data to avoid the risk of a data breach in transit, regardless of whether we
have cause to believe the drive was encrypted or contained PHI (Protected
Health Information).

o If we receive a drive that is defective, or cannot successfully complete a
wipe for any reason, it will not be returned and will be physically destroyed. If
you want to receive back your own or your customer's disk, you must send us
reliable disk media that has been shipped with adequate packaging
materials to protect it during transport.

e You are responsible for ensuring that the disk media contains ONLY fully-
encrypted data created by the sofftware and tools supported by
eFolder. Disk media that may have at some point contained unencrypted
PHI must be erased using an approved method before being sent to
eFolder. This is for your protection and ours.

After you receive the preload (seed) drive from eFolder, you will copy this backup data
to an external hard drive.

eFolder BDR for Veeam Cloud Connection Guide v2.0 Last Published 4/15/2016 Page 21 of 38
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Copy Veeam Backup Data to an External Hard Drive

The following instructions describe how to preload your Veeam backup data to an
external hard drive.

1. Click the Backup Infrastructure tab and select the Backup Repositories option.
2. Select your backup copy job in the list, then click Add Repository on the menu

REPOSITORY TOOLS VEEAM BACKUP AND REPLICATION
= HOME BACKUP REPOSITORY

S5 X '€ 5

= el = E"_*

Add Edit Remove Rescan  Upgrade

i Repository Repository | Repository
Manage Repository Tools

BACKUP INFRASTRUCTURE Q) Type in an object name to seorch for

Backup Proxies ~| NAMEL TYPE HOST PATH CAPACITY FREE
I é Backup Repositories I H I§: Default Backup Repasitory I Windows LabSvr3 X\Backup 26T8 2578
51 Scale-out Repositories
& WAN Accelerators
{7 Servics providers
4 & SureBackup

EE BACKUP & REPLICATION

(30 BACKUP INFRASTRUCTURE

VIRTUAL MACHINES
TAPE INFRASTRUCTURE

[ Fues
[y HisToRy

1REPOSITORY CONNECTED TO: LOCALHOST NFR: 116 DAYS REMAINING VEEAM

3. Type a name and a description of the repository in their respective fields, then click
Next.
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< Name
= Type in a name and description far thiz backup repozsitany.

]
]
e T Nae:
| Seed Repo
Tope
Description:
Server |
R eposzitam

Maunt Server
Review

Apply

< Previous | | Mewst > | | Finizh | | Cancel

4. Select Microsoft Windows server on the type of backup repository and click Next.

Type
Chooze type of backup repositony you want to create.

I@ Microsoft Windows server I

Micrazoft Windows server with intermal or directly attached storage. Data mover process running
directly on the server allows for improved backup efficiency, especially over slow links.

Server .
) Linux server

Lirwe zerver with internal, directly attached. or mounted MFS storage. Data mover process iunhing

Fepositany : 1= ! A
directly on the server allows for more efficient backups, especially over glow links.

Mount Server
) Shared folder

Review CIFS [SMEB] share. When backing up over slow links, we recommend that pou specify a gateway
zerverl located in the same site with the shared folder.

Apply

) Deduplicating storage appliance
Advanced integration with EMC Diata Domain, ExaGnid and HP StoreDnce. For basic integration,
uze the Shared folder option abowve.

< Previous ||| Mext > ||| Finizh || Canicel

5. Click Next to continue on the Server screen.
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Server
Choose server backing your repository. You can select server from the list of managed servers added to the console.

Repository server:
| LabSwvr3 (Backup server) v || AddNew.. |
Path - Capacity Free | Populate I

[P J[Chet> ][ 7o | [Ccmnea ]

6. Click Browse and select the external drive Data (X:) from the browser list.
7. Then, select the target path folder Preload or create a new folder.

8. Click OK, then click Next on the Repository page.
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New Backup Repository [ x|

= Repository
:C 5 Type in path to the folder where backup files should be stored. and set repository load control options.

=
Name Location
. Path to folder:
ype
Server
Mount Server ce overall peformance,
. Folders: ith the following settings:
Review
4 [FLabSvr3
Apply b =2 Local Disk (C:)

b 2 CD-ROM (D))
b 2 CD-ROM (E)
[==w]
> (i3} SRECYCLE.BIN
[ AASettings
(i Appliance
\jﬂ Arcserve
[ Backup nsh | | Cancel l
(5 Backups
[+ Downloads
(i) LocalBackupRepository
b (g Program Files
b [E3 System Volume Information
b [E VBRCatalog
> [@F VMs
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9. Click Populate to view the capacity and free space for the selected path.

10. Accept the defaults and click Next.

C+ Repository
% Type in path to the folder where backup files should be stored. and set repository load control options.
=

Name Location
Path to folder:

e [X:\Preload

Server == Capacty: 26TB
"=  Freespacs: 25TB

Load control

Running too many concument tasks against the same repository may reduce overall peformance,
and cause /0 operations to timeout. Control storage device saturation with the following settings:
Limit maximum concurent tasksto: |4 .

v

[T] Limi read and write data rates to: 2| MB/s

2

Click Advanced to customize reposiory settings

Previous Next > I

11. Continue clicking Next until the Finish button is no longer grayed out, then click
Finish.

C+ Apply
c[ 4 Please wait while backup reposttory is created and saved in configuration, This may take a few minutes..,
=
Name Message Duration
) Starting infrastructure item creation job 0:00:01
Type ) Discovering installed packages
rer () Registering client LABSVR3 for package Transport
() Registering client LABSVR3 for package vPower NFS
Repostory ) Registering client LABSVR3 for package Mount Server
) Discovering installed packages
Mount Server @) Al required packages have been s sfully installed
. () Detecting server corfiguration
Review ) Reconfiguring vPower NFS service
_ () Creating configuration database ds for installed packag
() Creating database records for repository
() Backup reposzory has been added successfully
' Pravious ] | e > | Finish I Can '
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12. 1f you receive a popup asking to change the configuration backup location,
select No.

@ Change the configuration backup location to the newly created reposttory?

e =

Nofe: A backup copy job is required for the seed process. Please complete the
following steps to create a backup copy job.

13. Select Backup & Replication on the left, then click the Jobs option.
14. Select Backup Copy on the menu bar to create a backup copy job.

VEEAM BACKUP AND REPLICATION - 0 X
Sv HOME VIEW 74

v 3 [& 22 &
= = | v EL] = (= =]
Backup Replication |Backup| VM  File  Restore Import Failover

Job Job Copy |Copy Copy Backup Plan
Primary Jobs Auxiliary Jobs Restore Failover Plans.

BACKUP & REPLICATION Q Type in an object name to search for

NAME ¢ TYPE OBJECTS STATUS LASTRESULT  NEXTRUN TARGET
@ Demo Backup Hyper-V Back.. 1 Stopped Success 4/8/201610:000...  Default Backup Repository

4 [ Last24 hours
@&m

== BACKUP & REPLICATION

(3 BACKUP INFRASTRUCTURE
FN’M] VIRTUAL MACHINES
TAPE INFRASTRUCTURE

@ FILES

E“@ HISTORY

<[ ‘ . T m ) B | >
1J0B CONNECTED TO: LOCALHOST NFR: 116 DAYS REMAINING VEEAM
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15. Type a name for the job in the Name field.

16. Select the frequency, day, and time schedule in their respective fields for the
backup job, then click Next.

AN ey

data. Type in 2 name and description for the job, and specify backup copy interval.

Virtual Machines
Target

Data Transfer
Schedule

Summary

copy job efficiently creates local and remote copies of your backups, making it easy to maintain multiple copies of your

T [

| eFolder Offsite|

Description:
Created by LABSVR3\Administrator at 4/8/2016 6:15 PM.

Covever
AR v] statngat [1200AM 2]
Controls how often backup copies are created. Backup Copy job creates a new backup file for each

copy interval, and stads copying the most recent restore point of each processed VM into this backup
file immediately, or as soon as the new restore point appears in the source backup reposttory.

Previous | | Frnish \l Cancel

17. Click Add and select From Backups... on the drop-down list.

Virtual Machines

Add virtual machines to the job. Consider using containers (such as backup jobs, or infrastructure folders) for dynamic selection
scope. No matter how you choose to select VMs, the job will always get VM data from the existing backups files.

Target

Data Transfer
Schedule

Summary

Objects to process:
Name

From infrastructure...

From jobs...

[ 4+ Up

Recalculate i

Total size:
0.0 KB
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18. Select the backup you want Solect il machine:
to preload and click Add.

name Last restore point VM court Restore points count
o Demo Backup | 4/7/2N610:00:25PM 1

|D = Type in an object name to search for Q|

19. After reading the encryption

notice, click OK to continue. ) ] ) )
Source backup job has encryption enabled. Consider enabling

encryption for Backup Copy job as well.
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20. Select the repository that you created on your external disk in the Backup
repository drop-down list.

Then, choose the number of restore points you want to keep offsite in the eFolder
Cloud. The recommended maximum retention rate for off-site data is 60 days.

To change the settings, select the checkbox for Keep the following restore points
for archival purposes, change the settings, then click Advanced.

Target

| Specdy the target backup repository. amount of most recent restore points to keep. and retention policy for full backups. You
can use map backup functionality to seed the backup files.

Backup repository:
Seed R ated by LABSVR3\Administrator at 4/8/2016 6:06 PM.
Virtual Machines [Seed Repo (reated by = 2

= 25TBfreeof 26 TB
Restore ponts to keep: |7 33

Data Transfer

Sch ["] Keep the following restore paints for archival purposes

Wealdy harlean A S >0
Week Y Lr_—n_ku,: o U .’Ja‘,‘ £L0

Summary
Monthiy backup Fest Sundsay of the month
Quartedy backup wst Sunday of the quarter

Yeady backup Finst Sunday of the year

[] Read the entire restore point from source backup instead of synthesizing it from mcrements

Advanced settings include health check and compact schedule, notfications ot e
settings, and automated post{ob activity options. =5

| <Previous | | Net> Fish | [ Cancel
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21.0n the Advanced Settings

page, click the Storage tab. [t [Secage] [ Nethostions | Sorpts |
22. Check the Enable backup Data reduction
file encryption checkbox [V Enable iniine data deduplication (recommended)

Compression level:
IMo recommended)
Use this option to keep the existing compression level.

and select the encryption
password that matches the
local backup job in the
Password drop-down list.

Encryption
[} Enable backup file encryption

23. Click OK to close the

Advanced Settings window, |Created by LABSVR3\Administrator at 4/1/2015 v || [ Add...
then click Next on the Target 1 Loss protection disa

page.

\ l ( Data Transfer
) Choose how VM data should be transfered from source to target backup repository.

sob
. VM data will be sent directly from source to target repostory. This mode is recommended for
Virtual Machines copying backups on-site, and off-site over a fast connection.
Target ) Through built-in WAN accelerators
_ VM data will be sent to target repository through WAN accelerators that must be deployed in both

source and target sites. This mode provides for significant bandwidth savings.

Schedule Source WAN accelerator: |
\

Summary Target WAN accelerator:

‘ \.'|

m@ Firish 'LE"_“'_J
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25. Enter your Backup Copy Job schedule and click Create.

Schedule

Specify when this job is allowed to transfer data over the network. Backup copy jobs run continuously, stating data transfers
according to copy interval and/or as the new VM restore points appear.

This job can transfer data;
@® Any time (continuously)

) During the following time parods only:
O
12-2-4-6-8-10-12

[ {
+4+6+8:10-12
A L

LLLLLL
scey [l junnnnoom
ARRRRRRNRRRRRRNENE

monday |l

“Wednesd-ay ‘I

26. Review the Summary page to ensure that the correct options have been
selected, then click Finish.

_:q,_ Summary

Review the settings, and click Finish to save and exit the wizard.

Job Summary:
|Name: eFolder Offste
Vitual Machines Target Path: X:\Preload
Type: Hyper-V Backup Copy
Target Source items:
PFsenseTest
Data Transfer
Schedule

[V Enable the job when | click Finish

< Pravious Next >
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27.The backup copy job should now begin. If it does not start, select your backup
copy job name from the list and click Sync Now on the menu bar.

VEEAM BACKUP AND REPLICATION

BACKUP COPY
5|6 g X
@ =il Llh 4 @
Sync |Active  Statistics Report  Edit Disable Clone Delete
Now | Full
Job Control Details Edit
BACKUP & REPLICATION Q Type in an object name to search for
7 NAME 4 TVPE OBJECTS STATUS LASTRESULT ~ NEXTRUN TARGET
42 Backup 16+ Demo Backup Hyper-V Back... 1 Stopped Success 4/8/201610:000...  Default Backup Repository
42 Backup Copy 46} eFolder Offsite Hyper-V Back... 1 Idle <Continuous> Seed Repo.
4 [ Backups
=%, Disk
14 Disk (copy)
4 [ Last24 hours
[ Success
<] m | >
Job progress: 9% 10of 1VMs
-
SUMMARY DATA STATUS THROUGHPUT (LAST 5 MIN)
EE BACKUP & REPLICATION Duration: 0:00:43 Processed: 261.0 MB (99%) Success: 10
5 Processing rate: 26 MB/s Read: 2610 MB Warnings: 0
(fgg BACKUP INFRASTRUCTURE
Bottleneck: Source Transferred: 109.1MBR4x)  Errors: 0
¥ VIRTUAL MACHINES
TAPE INFRASTRUCTURE NAME STATUS ACTION 4 DURATION |
- sk i
[ Fes M {Rreariiten | (@) Suceess © Backup file will be encrypted L
© VM size: 452.0 MB
[Lf@ HISTORY ) Changed block tracking is enabled &
@ Processing PFsenseTest
o (¥) Waiting for new restore points i v
1JOB SELECTED CONNECTED TO: LOCALHOST ~ NFR: 116 DAYSREMAINING  (VEEAM

28. After the backup copy job completes, select your backup copy job hame on
the list and click Disable on the menu bar. This completes the backup of the
seed data to your external drive.

VEEAM BACKUP AND REPLICATION

VIEW BACKUP COPY

55 o
=i Lﬂ! v
Sync Active Statistics Report  Edit [Disable|Clone Delete
Now Full
Job Control Details Edit
BACKUP & REPLICATION Q Type in an object name to search for
NAME 4 TYPE OBJECTS STATUS LASTRESULT ~ NEXTRUN TARGET
16} eFolder Offsite. Hyper-V Back.. 1 Idle <Continuous> Seed Repo
4 Disk (copy)
4 [ Last24 hours
[ Success
<] n | >
Job progress: 100% 10f 1VMs
SUMMARY DATA STATUS THROUGHPUT (LAST 5 MIN)
EE BACKUP & REPLICATION Duration: 0:01:14 Processed: 261.0MB (100%)  Success: 1
; Processing rate: 26 MB/s Read: 261.0MB Warnings: 0
(33 BACKUP INFRASTRUCTURE
Bottleneck: Source Transferred: 109.1 MB (2.4x) Errors: 0 Speed: 0.0 KB/s
[P}y VIRTUAL MACHINES
TAPE INFRASTRUCTURE NAME STATUS ACTION 4 DURATION [
= [ PhsenseTest @ Success @ Backup file will be encrypted
@ FILES © VM size: 4520 MB -
% @ Changed block tracking is enabled
E@ HISTORY (@ Processing PFsenseTest L
- @ Waiting for new restore points
¥ () Waitina for the new copy interval 2. fv

0:00:24
1)JOB SELECTED CONNECTED TO: LHOST  NFR: 116 DAYSREMAINING  (VEESM
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29. Disconnect the external drive and contact Technical Support at eFolder by
email at VeeamSuppori@eFolder.net or call 678-373-0109/1-800-352-0248 to
open a ticket before sending your drive.

After the eFolder Data Center has received your drive, they will upload the data
from your external drive to your cloud repository and notify you by email when
the process is completed.

You may then proceed with the instructions in the next section of this guide
entitled, "Access Seed Data.”
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Access Seed Data

The following instructions describe how to access the seed data after the eFolder
Data Center has preloaded your data.

Wait for notification from eFolder that your preload process has been completed
before accessing your data. You may then complete these steps on the source
Veeam server:

1. Click the Backup Infrastructure tab and select the Backup Repositories option.
2. Select your cloud repository in the list and click Rescan Repository on the menu
bar.

VEEAM BACKUP AND REPLICATION

Manage Repository Tools
BACKUP INFRASTRUCTURE Q. Type in an cbject name to search for
NAME + TYPE HOST PATH CAPACITY FREE DESCRIPTION
E Cloud repository 1 Cloud veeam2.aa.sc.efsclou..  \testuser 250.0 GB 250.0GB  Cloud repository
i Default Backup Repository  Windows LabSvr3 X\Backup 2678 2578 Created by Veeat
?:: Seed Repo Windows LabSvr3 Xi\Preload 2678 2578 Created by LABS

b [He Microsoft Hyper-V
[Fls Microsoft Windows
E. Missing updates (1)

E= sackup & RepLICATION

(353 BACKUP INFRASTRUCTURE

(E@] VIRTUAL MACHINES
TAPE INFRASTRUCTURE

[F Fues
[ HisToRY

[>

1 REPOSITORY SELECTED CONNECTED TO: LOCALHOST NFR: 116 DAYS REMAINING VEEAM

3. After the rescan process has completed, click Close.
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Name: Configuration Database Resyn... [Status: Success

Actiontype:  Configuration Resynchronize Start time:  4/8/2016 6:56:31 PM

Intiated by:  LABSVR3\Administrator Endtime: 4/8/2016 6:57:31 PM

(log |
Message Durgtion
@ Starting backup repositories synchronization
() Enumerating backup repositories
) Found 1 backup repostory
2 Processing cloud rep ies for service provider veeam2.aa sc efscloud net 0:00:57
2 Backup repository Cloud repository 1 has been synchronized: 0:00:51

) 0added, 1 encrypted, 0 updated. 0 removed, 0 skipped
() Backup repostories synchronization completed successfully

Click the Backup & Replication tab, then click the Backups option.

Select the Encrypted option, then select the backup copy job name in the list,
then click Specify Password on the menu bar.

BACKUP TOOLS VEEAM BACKUP AND REPLICATION

= HOME ENCRYPTED BACKUP

5 | X

Specify Remove
Password

Adtions

BACKUP & REPLICATION Q, Type in an object nome to search for {

4 %5 Jobs NAME T BACKUP PATH
2 Backup I& eFolder Offsite eFolder Offsite\eFolder Offsi..

9 Disk (copy)

¥, Disk (encrypted)
4 [%: Lest 24 hours

[ Success

(== BACKUP & REPLICATION
@3 BACKUP INFRASTRUCTURE
VIRTUAL MACHINES

(%, 1APE INFRASTRUCTURE

[ Fues
% HISTORY

1 OBJECT SELECTED CONNECTED TO: LOCALHOST ~ NFR: 116 DAYSREMAINING  (VEEQM

6. Type your encryption password and click OK.
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ENCRYPTED BACKUP

£ X

Specify Remove
Password
Actions

BACKUP & REPLICATION Q Type in an object name to search for

NAME T BACKUP PATH

4 % Jobs
oo Sewmore [T Speatyresvord |
Backup Copy
@ o One or more backup files are enaypted. Type in the
f encryption password for the backup files.

4 [ Backups
| have lost the password

=~ Disk

4 Disk (copy)

¥, Disk (encrypted)
Last 24 hours

[ Success

Description: |Created by LABSVR3\Administrator at 4/1/2015 4:15
|Pm

Password: I I

5= BACKUP & REPLICATION
(3 BACKUP INFRASTRUCTURE
[F¥H VIRTUAL MACHINES

TAPE INFRASTRUCTURE

D?'j FILES

[ History

¥

NFR: 116 DAYS REMAINING

VEEAM

1 OBJECT SELECTED CONNECTED TO: LOCALHOST

7. Click the Backup & Replication tab and select the Jobs option. Then, select
Backup Copy.

8. Select the backup copy job name in the list and click Edit on the menu bar.

VEEAM BACKUP AND REPLICATION

[FCV SRV BACKUP COPY
&% h 1 & X
s e Statistics Report Disable Clone Delete
Now Full
Job Control Details Edit
BACKUP & REPLICATION Q Type in an object name to search for
T dobs NAME 4 TveE OBIECTS STATUS LASTRESULT  NEXTRUN TARGET
12 Backup {5 eFolder Offsite Hyper-V Back.. 1 Stopped Success <Disabled> Seed Repo
42 Backup Copy
o I Boois
=% Disk
14 Disk (copy)
2 Disk (imported)
2% Cloud
4[5 Last24 hours
=5
(tg <] m | >
SUMMARY DATA STATUS THROUGHPUT (ALL TIME)
Speed: 13,0 MB/2
Duration: 001114 Processed: 261.0MB (100%)  Success: 1 poed =
Processing rate: 26MB/s Read: 2610MB Warnings: 0
BACKUP & REPLICATION Bottleneck: Proxy Transferred: 109.1MB@24x)  Ermors: 0
(s BACKUP INFRASTRUCTURE
NAME STATUS ACTION 4 DURATION ]
iy VIRTUAL MACHINES [ PrsenseTest @ Success ) Changed block tracking is enabled
e @ Processing PFsenseTest 0:00:26
=) e © Waiting for new restore points 00035 [
5 uss © Waiting for the new copy interval 0:01:01
© Job has been disabled by user LABSVR3\Administrator -
E@ HISTORY @ Load: Source 76% > Proxy 99% > Network 25% > Target 1%
© Primary bottleneck: Proxy
> @ Job finished at 4/8/2016 7:06:39 PM v
1JOB SELECTED CONNECTED TO:LOCALHOST  NFR: 111 DAYSREMAINING  (VEEQIM

Select your cloud repository from the Backup repository drop-down list and click
the Map backup link.
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_ Target

Specify the target backup repostory, amount of most recent restore points to keep. and retention policy for full backups. You
can use map backup functionality to seed the backup files.

Back sitory:
IOoud repository 1 (Cloud repository) v II

S 249.9GBfree of 250.0GB [ectaks]
Restore points to keep: |7 53

["] Keep the following restore points for archival puposes

Weekly backup 14 vg—] Sunday 22:00 ‘ Schedue

Monthly backun {Oﬁr—s—] First Sunday of the month
](J_E First Sunday of the quarter
‘LO -3—] First Sunday of the year

[] Read the entire restore paint from source backup nstead of synthesizng It from increments

Advanced settings include health check and compact schedule, notffications 15+  Advanced
seftings. and automated postjob activity options. —

| <Previous || Ned> || Fosh || Cancel |
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10. Select the backup copy job name and click OK.

11.Then, click Finish on the Edit Backup Copy Job page.
Edit Backup Copy Job [eFolder Offsite] &I

Target
"w Spedy the laget badq.p mpos(oty amourl of moa ment restore points to keep. and retention policy for full backups. You

Map backup

Schedule

syrthesizing t from ncrements
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12. Click the Backup & Replication tab on the left and select the Jobs opftion.

13. Select the backup copy job name in the list and click Disable to enable the backup
copy job.

) BACKUP COPYTOO VEEAM BACKUP AND REPLICATION

) HOME VIEW BACKUP COPY

© Seatistics Report  Edit | Disable [rlone Delete

58 L 5 S X

Job Control Details Edit

BACKUP & REPLICATION Q Type in on object nome to search for
| ¥ Jobs NAME & TYPE OBJECTS STATUS LASTRESULT  NEXTRUN TARGET
32 Backp Hyper-V Back.. 1 Stopped Sucesss <Disbled> Cloud repository 1
3£ Backup Copy
4 [ Backups
2, Disk
2% Disk (copy)
2., Disk {imparted)
X, Cloud
4 [3 Last24hors
(S Success < & 5
SUMMARY DATA STATUS THROUGHPUT (ALL TIME)
Speed: 13.0 MI
Duration: 00114 Processed: 261.0MB(100%)  Success: 1 e
Processing rate: 26M8/s Resd: 2610M8 Warnings: [

== BACKUP & REPLICATION Bottleneck: Proxy Transferred: 109.1 MB (24x) Errors: 0

(% sackup meRaSTRUCTURE

- i NAME STATUS ACTION ¢ DURATION o
L. VIRTUAL MACHINES B vrait] @ s oo block racking & enabled
@, Tape NFRASTRUCTURE - © Processing PFsenseTest 0:00:26
) Wiaiting for new restore points 0:0035
[F rees @ Waiting for the new copy interval 001:01
) Job has been disabled by user LABSVR3\Administrator 5
[ vsToRY © Load: Source 76% > Proxy 99% > Network 25% > Target 1%
f © Primary bottieneck: Proxy

: @ Job finished at 4/8/2016 7:06:39 PM v
1JOB SELECTED CONNECTED TO: LOCALHOST NFR: 111 DAYSREMANING  (VEESM

14. Click Sync Now on the menu bar.

VEEAM BACKUP AND REPLICATION

BACKUP COPY

S U [ © 8 & X
Sync [active  Statistics Report  Edit Disable Clone Delete
Now | Full
Job Control Details Edit
BACKUP & REPLICATION Q Typein an object nome tosearch for
4 g dobs NAME ¢ TvpE OBJECTS STATUS LASTRESULT  NEXTRUN TARGET
42 Backip £ eFolder Offsite. Hyper-V Back.. 1 idle <Continuous> Seed Repo.
453 Backup Copy
4 s Backups
%, Disk
23 Disk (copy)
4 [ Last 24 hours
5 Success
<] m >
Job progress: 100% 10f1VMs
SUMMARY DATA STATUS THROUGHPUT (LAST 5 MIN)
== BACKUP & REPLICATION Duration: 001:14 Processed: 2610MB (100%)  Success: 1
3 Processing rate: 26MB/s Read: 2610M8 Wanings: 0
(3 BACKUP INFRASTRUCTURE
Bottleneck: Source Transferred: 1081MBQR4)  Erors (] Speed: 00 KB/s
[P VIRTUAL MACHINES
(& TAPE INFRASTRUCTURE NAME STATUS ACTION 4 DURATION =~
@ PrsenseTest @ Success @ Backup tile will be encrypted
[ puss © VM size: 4520 MB H
= @ Changed block tracking is enabled [
L“g HISTORY @ Processing PFsenseTest 0:00:25 L]
5 © Waiting for new restore points 0:00:36
x %) Waiting for the new copy interval 00024 V|

1JOB SELECTED CONNECTED TO: LOCALHOST NFR: 116 DAYS REMAINING \VEEAM

Your backups are now synchronized to the eFolder cloud storage!

If you have any problems during this procedure or notice errors in the log file, please
call eFolder Technical Support at 678-373-0109/1-800-352-0248 or submit questions to
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VeeamSupport@eFolder.net.

eFolder BDR for Veeam Cloud Connection Guide v2.0 Last Published 4/15/2016 Page 41 of 38


file:///C:/Users/MRunkle/Anchor%20Sync/Education%20and%20Training-Private/Documentation/BDR%20for%20Veeam/Published/VeeamSupport@eFolder.net

o lo]g

for Veeam

VEEAM BACKUP & REPLICATION GUIDE

Refer to the following sections in the Veeam Backup & Replication Guide to perform

various tasks on your eFolder BDR for Veeam: http://www.veeam.com/documentation-guides-
datasheets.himl

CLOUD REPOSITORY
Limitations
Backup, Backup Copy, and Restore
File Operations

DATA ENCRYPTION AND THROTTLING
Console Versions

MANAGING USER ACCOUNTS and DATA
Disabling and Enabling User Accounts
Deleting User Accounts
Quotas
Using Cloud Repositories

Creating Backup Jobs

Creating Backup Copy Jobs

Performing Full VM Restore

Restoring VM Files

Restoring VM Disks

Restoring VM Guest OS Files

Copying Backups from Cloud Repositories

Managing Backups

Removing from Backups

Removing from Disks

If you need support for any of these topics or general questions, contact eFolder
Technical Support at 678-373-0109/1-800-352-0248 or submit questions to
VeeamSupport@eFolder.net.

For known problem resolutions, open a browser and navigate to:

Veeam Support: https://www.veeam.com/support.html
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FREQUENTLY ASKED QUESTIONS

What kind of licensing do | need?

The local Veeam licensing can be anything. Veeam V8 has Cloud Connect built-in
and can replicate to our cloud service.

What is the connectivity like?
Our cloud service has several dedicated 10-gigabit Internet connections that are
redundantly routed using route-optimized BGP. We do not throttle incoming or
outgoing bandwidth in any way. As fast as you can send the data to us, we can
receive it.
Can | choose which VMs will replicate?
You can choose the VMs that will replicate to our cloud. Keep your local Veeam
backup job and create a separate backup copy (new type of job in V8) that
efficiently pushes the data for only those VMs you want in our cloud to our cloud.
How secure is this service?
The data is client-side encrypted and stored encrypted in our cloud.

Can | push data from multiple clients to a single cloud connect instance in our cloud?

The cloud connect server is multi-tenant, so you can send data from multiple clients
to the same cloud connect instance in the eFolder cloud.

Can the local backups and the remote backups run on different schedules?

The backup copy job can run on a different schedule than the local backup job. For
example, it is possible to run the backup copy job only once per day. It efficiently
transmits the equivalent of one recovery point per day to our cloud, instead of all
recovery points. Also, you can transmit all recovery poinfts.
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