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INTRODUCTION

Thank you for choosing the eFolder Continuity Cloud for Veeam. Using the eFolder Continuity
Cloud for Veeam, you can access fast off-site virtualization of your replicated Hyper-V servers.
eFolder currently only supports Hyper-V servers for Veeam.

This guide describes how to setup, import a backup copy job, and restore your entire VM to the
eFolder Continuity Cloud environment using Veeam Backup & Replication software. The guide
is divided into three sections: 1) Setup eFolder Continuity Cloud, 2) Import the Backup Copy
Job, and 3) Restore Your Entire VM. In Section 1, you will identify your Continuity Cloud
hostname and private IP address needed to connect your Veeam target Console to your
assigned Hyper-V Continuity Cloud server. You will begin by logging in to the Continuity Cloud
node with your credentials from eFolder using a direct RDP connection. In Section 2, you will
access Backup & Replication in the Veeam target console to import and decrypt your backup
copy job. In Section 3, you will restore your entire VM. After selecting your virtual machine,
restore location, host server, datastore, and network, your entire VM will be restored to the
eFolder Continuity Cloud using the Veeam Backup & Replication software. Work through each
section in the order they are presented.

System Requirements
The following 32-bit and 64-bit operating systems are supported:

Microsoft Windows Server 2012 R2
Microsoft Windows Server 2012
Microsoft Windows Server 2008 R2 SP1
Microsoft Windows Server 2008 SP2
Microsoft Windows Server 2003 SP2
Microsoft Windows 8.x

Microsoft Windows 7 SP1

Customer Support

At eFolder, we value feedback from our customers. Not only do we want to help you quickly
resolve your technical issues, but we value your input and build products that incorporate your
suggestions. To contact eFolder Technical Support, call 678-373-0109/1-800-352-0248 or
submit questions to VeeamSupport@eFolder.net.

For known problem resolutions, open a browser and navigate to:

Knowledgebase: https://secure.efoldering.com/support/index.php?/efolder/Knowledgebase/List/Index/68/veeam
Veeam Support: https://www.veeam.com/support.htm|

Copyright ' 2015 eFolder Inc. All rights reserved.

All rights reserved. All trademarks are the property of their respective owners.

eFolder and the eFolder logo are trademarks of eFolder Inc. Veeam and the Veeam logo are trademarks of the
Veeam Software. eFOLDER MAKES NO WARRANTIES, EXPRESSED OR IMPLIED, IN THIS DOCUMENT.

eFolder BDR for Veeam Hyper-V Continuity Cloud Guide Page 2 of 24



CONTENTS

SECTION 1: SETUP eFOLDER CONTINUITY CLOUD

Identify Hostname and private [P AQAIess .......o..oiiiii i et e e 4
ACCess VEeam target CONSOIE. ..o et ettt ettt 5
SEIECE HYPEI-V SEIVET ..o et ettt ettt ettt e ettt e 6
ENEEr CradENTialS. . ..ecei e ettt ettt ettt 9
REVIEW SETEINGS 1.ttt ettt ettt ettt etttk h etk bttt et ettt b stttk ea testeteseeneene e 11
SUIMIMIBIY ¢ttt ettt ettt ekt eb et b et et ettt eb et eb e £t eh e ettt ekt b st e bttt et ent et ettt en et et erenea 12

SECTION 2: IMPORT THE BACKUP COPY JOB

IMIPOIT BACKUD -t e ettt bt ot b et b ettt ea s ettt 13
SEIECE BACKUD FilE .. et ettt e 14
SPECHTY PASSWOTT .. et ettt ettt ettt 15

SECTION 3: RESTORE YOUR ENTIRE VM

Cho0OSE ENTIrE VM ... e e e e e, 16
Select Virtual Machine. ... ..o 17
RESTOIE LOCATION. .. et e et et e 18
SIECE HOST SEIVET ..o e e e et e, 19
SIECE DAtASTOIE ... e e e e e 19
SlECE INEIWOIK ... e e 19
VIBW SUMIMIBIY ottt etttk bttt ettt b st b et ekt £kt e btk ettt eb ettt b st et she st ete sttt ene e 24

eFolder BDR for Veeam Hyper-V Continuity Cloud Guide Page 3 of 24



SECTION 1: eFOLDER CONTINUITY CLOUD SETUP

In Section 1, you will identify the hostname and private IP address of your assigned Continuity
Cloud node. You will begin by logging in to the Continuity Cloud node with your credentials
from eFolder using a direct Remote Desktop Protocol (RDP) connection.

The private IP address can be found in the text file named, Private-/Ps.txt,
the Continuity Cloud server. The hostname of your Continuity Cloud node can be found in the
System properties using the Control Panel in the Computer Name field.

- 4 I.‘# » Control Panel » All Control Panel ltems » System v C,| I Search Control Panel |

Control Panel H " s s
S View basic information about your computer

) Device Manager Windows edition
@ Remote settings Windows Server 2012 R2 Standard

# Advanced system settings © Z(:::d Microsoft Corporation. All rights =nWind0W5 Server°2012 R2
reserved.

System
Processor: Intel(R) Xeon(R) CPU E5-2620v2 @ 2.10GHz 2.10 GHz (2 processors)
Installed memory (RAM):  64.0GB
System type: 64-bit Operating System, x64-based processor
Pen and Touch: No Pen or Touch Input is available for this Display

Computer name, domain, and workgroup settings

Computer name: @Change settings

Full computer name: slc-cc7asle.efscloud.net

Computer description:
Workgroup: CCLouD
Windows activation
Windows is activated Read the Microsoft Software License Terms
See also Product ID: Change product key

Action Center
Windows Update
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1. To access the console of your
Veeam target, use a Windows web
browser to access:

https://appaw.efscloud.net

2. Then, type the original credentials
you received from eFolder for your
Veeam target.

3. After you sign in to the RD Web
Access gateway, click the console
you want to access.

4. Click OK to continue.

fk‘f Work Resources
)

RemoteApp and Desktop Connection

Domain\user name: I

*
=

Security

security policy.

Waming: By logging in to this web page, you confirm
that this computer complies with your organization’s

m Work Resources
W%

RemoteApp and Desktop Connection

RemoteApp and Desktops

Current folder: /

VE-LG1
Console

r 3
Opening cpub-VeeamBackupShell-Veeam1-CmsRdsh.rdp | = |
You have chosen to open:
% cpub-VeeamBackupShell-Veeam1-CmsRdsh.rdp
which is: Remote Desktop Connection
from: https://appgw.efscloud.net
What should Firefox do with this file?
@ QOpen with | Remote Desktop Connection (default) X
() Save File
Do this automatically for files like this from now on.
| ok ||| cancer |
L
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5. Click Connect to continue.

6. Type the same credentials you used  'Wingouws securty

to sign in previously to the RD Web
Access Gateway; then, click OK.

eFolder BDR for Veeam Hyper-V Continuity Cloud Guide

t,’ / Do you trust the publizher of this RemoteApp program?

This RemoteApp program could ham your local or remote computer. Make sure that you trust the
publisher before you connect to run this program. "

% Publisher: appaw efscloud net
- Type: RemoteApp program
Path: VeeamBackupShell
Name: Vieeam1 Console
Remote compter: EFS-RDGW-1.AD.EFSCLOUD.NET
Gateway server: appaw efscloud net

[7] Dont ask me again for remote connections from this publisher

() Show Details

(o ) o)

Enter your credentials
Type your user name and password to connect to
EFS-RDGW-1.ad.efscloud.net

—
lw
—

‘D Use another account
|

[ ox

training

IPassword

—

[ Cancel
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Managed servers. Then, click Add Server on the menu bar.

7. Select the Backup Infrastructure tab and select the Microsoft Windows option below

Veeam Backup & Replication

| S
5P

Add

Server fhery

Manage Server Storage Updates

Backup Infrastructure 1O Type in an bject name to search for

2 Backup Proxes Hame =] Type Desaiption
1=} Backup Repositaries M This server Micosoft Windows Server

& WAN Acceleratons
5 Service providers

2 () Manaed servers
B Microsolt Windows

m Backup Infrastructure

b

(3! s

[ 5 History

%

|1 server |Enterprise Plus Edition

[Evaluation: 31 days remaining

veeam

8. Select Microsoft Hyper-V from the list of servers.

Select the type of server you want to register with backup infrastructure. All registered
tab.

servers can be th

VMware vSphere
Adds vCenter Server (recommended), or standalone vSphere Hypenvisor (ESX/ESXi).

VMuware vCloud Director
Adds VMware vCloud Director 5ax server.

=
o X0ds SCUMIA server, Hyper-V cluster, or standalone host (2008 R2 o later).

Hypae

Microsoft SMB3
' Adds SMBS3 server cluster, or standalone SMB3 server.
&

= Microsoft Windows

L=, y  Adds Microsoft Windows server (Windows XP/2003 or later).
K

— Linux

Adds Linux server (must have S3H and Perl).
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9. Type the private IP address of your Continuity Cloud node and a description in their

respective fields; then, click Next.

NOTE: The IP address can be found in the text file named, -IPs.txt,
desktop of the Continuity Cloud server.

Name
Specify DNS name or IP address of Microsoft Hyper-V server.

DNS name or IP address:

Description:

10. Select Microsoft Hyper-V server (standalone) for the type.

=
[;' Select the type of server you want to add.
=

o

Hyper-¥

Name ) Microsoft System Center Virtual Machine Manager (SCVMM)
If you are using SCVMM to manage your Hyper-V infrastructure, we can pull all Hyper-V hosts and
clusters information from SCVMM, and add them to managed servers automatically.
Credentials
() Microsoft Hyper-V cluster

Apply Use this option to register Hyper-V cluster that is not managed by SCVMM. Registering Hyper-V/
clusterinstead of individual cluster nodes provides for Live Migration awareness.
Results

Summary I@ Microsoft Hypa’—\lserver(atanddnne)'
0 ne server that is not a part of a cluster, and not

managed by SCVMM. <
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11. Click Add to type in your credentials.

Credentials
Select server administrator credentials.

A Select an account with local administrator privileges on the server you are adding. Use
E"{\‘ DOMAIN\USER format for domain accourts, or HOST\USER for local accounts.

Credertics: | - || .. |

Manage accounts

Click Ports to customize network ports to be used by individual components

|<Prev|ms|[ Next > || Finish

12. Type the username and password received from eFolder in their respective fields; then,
click OK. The format for the username must be: HOST1Username

For example: SLC-CC7alContinuityCloud
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13. Click Ports

== Credentials
@' Select server administrator credentials.
S

| Select an account with local administrator privileges on the server you are adding. Use
E Q’? \ DOMAINYISER format far domain accounts, or HOSTYWUSER for local accourts.

£ HOSTNAME\ContinuityCloud (last edited: 4/1 v|l Add...

Manage accourts
Aoply Manage accounts

Results

Summarny

Click Ports to customize netwark ports to be used by individual components -

| <Pevious | | Med> || Fush || Canesl |

14. For data transfer, select 6164 to 6170 for the Port range field and check the Run server
on this side checkbox; then, click OK.

Components:
Component Port Edit |
| —
Installer 6160

Transport 6162

Hyper-V Integration 6163

Data transfer opti
Port range: IGIEM E to (6170 EI
i@ Run server on this side I

0K Cancel
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15. Note that the Transport and the Hyper-V Integration components will be installed or
removed on the target host; then, click Next.

Apply
E:' Please review your settings and click Next to continue.
=&y
HyperV
Name Due to these modfications the following components will be installed or removed on the target host:

Transport will be installed
Hyper-V Integration will be installed

Type

Credertials

This Hyper-V server will act as the backup proxy for jobs running in the on-host backup mode.
Max concurrent tasks:

After you click Next missed components will be installed on the target host.

|<Pr=m.|s|| Mext > ‘

16. Review the Results Logto confirm that the Hyper-V server was installed and configured
successfully; then, click Next.

Results
The following servers have been processed.

Log:

Message

& Detecting operating system

QCollecting hardware info

OCraa\‘.ing temporary folder

& Uploading package Veeam Transport msi

e Installing package Veeam Transport msi

0 Uploading package VeeamHvlntegration msi

@ Installing package VeeamHvlintegration msi

0 Deleting temporary folder

D Registering client VEEAM2 for package Transport

D Registering client VEEAM2 for package Hyper-V Integration
Q Discovering installed packages

& Al required packages have been successfully installed
o Detecting OS version

& Creating corfiguration database records.

OCollecﬁng disks and volumes info

D Server has been saved successfully, but missing updates

‘ < Previous M ]
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17. Review the Summaryto confirm that the Hyper-V server was successfully created; then,
click Finish.

Summary

You can copy the configuration information below for future reference.

Summary:
[Microsoft Hyper-V Server '10.2.24.72' was created.
0S ve?oLocn Microsoft Windows Server 2012 R2 Standard 64-bit (6.3.9600 build:9600).

LC7AContinuityCloud
Hardware info:

Components:

Hyper-V Integration using port 6163
Installer using port 6160

Transport using port 6162

l < Previous J | Next >

18. If you receive the following message, click No to continue.

One or more critical updates are missing on managed servers.
Do you want to see the details?
Yes [

This completes Section 1 in which you identified the hostname and private IP address of the

continuity Cloud node and connected it to your Veeam target Console. Next, import and
decrypt your backup copy job in Section 2.
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SECTION 2: IMPORTING AND DECRYPTING THE BACKUP COPY

JOB

In Section 2, you will access Backup & Replication in the Veeam Console to import and decrypt
your backup copy job.

1.

Click on the carrot symbol at the bottom to expand the menu; then, click Backup &
Replication on the popup list.

L eeam Backup & Replicatior =

FrxHas

ove  Rescan  Missing Ll
Server Server Ser Updates

Manage Server Storage Updates
Backup Infrastructure O Type in an cbject name ta search for 2
(= Backup Proxies |[ Hame A Type
| Backup Reposharies 01022972 Meosoft Hyper Server
&9 WAN Acceleratorn I This server Microsoft Windows Server
9 Service providers
b cifa SweBackup

b () Managed servers

[§9 | Backup & Replication
| Backup Infrastructure

I} virtual Machines

G| TapeInfrastructure
(L, Cloud Connect Infrastructure
v | @ | Coud Connect Infrastructure

[ Fites v || Files
[ mistory L | (3| History
2servers |Enterprise Plus Edition |Evaluation: 31 days remaining __(VEEAM

Click the Backup & Replication tab on the left and select the Jobs option; then, click
Import Backup on the menu bar.

%E gﬁ]ﬁl o

Bachp Replcaton | Badup WM Fle | Restordl Import
Job Copy Copy Copy Badap Plan

Prmary Jobs Aacliary Jobs Restore | Falover Plans

Backup & Replication [ 10 1vpe in an abject nome tosearch for =

Name = Type Status Last result Next rum Target

0 jobs Enterprise Plus Edition Evaluation: 31 days remaining VEEAM -
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3. Click Browse and select your import Backup file, which is named
X\Backup | %ClientUsername %\ %6Backup CopyJobName %\ in your browser.

p Specify backup to import. You can only import backups
== from computers added to the Veeam Backup console.

Computer:

‘This server (Microsoft Windows Server)

v]

Backup file:

|

] Import guest file system index

4. Select the Encrypted option below Backups; then, select your backup copy job in the

list below Name and click Specify Password on the menu bar.

Repieauon

Backup & Replication ‘p Type in an oject name ta search far

Jobe Badup path

fa Encypted

Ir%iﬂmlmp&lqll(ﬁm I

(4] Backup Infrastructure
(1, Cloud Connect Infrastructure
[ Files

[ istory

4 i Backups Badap Copy Job 1 X:\Backup\Clent 8| Job 1

1 object selected

|Enterprise Plus Edition |Evaluation: 31 days remaining  (VEEAM :

5. Click OK to import the selected backup file.

Specify backup to import. You can only import backups
from computers added to the Veeam Backup console.

Computer:

IThis server (Microsoft Windows Server)

v|

Backup file:

[X:\Backup\Client B\Backup Copy Job 1\Backu| | Browse... |

[] Import guest file system index

OK

|

[ Concel |
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6. Click OK to continue.

Backup is encrypted and will appear under Encrypted backups node
& until a valid password is supplied.

7. Select your local disk and select your backup copy job on the list below Name; then,
click Open.

@ - 1 ‘j, <« Local Disk (X:) » Backup » ClientB » Backup Copylob1 v C,l I Search Backup Copy Job 1 » |

Organize v  New folder = - I @

B Desktop [~ Name Date modified Type Size

Downloads 1! 3
5 o 7| Backup Copy Job 1vbm | 4/16/20151:50PM _ VBM File 10ke]
‘&l Recent places

18 This PC

m Desktop

1] Documents
8 Downloads
W Music

£ Pictures

B Videos

&y Local Disk (C:) ||
a Local Disk (X:)

|

File name: | Backup Copy Job 1.vbm V| |Bi=k"P meta files (“.vbm) V]
| Open | I Cancel |

8. Type your password in the Passwordfield; then, click OK.

One or more backup files are encrypted. Type in the
encryption password for the backup files.

| have lost the password
BDRAdmin

This completes Section 2 where you accessed Backup & Replication in the Veeam console to
import your backup copy job to a local disk. Next, proceed to Section 3 to restore your entire
VM.
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SECTION 3: RESTORING YOUR ENTIRE VM

In Section 3, you will restore your entire VM. After selecting your virtual machine, restore
location, host server, datastore, and network, your entire VM will be restored to the eFolder
Continuity Cloud using the Veeam Backup & Replication software.

1. You can view your backup copy job by clicking the Disk (Imported) option on the left
below Backups. Your backup copyJob should be listed below Job Name.

- Home:
Badwp Repication Badup WM e Restore [mport Falover
X b Copy Copy Copy Sxhp Plon
Primary Jobs Acndiary Jobs Restore Falover Plans

Backup & Replication ID ype in an object nams fo search
£2 Backup Copy Job 1_moorted H16/2015 10D AM

[% Backup & Replication

(43! Backup Infrastructure
{4, Cloud Connect Infrastructure

| Hstory

e

< ]
1 backup Enterprise Pls Edition Evaluation: 31 days remaining VEEAM .

2. Select Entire VM in the Restore from backup list and click Next.

@ Restore from backup A Restore from replica

O Instant VM recovery () Failover now

W O Perform planned failover

O VMfiles (VHD, VSV, BIN, XML) O Undo previously performed failover
O Guest files (Windows) O Faiback to production

O Guest files (other 05) O Commit fadback

O Application tems ) Application tems
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3. On the Full VM Restore page, click Add VM and select From Backup in the drop-down

list.

4,

G Vieeam Backup & Replication =lal x|
L= - I &
%, o & e[ W .|
b MW Capy c::‘_ Select virtual machines bo be restored. You can add indhvidual vitual machines fiom backop files, of container from Ive
snvronment (contanes wil be autcmascally expanded o pian i)
Frimary Jobs Auwiary
Bockup & Repiication | INAMIGS el o i x
& o |12 tven s itrame e mtoe ke _ e
4 [ig Backues = Mame Sze  Restors part -I ) FHyper-y
B, Disk fmoortec) bt om sirastructure..,
[ Loee 24 houm -
Sernmary lFrumhh.p_. l
[T'g vockup aReplication
{] Bockup Infrastructure
- et 5 Cancel
(3] Files
e
T <] n I 3
1 tackup [Enterprise Pz Edition [ Bualsation: 31 duys remaining  (VEEAM |

option; then, click Add.

restore poirt

VM count Restore points count
/1672015 12.00:00AM 1

J/1672015 14438 PM

5

eFolder BDR for Veeam Hyper-V Continuity Cloud Guide
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5. Click Next to accept the virtual machine (VM) that will be restored.

virtual Machines

Restore Mode
Reason

Summary

Select virtual machines to be restored. You can add individual vitual machines from backup files. or containers from live
environment (containers will be automatically expanded to plain list).

Virtual machines to restore:
| p Tipe in a VM name for instant lookup |

Name
5 WINZDO8-AGENT

Size Restore point
263GB 4/16/2015 1:44:38 PM

i

[fr—
‘ Previous I{ Next > I' Finish ‘ I Cancel |

6. Select Restore to a new location, or with different settings; then, click Next.

Restore Mode

Host

Datastore
Network
Name
Reason

Summary

Specify the desired restore mode.

O R to the 11 !
Quickly initiate restore of selected VMs to the original location, and with the original name
and settings. This option minimizes the chance of user input emor.
® Hedmeloamlm.orwﬂhdﬂmml

Customize restored VM location, and change its settings. The wizard will automatically
populate all controls with the onginal VM settings as the default seftings.

[] Quick rolibadi
. .

re M, OF USET emor

option when r from disaster caused by hardware or st issue, or

r—
[ N> |

< Previous Finish
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7. Click Host to select your host server.

Host
Select host to restore VMs to.

VM location:
Name Host
[ 5 WIN2008-AGENT 3 Notarget host or cluster

Select multiple VMs and click Host to apply changes in bulk. |

[ <Previous | [ Net> || o [ Cancel |

8. Select your host server (IP address) below the Hosts option; then, click OK.
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9. Click Next to accept the selected host server.

Host
Select host to restore VMs to.

VM location:

Name Host

| 3 WIN2008-AGENT 3 1022472

Select multiple VMs and click Host to apply changes in bulk.

'TH Resource l

Finish

[ Concel |

[<Previous ||| Next > |

10. Select your datastore file location; then, click Path.

9

Datastore
Select datastores to place VM configuration files and virtual disks files to.

Virtual Machines Files location:
File Size Path
Restore Mode 4| 3 WIN200S-AGENT
Host Configuration files XA\VMs
=adiskD-snapshot .vhdx 263GB  X\WMs
Network
Name
Reason
Summary

Select multiple VMs and click Path to apply changes in bulk.

| <Previous | | Next>

|

Finish
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11. Create a folder with the server name that is being restored and select the new path,

such as X[ VMs|WIN20O8-AGENT, then, click OK.

Folders:
45 1022472

b s Local Disk (C)

4 = Data (X))
b [ SRECYCLE.BIN
b [ Share
b [ System Volume Information
b ) udpvm
b () VBRCatalog

b :
b WIN2003-AGENT |
——————

]&a XAVMs\WIN2008-AGENT |

[ o | o |

12. Click Next to accept the datastore path.

Datastore
Select datastores to place VM configuration files and vitual disks files to.

Files location:

File Size Path

4| 3 WIN2008-AGENT

3 Configuration files KAVMs\WIN2008-AGENT
(=a disk0-snapshot.vhdx 263GB  X\VMs\WIN2008-AGENT

Select muttiple VMs and click Path to apply changes in bulk.

|<Preﬂms[Naﬁ>|
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13. Select the source agent from the list of network connections; then, click Network.

Network
Select how vitual networks map to each other between original and new VM locations.

Target

Intemal-TestingOnly

Select multiple VMs to apply settings change in bulk.

|<Pfe'd||ms|| Nead >

14. Select your network for the host server; then, click OK.

Select Network
4 @ Networks
4 5 1022472

|@- Type in an object name to search for pl

|I Ok || Concel |
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15. Click Next to continue.

Network
Select how virtual networks map to each other between original and new VM locations.

Target

a3 WiNZO0E-AGENT

= Intemal-TestingOnly Intemal-TestingOnly

Select multiple VMs to apply settings change in bulk.

[ <Previous §[ Ne>

16. Click Next to continue.

Name
@ Specify new vitual machine name. and whether you would like unique identifier preserved.

Vitual Machines Virtual machines:

Name New Name
besor Mace 3 WIN2008-AGENT 5 WINZ008-AGENT

Host
Datastore
Network

Select multiple VMs to apply settings change in bulk.

< Previous Net> |f
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17. Click Next to continue.

Reason

Lypehlhereaoonfor forming this restore operation. This information will be logged in the restore sessions history for later
Brence.

Virtual Machines

Restore Mode
Host
Datastore
Network

Name

] Do not show me this page again

18. After reviewing the summary to ensure the restore was completed successfully, click
Finish. This concludes the installation and restore of the continuity cloud.

Summary
You can copy this configuration information for the future reference.

Virtual Machines Summary:
Original VM name: WIN2008-AGENT
Restore Mode New VM name: WIN2008-AGENT-2
Restore point: 4/16/2015 1:44:38 PM
Host Target host: 10.2.24 72
Target folder: X:\VMs
Network mapping:
Lnteinee Intemal-TestingOnly -> Intemal-LAN
Network
Name
Reason

[7] Power on VM after restoring

p—
<Prwb.s|| Next > || Finish |I Cancel
—

This completes the eFolder Continuity Cloud setup, the import and decryption of the backup
copy job, and the restore VM process. If you have any problems during this procedure or notice
errors in the log file, please call eFolder Technical Support at 678-373-0109/1-800-352-0248
or submit questions to VeeamSupport@eFolder.net.

eFolder BDR for Veeam Hyper-V Continuity Cloud Guide Page 24 of 24



