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Process Overview

This Solution Guide will walk you step-by-step through the process of implementing your
customer’s StorageCraft ShadowProtect software with eFolder BDR for ShadowProtect'’s
services.

To complete this process for your customer, you will:

Assess the backup requirements of your customer.

Provision eFolder accounts for computers that will be backing up data remotely.
Install ShadowProtect on those computers requiring volume-level backups.
Prepare and then configure ShadowProtect to perform volume backups of OS and
critical server applications.

5. Configure eFolder Online Backup Manager to backup other files and your
ShadowProtect volume backup images.

e -

This Solution Guide will also briefly discuss how to

¢ Add managed computers to the ShadowProtect console,

» Connect and manage computers once they are on the ShadowProtect console,
» Activate a license,

o Create a new backup job,

o Configure ShadowProtect ImageManager,

* Restore, migrate, or virtualize servers,

e Restore individual files, and

* Recover from a disaster

If you have questions, wish to deviate from these guidelines, or have a different version of
ShadowProtect, please contact us first at support@efolder.net.
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1. Assess backup requirements

Assess the backup requirements of your customer by identifying the following:

Critical application servers, such as Exchange, SQL, and SharePoint

The recovery point objective for critical applications

Where to store volume backup images

Data that must be retained for years, because of compliance or company policy
Files that users may want to restore individually or access from the web

aadaaa

2. Provision accounts

a) Create an account as needed on the eFolder Web Portal.
For complete instructions, see Create an account using the New Account Wizard .

b) Verify that the correct versions of ShadowProtect and ImageManager are installed.
The Download Product Installers link is available in the top left corner of
https://msp.storagecraft.com/msp/

& Download Product Installers ~

STORAGECRAFT.

FOR pAANAGED SERVICE FROVIDERS

STORAGECRAFT.

STORAGECRAFT.

IMAGEMANAGER

c) Download eFolder Online Backup Manager, if needed, by hovering over Support on
the eFolder Web Portal and selecting Download Software. Select the desired version.
Scroll to the bottom of the page, click the Export Regulation Compliance box to
agree, and then click Download.

Home My Account My Partnership  Accounts Reports  Support Web Access  Logout
ﬁ & L-:l‘, (2] Account Quick Search: ID":"""”"'|':"E“:I Suf'twarel in {Auto) w | Search

Pass Phrase Recovery

Partner Center
CHOOSE YOUR QPERATING SYSTEM AND N

Support Center ]
©) Windows (32-bit) = Help ’
Elvindows (s4-bit) ©

) Linux x86 (32-bit)

) Linux x64 (84-bit)

) Mac 05 X (Intel)
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3. Install ShadowProtect

Install ShadowProtect on each server that requires volume backups.
Do notuse the PUSH install included with ShadowProtect. Instead, use the installable
package and install the complete package on your agents being backed up.

Note: The server must be rebooted prior to performing the first full backup.

4. Prepare to configure ShadowProtect

Prior to configuring ShadowProtect, complete the following preparation steps:

e Disable automatic defrag in the task manager.

e Do a defrag one time before the first full backup.

e Add exceptions to the firewall for ShadowProtect (or turn the firewall off).

e Set the ShadowProtect Service to run as the highest level admin, domain, or local admin.
(This setting is based on whether the protected server is in a domain or not.)

¢ Disable Shadow Copies on each of the volumes to be backed up.

5. Configure ShadowProtect

a) On the BDR desktop, click the ShadowProtect icon to open the ShadowProtect
Console.

b) Click the Management View tab.

i File Tasks View Options Help

i& leal;?rf' Management ViewI
%View S
2 Q O | & 3
il Metwork View Connect Disconnect | Add  Delete | Edit | Manage Install
|Computer |Cor1r1ectior1 Status |Last Backup | Mext Backup |Backu... |Backu... |

© 2015 eFolder, Inc. All rights reserved. Page 5
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Add additional managed computers to this console

1. To add computers which already
have a ShadowProtect agent installed
to this Management View console,
click the Add icon.

2. Enter data in the fields for Server
Name, Server IP Address, Group
name, Server Description (this can
be the server name), Domain (or
server name), User Name, and
Password.

3. When all fields are completed, click
OK.

The newly added computers which have

dowPratect -- | DESKTCR |

o o b .
%w«, = B Vi’ B mrm[gnwn-p--mmop][Bmupms--[nssnop][i* inations -~ [ DESKTOP ]|
(N | BT
i Network View ‘ Connect Disconnext Doleto | Edit ge| Inszall
- : Computer | Connection Status | Last Backup | Next Back
Y Maonitor (1)
AgentStatus  Gooch1 Faded:0  Ignored:0
@ 9/11/2014 9:01:0.. 5/11/201
| @ Eplore Backup T
&}, Dismount Backup | Server Neme Serveldl
Server Address 192168110
Group name Monitor
| Server Description  Servedl
Statug Disconnected
~ Auth Settings i
Domain Name Domain
User Name ServiceAccount
| Password i)
& Image Tools
é’:} License
Active oK Cancel

a previously-installed ShadowProtect agent will now display in the list on this console.

Connect and manage from this console

1. Highlight the desired computer and
click Connect.

2. After the computer shows
Connected, click Manage.

Note: When you are actively managing
a computer, that computer’s name
appears in new tabs along the top and
in the Window banner.

Also, notice that the license status for
the server you are currently managing is
now shown in the bottom left corner.

7 StorageCraft ShadowProtect -- [ DESKTOP | =8 X

= 3 Backup Jobs - Destinations -- [ DESKTOP ] | 5 Backup History -- [ DESKTOP ] |
= ¥ Wizards Management View 7 Disk Map -- [ DESKTOP | ]
* I 2 Q 9 5 |9
-+ WDisconnect | Add Deleie

Edit § Ma nstall
Connection Status Last Backup | Next Backup !Ba:lm...iBaciu‘..

Computer
() Local Machine (1)
Agent Status  Good:1  Failed:0  Ignored: 0

| ~  peskToP " Connected

.3, Explore Backup
& Dismount Backup
Image

.a Verify Image

& Image Conversion Tool

CAP ||NUM | SCRL

© 2015 eFolder, Inc. All rights reserved.
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Activate a license
1. To activate a license, first Manage the desired computer.
2. Next, click Help; then, click Product Activation.

3. Now paste the ShadowProtect Key (previously provisioned on the eFolder Web Portal) in
the Serial Number field.

7 StorageCraft ShadowProtect - [ DESKTOP | =@ &/ ]

iﬁ:'[ds\ﬁl:wqﬁms

% ) = 13 Backup Jobs - [ DESKTOP ] | W Destinations - [ DESKTOP ] | % Backup History - [ DESKTOP ] |
View = & Wizards # Management View ) Disk Map -- [ DESKTOP ]
& Network View 2 ¥ 3
Connect Disconnect | Add  Delete | Edit | Manage flinstall
@Tasks S |Computer |Connect\on Status Last Backup ‘Neﬂt Backup ‘Backu.‘. ‘Backu.‘. |

Local Machine (1)
@

8 Backup AgentStatus  Good: 1 Failed: 0 Ignored:0
& Restore

K @ DESKTOP i3 Connected @ 5/22/20... Never 0
'@ Explore Backup T

«1 Dismount Backup
Image

& MSP Activation [ =

Serial Number ) E21E-20DA-3614-F3CD |

Tools

'8 Verify Image
\B VerifyImag

& Image Conversion Tool

MSP Name: My Company Name

Customer Name: My Customer's Company

Computer Role:  Server Optional
example: Exchange Server

Status: Active

Restore
=
@ BrowseImage

@ Image Tools

“%p License

Active

CAP | NUM | |SCRL | .

Create a new destination
1. Before creating a new job, click on the Destinations tab.

2. Then click the Add button to create a new destination.

¥ StorageCraft ShadowProtect -- [ DESKTOP | o B = |

% : . /3 Backup Jobs - [ DESKTOP | U@ Destinations - DESKTOP ) JRSF Backup History -~ [ DESKTOP |
View ﬁ'WJzards = Tl EIIETIL W Igw @DEKM&F--[DESKTOP}

9 Network View A Q | B | % | @

Connect Disconnect] Delete | Edit | Manage | Install

J\;Tasl(s =) - | Computer T Connection Status |Last Backup |Mext Backup |Backu...| Backu... |

3 Backup Agent Status  Good:1  Failed:0  Ignored: 0

B Restore & DESKTOP 1 Connected @ 5/22/20... Never 0

\a_ Explore Backup

& Dismount Backup

Image

© 2015 eFolder, Inc. All rights reserved. Page 7
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W8 Destination -- [ DESKTOP | =]
3. Enter the destination path and the T—
ShadowProtect credentials in their @ Network Share -
respective fields. Destinaton Name:

4. Next, vgnfy thaT thg checkbox is clicked for | | inpate
the Verlfy destination access upon I%HmmLm,o'umelmages\sm, —

clicking OK field; then, click OK.

() Connect using the ShadowProtect Backup Service credentials

EI Connect using spedfic user credentials
Domain or Computer or NAS:

User Name:

Administrator

Qualified User Mame:
MNdministrator

Password:

erify destination access upon dlicking OK

7 StorageCraft ShadowProtect - [ DESKTOP ] (=@ % |

i File Tasks View Options Help

i " I View Disk Map -- [ DESKTOP ]
Create a new baCkup JOb %Viﬂ" & 3 Backup Jobs -- [ DESKTOP ] || i Destinati --[Dzsrrop]rgaxkupnaa-y--[nzsmomi
£ Network View | - [} Q | @
Execute Cancel Pause Delete Edit | Details Refresh

1. To create a new backup job, click the Pk ) . Tree St | Mot o e
Backup Jobs tab; then, click the New 3 £ i - (oe109) —

@ Exl

icon to start the Backup Wizard. oE

Welcome to the Backup Wizard!

This wizard wil guide you through the creation of a backup job.

Click Next to continue.

Press Next to continue

<Back [ Next > ] | Cancel

CAP | NUM SCRL| .

© 2015 eFolder, Inc. All rights reserved. Page 8
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2. Select the volume(s) for which you want to [ s zaier - oescror) L=
create images. Click Next to continue. vakumes to sack Up IS
pecify one or more volumes to backup &
Note: It is important that the volumes be 2=
. . | Drive Letter | Volume | File System |size Used Partition Type | Partition Flags
together in the same job. ErTrr—————
O *\ @ SYSTEM NTFS 100.00 MB 28.14 MB NTFS Act,Pri
. M CA @ 0S NTFS 457.33 GB 260.76 GB NTFS Pri
If you are running EXChange or SQL and M D\ 5 HP_RECOVERY  NTFS 824 GB 7.33GB NTFS. Pri
h I h I (BN @ HP_TQOLS FAT32 97.00 MB 5.28 MB Unknown (0x27) Pri
the logs are not on the same volume as B T BT TS
the apphcation database, the |Og$ will not 0 % s Dato NTFS 93151 GB  37901GB  NTFS Pri
truncate unless the volumes are
together in the same backup job.
<Back Il Next > Il Cancel
13 Backup Job Editor -- [ DESKTOP ] ==
3' If the target path is ona network Ba;p“e‘::’y“:::n:zm?dzn\magaandsa\ecta\oahonmsavathebadmp ?

share, click the down arrow and select

the deStiﬂatIOI’] previously Created. Select network location or browse to a local path
. . 4192.168.1.20\Velumelmages\Server, - Browse...
Click Next to continue. il o] |

pedfy image names

File Name Volume
SYSTEM_VOL =\ (SYSTEM)
c_voL c:\(0s)

D_vOL D:\ {HP_RECOVERY)

* Double-click to rename file, or select it and hit space or F2

<Back Il Next > | Cancel

(@ Backup — [ DESKTCP] e
4. On the Specity backup schedule screen: cpecy the backup schedule
-

a. Select Continuous Incrementals. Schede VS Incremental Bacups
@) Now sun Mon Tue Wed Thu Fri Sat
() Later
b. Setthe desired schedule. | Wee:a‘« Start ime:6:00:00 PM
i Mon

Additional Incremental Backups

|| | ® Gontinuous Inaementals sun Mon Tue Wed Thu Fri sat

The schedule on the top row will run a
1 i NOTE: You must use the Start taking backups at this tme: ~ 8:00:00 AM
Slngle Incremental baCkUp. gg:ﬂeﬁgﬁmlgﬁﬂ:?ager Stop taking backups at this tme:  6:00500 PM
Minutes between backups: 60 %

Use VS5 Backups per day: 11

The schedule on the second row will run
multiple backups according to the set
schedule.

c. Click Next to continue. " e —

© 2015 eFolder, Inc. All rights reserved. Page 9
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5. On the Options screen: - ST i
Options Ei::\‘
Specify the options you want for the backup image 6
a. We recommend that you select the
High compression method. Select Conpression Method: [5= -]
Enter Password [T use Password File Note: This option will encrypt the image file

Passwiord: | |

High has about a 50% compression
while Standard has about a 40%

Confirm Password; | |

; : soitimage fie] 640 < Mb
compression. | Sackup b tame
i Backup Comment
b. Confirm that the Split image file I
check box is unchecked (do not I
split the image files). | i
c. Click Next to continue. bk [ ves ] [ ca
L .

. Backup - [D
6. On the Wizard Summary page: S
Wizard Summary =
Please review the options you have selected before dicking Finish e(
a. Leave the Execute Now checkbox ‘
. . . Volumes and Backup Destinations: E
unchecked, This setting will run the Bi\ (. RECOVERY) 1 holmelmaged bescopo_voL
|n|t|a| backup at the neXt Backup options:
. Compression method: High
scheduled time. e EEaw

Maximum output file size: Automatic
Advanced options:

m

[ 1Indude free space

i ini Perfo Throtting: 100%
b' CIICk FI n ISh to Complete the new [E]rsé:n?'\losnd ;zhslzguent full backups are differentials
M G te MD5 file wh tir i il
backup job setup. ] cerrte Mg e her g o e
[x] Wirite Key File

[ 1 Generate volume bitmap
[ 1Enable Write Caching I
[

Note: If you wish to run the backup 1] Encic o esing st recovery
. . [¥] Auto execution of unexecuted task il
immediately, select the Execute Now

I Execute Nowl Click finish to begin the operation
checkbox.

< Back ] Finish ] Cancel

© 2015 eFolder, Inc. All rights reserved. Page 10
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Configuring ImageManager

ShadowProtect uses forward deltas that require periodic management. ImageManager is a
utility that consolidates hourly incrementals into daily incrementals, daily incrementals into
weekly incrementals, weekly incrementals into monthly incrementals, and monthly incrementals
into rolling incrementals.

%~ TIP: You will only need to install ImageManager on the computer that is physically storing

or managing the volume images. Typically, this is the same computer that is also using eFolder
Online Backup Manager to transfer the volume images to the cloud.

The strategy for efficient off-site disaster recovery backups is to have eFolder back up only the
daily, monthly, and rolling collapsed incrementals. The hourly and weekly incrementals will not
be backed up remotely.

The first step after installing ImageManager is to configure the settings.

1. Click the ImageManager icon on the desktop.

StorageCraft
Imagenants

2. Next, click the & Agent Settings.. | 1o near the bottom left comner.

3. Verify that ImageManager is set to run shortly after midnight, as in this example where it is
set to run at72:05 a.m.

.
&, Agent Settings for DESKTOP =5
General | Performance "Global Retentlon" Locations" Abou’i|
Processing
W RunImageManager processing work each day at: 12:05 AM :

Default Folder Credentials

Domain or Computer ar MAS: | |

Username: | |

Password: | |

Qualified Mame:

You can override these credentials for individual folders by setting credentials in the managed folder's
settings dialog.

Change Agent Password..

! Use global passward to open encrypted images: |

© 2015 eFolder, Inc. All rights reserved. Page 11
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Click the Global Retention tab.

Verify that Keep consolidated
daily image files is set to at

least 35 days.

Clear the last checkbox, Move
all consolidated image files to
a subdirectory instead of
deleting them. This checkbox
should be unchecked.

Finally, click Save.

5. Next, click Start
Managing Folder.

a.

Browse to the folder
that contains the
ShadowProtect image
files that you want to
manage.

Repeat this step for
each folder that you
want to manage.

,
m, Agent Settings for DESKTOP

General Perlnrmance'GlobaI Retentior{ILocatiom About

Automatically clean up backup image files inall managed folders:
) S . =]
Keep intra-daily image files for at least: ] Days (1-365)

[ ]
| 3512 Days (7-365)

Keep consolidated weekly image files [-ow) for at least: g Days (30-365)

Keep consalidated daily image files (-cd) for at least:

| Cleanup consolidated monthly image files [-cm)

Keep consolidated monthly image files for at least:

] Months [1-120)

ﬂMove all consolidated image files to a subdirectory instead ofdeleting them
[Mote: ImageManager always deletes intra-daily image files))
o ImageManager may keep image files longer thanthe days specified if they are needed for other

operations. For example, if you chose to remove Consolidated Weekly image files after 14 days, those
files are not deleted until a Consolidated Monthly image file is created that contains the files.

Cancel

Managed Folder Tasks

B Start Managing Folder.

& Stop Managing Folder
& \erification Settings..
& Consolidation Settings...
W Retention Settings.
08 Eolder Sattings..
Agent Tasks

B Connect to Agent..

=y Disconnect Agent

¥ Refresh

P Start Processing

=3 Motification Settings..
= Licensing.

©f Agent Settings..

Help Tasks

§» view Help Contents

s Managed Folder Settings L=
Folder Path: \

Description: r -
| | Browse for Folder

This folder requires authentication
B CA
¥z DA
B XA

& SRECYCLEBIN
Domain or Computer or NAS: B4 LocalDisk

# | LocalServerReplication
Useimeme 3 %} LocalVolumelmages
Password: ®-J Preload

@ )i System Volume Information
Qualified Name:

Use password to open images inthis folder:

Assign sort priority refative to other managed folders:

@ 2ssigning a sort priority will override columnsort orders af |
top of the managed folders list

© 2015 eFolder, Inc. All rights reserved.
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Customizing retention settings

If you have a system which requires a customized retention setting (different from the global
default), you can adjust retention values manually.

- Source Compuber &  Managed Falder Folder Size Fréé Space Image Files Volume Capacity: 331.51 GB
E_J & ynkngen i XaVolumelmages \Desktop 000 KB 925% 0
L

¥ Automatically clean up backug image files in this managed folder

Keep Intra-daily image fles for bt least: 7 B Days (1-385) &
Keep consolidated daily image files [-cd) for at least: 35 % Days (7-365)
Keep concolidated weskly image files (-cw) for ot least: 35 % Days (30-365)

=

e e . Cleanup consolidated monthly image fles (<m)

& Start Managing Folder.. Keep corsolidated monthly image files for at least: Momu (1-220)

® Stop M Fol
0P KIBANGNID CO I Move all comsoliciated image files to & subdirectory instead ofdeleting them

& \erification Settings..
-

(Note: Imagedanager ahiays deletss intra-gally imags fles)
Consolidation Settings_

e - @ imagenanager may kesp image files longer than the days specified ifthey are needed for other Operations,
B Eolder Settings.. For example, if you chose to remove Consolidated Weelkly image files after 14 days. those files are not
deleted until 3 Corsolidated Monthly image file is created that containg the files.
Agent Tasks

B Connect 1o Agent..

By Disconnect Agent
4_¥ Refresh J I

b Start Brocessing

(=3 Motfication Settings..
3 Licersing.-.
o agent Settings.

Hedp Tasks

&5 View Help Contents

a) Highlight the desired folder.

b) Select Retention Settings on the left side.

c) Click the checkbox Override global agent retention settings for this managed folder.
d) Adjust the desired settings.

e) Click Save when the new settings are complete.

© 2015 eFolder, Inc. All rights reserved. Page 13
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Configuring eFolder Online Backup Manager

1. To configure the Backup Manager, click the Online Backup icon on the BDR desktop.

)

S’

Unline
Backop

2. Select the My Account tab.
a. Enter the User Name and Password for the desired eFolder account.

b. Click the Test Connection button on the top right.

Fle Yiew Took Hels

= My Accounl i
Qj Hariage wour connection 5 the backun server 3 i £

Destination & Dats
'ﬁ R P W - ————r o
Conbrl Panel Lacal eraer:
Local D o

3 Forur Soemu sefin ga have been velfed
Arnzumt Cr = far doe seres bashugraeses agoreaehz o
23 L Pl 3
_._,] Paszward Chanegs Pesowond F
Fulcin
Cwia Erarypian
Q o shoukd verifp pour pas phraes often o nake sure Bt you Sar rersember il esectly. Ao, you shouk] save oo g pheis o Changs
reroesble meda or arcther compuiber for sefe keepeg. ez Preamm
Euinhli [rresr—,
[ Lo o, v g b e Ll S e
‘_& | st v thak encryption fr Local Disk vefy |
Ciption

Online Backup

& Reert M e

Note: Contact Technical Support if the Connection Verified window does not appear.

© 2015 eFolder, Inc. All rights reserved. Page 14
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3. To create a pass phrase:
a. Click Create Pass Phrase.
b. Enter a pass phrase that has a strength of 100 bits or more.

c. Verify that the checkbox Securely store the passphrase on the server in case it is
forgotten is checked.

| = |
Set Pass Phrase [30 characters] | J
Pass Phrase: 100 bits pass phrase strength! l oK ] Change Passwaord

Confirm Pass Phrase: 100 bits pass phrase strength!

Cancel
pecs Prvase svengtr: | [ conel |

Show my pass phrase as [ type it (above) Create
securely store the passphrase on the server in case it is forgotten, Pass Phrase

s this secure? Will someone be able to access my data? -
Store to Disk

The pass phrase is used to encrypt your data and must be remembered in order to recover your data. A
secure pass phrase consists of at least three words. It should also contain numbers and punctuation, Verify
which shauld be placed within and between words for maximum security. The phrase is case sensitive. =

You should always store the pass phrase on the server unless your security policy prohibits you from
doing so. Itis dually encrypted such that you will be the only person that can recover the pass phrase.
How does this work? What will I need to recover my pass phrase? et T Gayve

4. To store the Pass Phrase in the eFolder Cloud, create at least three questions and answers.
You can use the predefined questions or create your own.

Then, set the desired security level in the Security level field.

‘fou are saving the following pass phrase to server r21.sic.sc.efsdoud.net:443:

/| For additional security your pass phrase will be enarypted using your answers to a kst of security questions.
‘You should choose questions that only you would know all of the answers to and yet would never be forgotten.
Each additional question increases the level of security exponentially (answer at least 3 questions).

here for information on pass phrase storage and recov: it is secure and how it works),

Your name: Ryan Scott (optional; identifies who answered the questions)
Security de:lum:uhsﬂnmdehlauﬁsofhme to each security question

NOE MOre NI OUNng recovery

Date of birth?
Driver's license number? « 123456789
Type a question? Type the answer|

‘You must remember your answers exactly. Answers ignore capitalization and whitespace, but punctuation is
important (123-456 is not 123/456). When entering dates use a consistent format (such as mm/jdd/yyyy).

Page 15
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5. You can copy the questions and answers to

1 1 Pl ify that th r questi A " ber th
the clipboard so you can paste them into SN B SR st W i i X
your password Vault or Other |Ocat|on by be impossible to recover your pass phrase (under any circumstances).
clicking Copy to Clipboard. e b oo eyl Al e

Your questions and answers:

Q: Date of birth?

A: March 24, 1971

Q: Driver's license number?
A: 123456789

Q: Type a question?

A: Type the answer

What do you want to do?

Print: Print your answers and then proceed (recommended).

Copy to Clipboard: Copy your answers to the clipboard and proceed.
Proceed: Encrypt and save the pass phrase on the server.

Cancel: Return the dialog without doing anything.

WARNING: You must be able to type these answers exactly or you will not be able to recover
your pass phrase. Once your proceed you will not be able to see your answers again.

Print || CopytoCiipboard J|  Proceed

6. You can save the Pass Phrase to a text flle Your pass phrase is now securely stored on the server, As an
’ . . i R additional precaution against forgetting your pass phrase you
on a removable drlve, it deSIred, by clicki ng can also save your pass phrase to a USB thumbdrive (or other

removable media). This will prevent you from having to use our
pass phrase recovery service if you forget your pass phrase.
Would you like to save your pass phrase to afile?

Yes.

Yes: Save the pass phrase to a file (recommended).
No: Continue without saving the pass phrase to a file,

If you choose not to save the pass phrase to a file at this time
you can do this later.

7. To add the Volumelmages
folder to the folders that will be
backed up:

Folders and Files
Determmne which fokders and files are backed up o the server.

Backup Folders (any foiders within these folders wl also be backed up):

X Folder... @ |2| = Poicy Path | Comments | s
N [ |
. a z
a) Click the Folders button. m&t Ry st kg e B i . Y 20y a0 0 Ve RILIE:
b) ClICk Add. ;;;:;hhfuw: [=
. \_) = [l Desktop T . Volumelmages  X:\Volumelmages x
c) Browse to the X:\volumeimages ros G e
folder. ] o |pmem |
. Schedule oge '}
d) Click the green arrow to move N 5 § Lotk
the folder to the right side of . e

the screen.

e) Click Save.

Bl HP_RECOVERY (D3
il 051

) Ju eFolder-rklemetson
1, eFolder-rkiemetson.zip -

X: WolumeImages Hel- m

e o ez e (Lo ]

Online Backup

Tip: Use Visuakze! to graphicaly view and change backLp policies.
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8. Clear the checkboxes for
the columns that are not
configured for backups.
The icons in the three
columns indicate Cloud
Backup, Local Server, and
Local Disk, from left to
right.

a. Highlight the
Volumelmages folder.

b. Click Policy on the right
side.

c. Select Edit Policy.

9. Select Backup
ShadowProtect Images
from the Policy drop
down menu.

10. Click the Properties tab.

S
GlOIO(-."

Folders and Files [test]
Determine which folders and files are

Backup Folders (any folders within these folders will also be backed up):

| == | =ilfPolicy
H B Volumelmages Folder Policy

|Path
K:WolumeImages

Folder Mame on ... B3

|8 VolumeImages

R
E¥' Properties for Backup Obje

Backup Object: [ | Volumelmages [%:\olumelmages] ']

Policy | Properties

A policy spedifies what files/folders should be backed up via a list of indude/exdude rules, If more than one rule applies then the
highest numbered rule takes precedence (rules are applied top to bottom).

Editing rules for: | all backup destinations: -

<o | [ndude = |[Fies and Folders v Jwhose:
2., Exdude *.tmp ® = .
3, Exclude *.spi; .spi. bitmap; =b=i*=.md5 Relative = | pathname matches the wildcard:
4, Include *-cd. spi;*-cd. spi.bitmap; *-cd.md5 ir .= "
5. Indude *-cm. spi; *-cm.spi.bitmap; *-cm.md5 & '
&, Include *-cr.spi;*-cr.spi. bitmap; *-cr.mds
7. Include *-cy.spi; *-cy.spi.bitmap; *-cy.md5 End -
8. Indude * VM_*.spi;* VM_*.spi.bitmap;*_VM_*.md5 ; [C]older than  0.000 days
9, Indude regex:name:[0-9a-f]{5,}. "spf Newer than  0.000 days
10. Indude *System™Reserved *.spf —
11, Exclude Incrementals folders [[loider than ~ 5/20/2015

-
B Properties for Backup Obje

Backup Object: ’ . VolumeImages [X:\Volumelmages]

Policy I Properties I

4 Settings =
Global
Palicy: Backup ShadowProtect 1

Data History (File Versioning) -
Inherited: Yes
Inherited: 365

=l Limit Mumber of Versions to Store
Number of Days to Keep Historical...

Folder: Volumelmages

© 2015 eFolder, Inc. All rights reserved.
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S
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10. On the Properties tab:

a. Change the Number of
Days to Keep Historical
Versions to 7.

This will also automatically
change the Number of
Days.to Keep Deleted Files
to 7.

b. Change Disable Open
File Backup to Yes

12. Click Schedule on the
left panel.

a) Verify that Daily is
selected.

b) Set the time to about
1:00 AM and verify that
all seven days are
selected.

c) Verify that the checkbox
Cancel backup if still
running during
business hours is
cleared. This checkbox
should notbe checked.

Eile  Yew Took Help

file  Yiew TJeols Help

Online Backup

Schedule

;:6

Opaons

Schedule: Remote Backup
Manage when your files ane synchronized with the remote. :“

Folders and Files
Determing which

the senver. _

Backup Folders (any folders within these folders will also be badeed o)

=| Limi Nurnbaer of Versions to Store [ Inherted: Yes
Hurrbar of Days to Keap Hetorical Versions
Minerurm Humber of Versions to Keep Inherttad: 1
Magmum Number of Versions to Keap | Inhertad: -1
Number of Days to Keep Deleted Fles L
| Destroy Exchided Fies |1 inherked: ves
= | Backup Engine
Abways Check Block Fngerprns
= | Backup Session
Number of Retries for Entre Operation
| Number of Retries for Individual Fies
Number of Resume Retries
Defy Between Retry Attemots (semnds:l.
= Open File :

Inherited: Off

| Inhertted: 480

| Inhertted: 15

| Inherred: 400
Inherted: 60

Des
Disable Open File Backup

‘Whether or nat to disable open file backup for this folder and al of its
subfolders.

(omn | (ome ]

Schedule & one-time badap job:
(ot scheduled)

Options:

g N0 start backup during business hours

bancel badaup If stll rurving duning business hours
. ake: the computer to badkup your data

[Cistart backup orly iflogged on (advanced option)
] Uise supervisar service for schaduing

9 Revert [ sowe

© 2015 eFolder, Inc. All rights reserved.
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13. Click Options on the left panel. Then click the Bandwidth tab at the top.

@ Options
d Configure Onine Badwp according to your preference.

|3 nostcatire | €] veniong |

Contrel Panel Usage Mode Durng Off Hours Max | t=|
Usage Mode During Business Hours =di E' |
& Hoh Bandwidth Usage (Kbits/sec) 1000 l
Medium Bandwidth Usage (Kbks/sec) |
FrAemnt ||| Low Bandwith Usige (Kboesjsec) |50 I
Local Server Bandwidth Multpher 1.0 !
l‘) Local Dk Bandwidth Mulipher 0.5 |
Folders Local Dsk Max Disk Bandwidth (KB/sac) -1 [
=1 Business Hours i |
oAl | S m— 5
Schedule Ending Weekday Friday ||
= el L E— L L |
% Ending Trne IUG:EIO oM I
Options

|

a) Set Business Hours to an hour before and after normal working hours for your customer’s
employees.

b) Setthe Usage Mode During Business Hours field to Medium.

c) Then set Medium Bandwidth Usage to 25% of the customer’s upload speed.

d) Set the Usage Mode During Off Hours field to Max.

Note: If the client needs the Internet after hours, adjust these settings:
» Set Usage Mode During Off Hours to High.
» Set the High Bandwidth Usage to 75% of the customer’s upload speed.
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Create a preload (seed) drive

e Torequest a preload (seed) drive form eFolder:
Request a Preload (Seed) Drive Form

e For help completing the request form:
How to request a preload (seed) drive

e To create a ShadowProtect preload (seed) drive to ship to the eFolder data center:
How to create a ShadowProtect preload (seed) drive:

Restoring, migrating, or virtualizing servers

To restore servers (or migrate servers to new hardware) when you still have access to the local
ShadowProtect volume images, follow the normal ShadowProtect bare-metal restore procedure
using the bootable restore environment. If you have been backing up your volume images with
eFolder local or remote backups, you can use eFolder local or remote restore to restore your
.SPF and .SPl files if they ever become damaged.

You can also use StorageCraft VirtualBoot to quickly virtualize any of your backup recovery
points that are local. You can use the eFolder Continuity Cloud to virtualize your
ShadowProtect backups in our cloud, if you have previously signed up for this service. Contact
your Account Manager for detailed instructions.

Files that are remotely backed up to eFolder’s data center are protected by eFolder’s extremely
rigorous data integrity procedures. All remotely backed up data has an embedded
cryptographic fingerprint that is verified upon restore, certifying the restored file is exactly
identical to the backed up file. Additionally, we use block-level checksums to automatically
guard against and safely repair any silent data corruption that occurs with any electronic storage
device. eFolder also verifies the MD5 checksum that was generated by ShadowProtect to
ensure that the file that was backed up was not damaged. Your files are safe with us. If your
local “chain” of ShadowProtect incrementals becomes damaged, you can be assured that
eFolder will have a good, undamaged copy ready for restore.

Note: Use the notification and alerting features in the eFolder Web Portal so that you will be
alerted if any local ShadowProtect or cloud backups fail and need attention.

Restoring individual files

The eFolder restore wizard allows you to easily restore files and folders (for data backed up
directly with the eFolder Backup Manager) simply by logging in, checking off the data you want
to restore, choosing the point-in-time version, and choosing where you want to restore the
data.
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Recovering from a disaster
To recover from complete data loss at the local site:

1. Provision appropriate bare-metal or virtual machines for the server(s) you need to restore.
Make sure there is enough disk space to fully contain the restored volumes.

2. Use eFolder Web Access (select Online Access on the Web Access option on the main
menu bar in the eFolder Web Portal) to download the .spf and all .spi files for the relevant
OS and application volume image(s) to a portable USB disk or network share accessible
from the ShadowProtect bootable restore environment.

Note: Be sure to uncheckthe Include the deleted date and time in the restored filename
option, so that the restored files are named properly.

3. Use the ShadowProtect bootable restore environment to deploy the volume images to the
new bare-metal server or virtual machine. Or, if you have ShadowProtect 4 or 5 and used
ShadowProtect to backup all volumes of your server, you can also use the VirtualBoot
feature to instantly boot a virtual machine from the most current *.spi file.

4. With the server and critical applications fully restored, login and immediately change the
eFolder schedule to manual (if eFolder is configured on the machine).

5. Start the eFolder File Manager (by clicking the Control Panel tab of the Backup Manager
and selecting File Manager) to restore any remaining file-based data as needed.

6. With all data fully restored, set the eFolder backup schedule back to Weekly.

Additional assistance

We will assist you any way that we can. Please submit questions to support@efolder.net, call us
at 800-352-0248, or browse our Knowledgebase at https://secure.efoldering.com/support/kb/

S
C-lOlOC-!'

The People Behind Your Cloud
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