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Solution Overview

Important: This document applies only to AppAssure v5.4.X
If you are using AppAssure v5.3.X, please refer to the companion document
entitled eFolder AppAssure v5.3.X.

Using the eFolder AppAssure cloud, you can replicate AppAssure v5 data to the eFolder
Enterprise Storage Cloud, effortlessly scaling from terabytes to petabytes. In addition to
providing you with high performing AppAssure v5 Core servers, you also have access to
the eFolder Continuity Cloud that provides fast off-site virtualization of your replicated
servers and networks.

Definitions:

® FEach local Core that replicates data to the cloud is called a source Core or master Core.

* A hosted Core running in the eFolder AppAssure cloud is called the target Core or the
slave Core.

Enabling Encryption

Important: Before setting up replication, please ensure that encryption is
enabled on all agent recovery-point chains.
We will not accept any unencrypted data.

Adding an Encryption Key:

1. Navigate to the AppAssure 5 source Core and then click the Configuration tab.
2. From the Manage option on the Configuration tab, select Security.

Home Replication Virtual Standby Events Tools ~

Protected Machines v

Encryption Keys

& Repositories

" . !

3. Click Actions and then click Add Encryption Key.

®© Test Agent 1

2 * Actions

— Add Encryption Key

I Import
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The Create Encryption Key dialog box appears.

Create Encryption Key

Hame: |BDR1 Encryption Key

pﬂfnfrp h rase:; | SRS RRRRRRRRRERRERRBRNRRNRRRRRRRRRRREN

|
Description: |Er|c1,rrptic|n Key for client A |
|
|

Confirm Passphrase: | lullrlrlullulrl-------------r--r--------------.I

Make sure to store vour passphrase in a secure location for future reference. Data recovery will
not be possible without the passphrase. Appéssure 5 uses AES 256-bit encryption in the Cipher
Block Chaining (CEC) mode with 256-bit keys. There are no known methods to compromise this type
of encryption.

S cancel

In the Name field, enter a name for the encryption key.

In the Description field, enter a comment for the encryption key.
In the Passphrase field, enter a passphrase.

In the Confirm Passphrase field, re-enter the passphrase.

Click OK.

©NOo Ok

Note: AppAssure 5 uses AES 256-bit encryption in the Cipher Block Chaining (CBC) mode
with 256-bit keys. Using encryption is required for replication of data to eFolder. Store the
passphrase in a secure location, as it is critical for data recovery.

Without a passphrase, data recovery is not possible.
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To apply this encryption key to an existing agent:

1. Choose an agent which needs to be encrypted from the left pane of the console in the
Protected Agents section.

2. Click the Configuration tab for the agent and then click change in the Settings panel.

Summary Recovery Points Events 2.0 al Configuration v

Protected Machines v _—]‘ - ’ X
. 23 Setéings Settings > change
B Events Display Name: Test Agent 1
3% Retention Policy Host Name: bdr1
A Licensing Port: 8006
_.‘ Transfer Settings Encryption Key: Not Encrypted
Repository: Repository 1

The Edit Settings dialog box appears.

[
Edit Settings

[hzplay Hame: ||:rdr1

Host Mame: | bdr1

Port: 800

Encryption Key: 1ncur|e]|
BDR1 Encryption Key

(none)

h

3. Inthe Encryption Key field, select the appropriate encryption key from the drop-down
list.

4. Click OK.

Note: Only the subsequent snapshots (and Recovery Points) will be encrypted; earlier
snapshots will remain unencrypted.

Note: After you apply the encryption key, the next snapshot will be a base image, which
will be encrypted.
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To apply this encryption key to a new agent during initial protection:

1. From the Home screen, click Protect.

AppAssure Protect = Restore Export

Replication Virtual Standby Events Tools | Configuration ¥

Protected Machines

The Protect Machine Wizard dialog box appears.

2. Select Advanced and click Next.

r

Protect Machine Wizard

Welcome

Connection v

The Protect Machine wizard helps you to guickly and easily protect a machine.
Protection Choose the type of configuration.

() Typical

®) Advanced (show optional steps)

|:| Skip thiz Welcome page the next time the wizard opens.
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3. On the Connection page, enter the Host, User Name, and Password for the
machine you want to protect. Leave the default port at 8006. Then click Next.

Protect Machine Wizard

Welcome ¥ Connection

> Connectio
Click Hext to connect to the machine you want to protect.

Protection

Host: bdr1 B
Port: 8006

User Mame: Administrator

Password:

[

4. Enter the Display Name for the agent and select the desired option for the Schedule
Settings. Then click Next.

Protect Machine Wizard

Welcome ¥ Protection

C t v
TICEELEL This machine has been already protected by this Core

» Protection “fou may protect this machine by using the previous settings

Cisplay Mame: Test Azent 1 *

Schedule Settings: '@) Default protection (hourly snapshots of the all volumes)

() Custom protection

D Delete the existing Recovery Points
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5. Check the Enable Encryption checkbox.

Select your key from the Encrypt data using an existing Encryption key drop-down

list or create a new encryption key in the Encrypt data using a new Encryption key
field.

After you have selected or entered your key, click Finish.

Protect Machine Wizard

Welcome ¥ Encryption

Connection

You can encrypt received data with an Encryption key.
Protection

W
v \
> Encryption Enable Encryption

(®) Encrypt data using an existing Encryption key
Test E|

':::' Encrypt data using a new Encryption key
MName:
Description:
Passphrase:

Confirm Passphrase: *

Mote: Make sure to store your passphrase in a secure location for future reference.
Data recovery will not be possible without the passphrase!

Back Cancel
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Replication Setup Instructions

1. For each source Core, make sure that the Core is running a compatible version of
AppAssure. You should be using AppAssure version 5.4.2.228. This version should be
installed on all source Cores that replicate to the eFolder cloud and on all the agents
they protect.

Note: If the source Core is running a version of AppAssure that is newer than the version
running on your target Core, please contact Support and we will upgrade your target
Core to a newer version. You can download our recommended version of the AppAssure
software from the eFolder Knowledgebase by clicking AppAssure V5 Downloads and
License Keys here.

2. Next, configure replication on each source Core. To do this, log in to the source
Core's administrative console and click the Replication tab.

3. After the Replication tab has loaded, click on Add Target Core.

AppAssure Restore Export
| ication
DL

Virtual Standby | Events Tools ~ | Configuration ~

Protected Machines v

Outgoing Replication

® Test Agent 1

+ Add Target Core £ Settings

The replication wizard appears. Select the | have my own Target Core option.
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Replication Wizard

Targe coe

Details

Specify an existing Target Core or connect to the new one to which you want to replicate Agents

'L'::' | have a subscription to a third-party providing off-site backup and disaster recovery services
Host Name: * Port:
() | have my own Target Core

Host Name:  aa-myhostnamel.aa.sc.efé Port: 8006

User Name: aacoreuser

Password:

Cane

4. Enter the Host Name that has been assigned to you as well as your assigned User
Name and Password.

In the example shown, the Host Name is aa-myhostname1.aa.sc.efscloud.net

You should have received your assigned Host Name, User Name and Password when your
hosted target Core was provisioned for you.

5. Click Next

r 5

Replication Wizard

Target Core

Details

Specify an existing Target Core or connect to the new one to which you want to replicate Agents

':::' | have a subscription to a third-party providing off-site backup and disaster recovery services
Host Name: * Port:

(®) | have my own Target Core

Host Name:  aa-myhostnamel.aa.sc.ef6€  Port: 8006

User Name: aacoreuser

Password:
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6. Enter the New Replication Name for your source Core if the default is not
sufficient for identifying the source Core. Then click Next.

Replication Wizard

Target Core ¥ Details

Define whether you are setting up new replication or your Core has been migrated and you would like to repair
replication with aa-efstest2.aa.sc.efscloud.net

Mew Replication Mame: BDR1 *

My Core has been migrated and | would like to repair replication

|

7. Inthe Agents window, select the checkbox next to each agent that you want to
replicate to the target Core. Additionally, if you want to ship a local hard disk with the
initial set of data, check the Use a seed drive to perform initial transfer checkbox.
Then click Finish.

Replication Wizard

Target Core ¥ Agents
Details v

Choose Agents whose backups you want to replicate
> Agents

I!' Test Agent 1

‘ Repository

[ Use a seed drive to perform the initial transfer

Back el

© 2016 eFolder, Inc. All rights reserved. Last Updated: January 2016 Page 11



AppAssure v5.4.x Cloud Replication Guide

Note: If you send an initial “seed” or “preload,” make sure you follow the latest set of
instructions for performing an AppAssure preload here.

8. If you chose to use a seed drive for the initial data, the Seed Drive Location dialog box
appears. Select either Local or Network from the drop-down menu and then enter the
location path. If you selected Network as the location type, then provide the UNC
path and credentials to access the location. Then click Next.

Replication Wizard

Target Care Seed Drive Location
Details

TS v *fou can create a Seed Drive to perform the seeding process for transfer the big packet of base data
en

> 5eed Drive Location

Location type: Local |Z|

Location: D:\Foldername E
Exampie local path: D:\work\archive

[

9. The Seed Drive Options window will appear. You do not need to modify anything on
this screen. The defaults are correct. Click Finish.

F,

Replication Wizard

Target Core Seed Drive Options
Details

Agents

Seed Drive Location Recycle action: Do not reuse
»Seed Drive Options

Comment:

v
v
¥ Maximum Size: (®) Entire Target ©) [250
v

Add all Agents to Seed Drive

Build RP chains (fix orphans)

[ "] Use compatible format
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You can monitor the status of the copy (export) operation on the Events tab in the
console. Also, please be sure to follow all of the directions listed here when performing a
seed operation preload.

When the replication relationship has been established, the information on the
Replication tab should be similar to this:

Home Replication Virtual Standty Eveots Tools = Configuration «

Outgoing Replication

+ Add Tarpet Core 8 Settings

- £ @ aesisn

= £ Testagentt Establshed Mot yet replicated

Note: Replication of the base image (or incrementals, if you are doing a seed) will begin
for each agent after their next recovery point is received into the source Core.

Note: Replication will proceed in parallel for many agents at the same time. The default
level of concurrency is normally suitable for most customers. However, it can be
customized by changing the settings in the Actions > Replication Settings menu:

-
Set the Max. parallel streams to a

Replication Settings value that can be handled by the
network.

Cache lifetime (seconds):
- Each replication task opens this

WET oA ez T ST - number of TCP streams. If the value is
set too high, it can cause timeouts. If
the value is set too low, then

Max. transfer speed (MBJ/s): - replication is slower than what it could

be.
| Restore Defaults | | Cancel |

Max. parallel streams:

%

Rule of thumb: For every 1Mb of upload speed, increase Max Parallel Streams by 1.
* 1.5 Mbps Upload: 1 Max Parallel Streams
* 3 Mbps Upload: 2 to 3 Max Parallel Streams

Note that if you increase the Max. concurrent replication jobs, you may wish to decrease
the number of parallel streams. For example, you may want to use combinations of 2 and
4, or 4 and 2, and so forth. Having replication proceed in parallel to the cloud allows
better utilization of WAN bandwidth.
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Centralized Monitoring through Integration with the eFolder
Web Portal

You can optionally use features that integrate data from your source AppAssure Core into
the eFolder Web Portal. This allows you to:

1. Centrally monitor the status of all of your Cores from one cloud-based web portal.

2. Set up global alerting rules that generate emails or PSA tickets on warning or error
conditions.

3. Set up automated billing integration with supported PSA systems (coming soon).

We highly recommend utilizing the Web Portal integration functionality.
To use this functionality, you will first need a partner account created for you in the

eFolder Web Portal. After you have gained access to the eFolder Web Portal, follow
these instructions for each source Core:

—_

Use the Web Portal to create a new account with the AppAssure Core service plan.
2. On the source Core server, download and install the eFolder Backup Manager client

program. Note that you must use version 3.8.5 or later of the Backup Manager client.
3. Inthe Backup Manager, on the My Account page, configure the Web Portal account
User Name and Password credentials and then click Save.

£# online Backup Manager _ ||:||5|
Fie View Tools Help
P My Account [AppAssure]
iq
Manage your connection to the backup server
System Status
rDestination for Data
‘)ﬁ Remote Server: Ibadmpseruer.semrewebporml.net
- Test Connection
Control Panel Local Server: I(optmnal}
—— Local Disk: | (option) [
&
- Account Credentials
b7 g User Name: IEPPESSUFE-OOFE-EODOUﬂt Manage Account I
'Q Password: I.....................| Change Password |
Folders
Data Encryption
® For the privacy of your data, you must create a pass phrase before backing up your Create
data. Once created, you should save your pass phrase to removable media or Pass Phrase
g‘ another computer for safe keeping.
% Schedule Stare o Digk |
] I Use on-disk encryption for Local Server
g .E I Use on-disk encryption for Local Disk Verify
=
E Options
o =) Revert ﬂ Save
4

Note: You do not need to create an encryption pass phrase unless you also plan to use
the actual file-level backup features of the account instead of just the AppAssure Core
integration features.
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| File View Iools ﬂelp

@ Schedule: Remote Backup

Manage when your files are smdrdh‘édi

9 Remote Backup

% Perform the backup: But only on these days:
Control Panel (O Manually [# sunday
® Daily [w] Monday
@ Starting at this time: [Vl Tuesday
Sk = [w] wednesday
My Account e A [W] Thursday
This many times per day: [l Friday

O

System Status

Schedule a one-time backup job:

Folders (not scheduled) Cex

Options:

["1Do not start backup during business hours

["] cancel backup if still running during business hours
[]wake the computer to backup your data

[] start backup only if logged on (advanced option)
[W] Use supervisor service for scheduling

Online Backup

This will cause the Core information to be updated every hour in the Web Portal.
We do not recommend or support updating information more frequently than every hour.

5. If you have installed the AppAssure V5 Core in the default location, no further
configuration is required.

If you have not installed the AppAssure V5 Core in the default location, you must use the
Backup tab on the Options page to configure the location of the Core program.

| 2] Notifications | © | Versioning | % Backup | 7 Bandwidth | ¢ Advanced |
=l AppAssure Integration
Full Path to Core.Service.exe
After you have finished configuring the integration, the AppAssure Core information in
the Web Portal will refresh every hour. The information for the status of each Core and
each agent on each Core will appear on the Dash Panel report, allowing you to easily see
the last snapshot date or completed replication date for each agent and the status of all

backup, replication services, virtual standby services, and repository state and disk usage
information.
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Additional detailed information is available in the Web Portal about each individual
Core. You can view repository status, backup status, replication status, the progress of
any snapshots, replication jobs, seeds, consumes, or virtual standby jobs, as well as
detailed event log history.

To access this detailed Core information:
1. Click the AppAssure icon in the Account Summary tab of the Account Details pane in
the Account Center page.

| Account Summary H Service Plan Contact Information :\ Status Details \

Status Summary
dell.aa5-tisrccore [AppAssure CORE] on AA5S-T1SRCCORE (= 57 )
i!' Online backup (0.00 cB&x ™ 1=/ Ig L] [ %)
<) AppAssure CORE AA5-T1SRCCORE [5.2.1.46979]: 1 protected agent [33.07 GB].

Alternatively, on the Account List page, click the AppAssure icon in the last backup
column field for the account associated with your target Core.

ast Backup [CDT

Mewver [V]
# Today, 12 am [v] =G5S o

2. The detailed Core dialog appears.
The Home tab displays the status of protected and replicated machines, and repositories.

Home ” Events ” MNotifications l

AA5-T1SRCCORE

4 AppAssure CORE AAS-T1SRCCORE [5.2.1.46979]: 1 protected agent [33.07 GB]. 1 repository [385.18 GB; 2% used; dedup 4.27x].
CORE has 0 errors and 0 warnings.

W Protected Machines

Status  Machine Name Task Progress Protected GB # Recovery Points. Last Snapshot Repository

y aaS-tlsrc.aa.sc.efscloud.... (idle) 33.07 GB 4580 2012-09-25 01:59:30 pm Repository 1

e Replicated Machines

Status  Machine Name Task Progress Protected GB # Recovery Points. Last Snapshot Repository

E&! Repositories

Status  Repository Name Total GB % Used Protected GB # Machines. # Recovery Points. Dedup Ratio

.7  Repository 1 371.34 GB 2% [8 GB] 33.07 GB 1 460 477,
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The Events tab displays the detailed status of backup, replication, or virtual standby jobs,
plus the progress of active jobs.

The Notifications tab shows a history of the status state changes of this Core server (for
example, when error alerts and error resolution alerts were sent, and which of your
notification rules were triggered).

Home || Events ” Notifications l
7 Tasks
Task Status Start Time End Time
2 'Replicating 'aa5-t1src.aa.sc.efscloud.net to '"AAS-TIDSTCORE OK [0.0 GB] 2012-09-25 02:00:00 pm 2012-09-25 02:00:34 pm é
Succeeded: 'Replicating "aa5-tisrc.aa.scefscloud.net’ to 'AAS-T1IDSTCORE'
Start Time: Tue Sep 25, 2012 02:00:00 pm Rate: 0.11 MBisec
End Time: Tue Sep 25, 2012 02:00:34 pm Progress: 100%: 0.00 GB of 0.00 GB
Elapsed Time: 34 zeconds Total Work: 0.00 GB
Child Tasks
Tazk Status Rate Progress
\Updating agent metadata Succeeded Succeeded
Transferring Succeeded 0.11 MB/sec OK [0.0 GB]
Updating agent and volume(s) metadata Succeeded Succeeded
Transfer of volumes [[Volume Labeled "System Reserved’) C...  OK[0.0 GB] 2012-08-25 01:59:30 pm 2012-09-25 02:00:00 pm
'Replicating 'aa5-t1src.aa sc.efscloud.net to '"4AS-T1DSTCORE' OK [0.0 GB] 2012-09-25 01:54:58 pm 2012-08-25 01:55:29 pm
Transfer of volumes [(Volume Labeled "System Reserved),C...  OK[0.0 GB] 2012-09-25 01:54:25 pm 2012-08-25 01:54:58 pm
'Replicating 'aa5-t1src.aa.sc.efscloud.net to 'AAS-TIDSTCORE' OK [0.0 GB] 2012-09-25 01:49:58 pm 2012-09-25 01:50:28 pm
Transfer of volumes [[Volume Labeled "System Reserved),C... OK[0.0 GB] 2012-09-25 01:49:27 pm 2012-09-25 01:49:58 pm i
A Alerts
Date Meszage
@  2012-09-2503:00:00 am mmmmmm.m;mﬂmmmmMmmm &
@  2012-09-24 03:00:00 am mmmmmm.m:mﬂmmmmmmmmm
@ 2012.08.230200:00am mmphmmw Reason: There are no S0L Server instances configured for attachability
@ 2012-09-22 05:45:43 am TmMmM&ﬂmemmm.mSmsmmmmm
Q} 2012-09-22 05:45:41 am The Core service on AAS-T1SRCCORE has started

Note: If you prefer, eFolder technical support can set up the Web Portal integration for
your target Core (if we have not already done so).

Simply submit a ticket with your Web Portal username and the hostname of your target
Core, and we will take care of it for you.
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Partner Notifications

We highly recommend setting up partner notification rules in the Web Portal so that you
can be alerted when any of your Cores or agents have error conditions that need attention.

1. In the Web Portal, select Partner Notifications on the My Partnership menu.

v ¢Folder

Home My Account My Partnership  Acc

£ &Q @ Accour MY Brands

Partner Notifications

Integration Setup

2. On this page, click the (create a new notification) link.

Use this page to setup notifications for events generated by any account under your management. This simplifies monitoring as
you only have to configure notifications once for your partnership, rather than for each account. Motifications are also used to
push information to 3rd party systems, such as ConnectWise PSA (requires integration setup).

Showing 0-0 of 0 View ©

Action = Severities Event Types Action Details Comments

(create a new notification)

3. The Create Partner Notification page appears.

- I Cancel Back to Partner Notifications List
Setting Value Description

Notification Action |§end an email Izl What will happen when this notification is triggered.

’ Addresses where the email notification should be sent to.

Email Addresses |support@mymsp.com Separate multiple addresses with semicolons.

Whether or not to include notifications for accounts
associated with sub-brands of your brand. Only relevant if
you have more than one brand.

Include Sub-Brands  Yes

Whether events that represent successful actions should

Subscribe to OK Events | No trigger this notification.

Whether events that represent warnings should trigger

Subscribe to Warnings | Yes thie notiication.

Substrihe To Errors !Yes Whether events that represent errors should trigger this

B B ] BT E]

notification.
ribe ! Whether or not to subscribe to all types of events,
Subsc a AI1E.vent | Yes except for integration failures (note that the restrictions
ypes on event severity configured above still apply).
Comments | ] Any comments you want to make about this notification.
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The notification engine is powerful and can be configured to meet complex needs. We
show the simplest example above, wherein you can be notified when any warning or error
event occurs.

To configure ticketing and billing integration with your PSA system, please refer to the
corresponding eFolder integration guide for your PSA system, available in the Knowledge
Base in the eFolder Web Portal.

Managing Your Off-site Core

* You can manage and monitor the state of your target Core running in the eFolder
AppAssure Cloud by pointing your web browser to

https://aab- myhostname.aa.sc.efscloud.net:8006/apprecovery/admin/Core

(where aab-myhostname is the name of your Core).

*  You can also add your target Core to the AppAssure multi-Core management
console software and manage it centrally with your other Cores.

Setting Up Virtual Standby Jobs

Virtual standby jobs allow you to keep updated Hyper-V or VMware virtual machines (VMs)
that represent the latest version of your protected servers. These VMs are thus ready to be
started quickly in case the original protected server is no longer available. Please note that
virtual standby is only available for protected Windows servers at this time (version 5.3.7.68
or newer of AppAssure).

o If you are using a BDR appliance locally, we recommend setting up virtual standby
jobs on the source Core so the BDR can nearly instantly virtualize your protected
servers locally.

» If you are using a dedicated eFolder Continuity Cloud node, you can also set up
virtual standby jobs on your hosted target Core. This allows any protected servers to also
be virtualized in the cloud nearly instantly.

e If you are not using a dedicated eFolder Continuity Cloud node, you will only set up
virtual standby jobs when you have a need to virtualize a server in the cloud, after you
have been assigned your on-demand Continuity Cloud node(s).

Virtual standby VMs are updated after each recovery point is received by a Core and thus
are kept continuously up to date. Updates to VMs only need to apply the data blocks
changed within the received incremental recovery point; thus, updates to VMs usually
complete within a few seconds or minutes. The time required for the initial export depends
on the amount of data and other factors and might take several hours.
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To set up virtual standby jobs:

1. Log in to the source or target Core Admin Console and navigate to the Virtual Standby
tab. Then click Add.

Home Replication i Events Tools = | Configuration -

Virtual Standby

+ Add * Show Export Queue (0)

Machine Name Destination

The Export Wizard dialog appear

2. Select the agent for which you want to add a virtual standby job and then click Next.

Export Wizard

> Protected Machines Protected Machines

Select the protected machine that you want to restore.

Protected by Last Snapshot
select Core... |E|

‘ @ [ TectAgent1t BDR1 771712014 5:08:30 PM
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Export Wizard

Protected Machines ¥ | Destination

» Destination
Choose the target machine that you want to restore.

Recover to a Virtual Machine
Hyper-¥ E

Click Next to connect to the Hyper-v server

) Use local machine

@ Remote host:

Host Hame: hyper-v-hostname Port: BO10

User name: ContinuityCloud

Password:

3. Select the target host machine type you want to export the agent to.

4. When configuring the Hyper-V export, for Hyper-V-powered BDR appliances, click Use
local machine. Forthe eFolder Continuity Cloud, in the Hyper-V Host Name field,
enter the AppAssure private IP listed in the Private- IPs.txt file on the desktop of your
Continuity Cloud node.

5. Inthe User name and Password fields, enter the credentials you were assigned
for the Continuity Cloud node. Then click Next.
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Export Wizard

Protected Machines ¥ Virtual Machine Options
Destination v

Select settings for new Virtual Machine
>VM Options

Volumes

VM Location: X:\WMs\Machines\TestAgentl *
VM Name: TestAgent] *

RAM: @ Use the same amount of RAM as the source machine
) Use a specific amount of RAM: ME
Disk format: @ VHDX
© vHD
Perform initial ad-hoc export

6. Inthe VM Options window, in the VM Location field, choose a path that is local to the
Hyper-V server. Then specify the VM Location, enter the VM Name, choose the
amount of RAM to use, and finally select the disk format.

Note: On eFolder Continuity Cloud nodes and eFolder BDR appliances, choose a
directory on the “X" volume such as X:\\VMs\Machines\agentname.

Note: In the VM Name field, spaces are not allowed in the name.

IMPORTANT! The directory should be unique to the name of the protected server
for which you are configuring the virtual standby job.

Make sure the server name is part of the directory path.
For example, in this case, we are using X:\VMs\Machines\TestAgent1.

7. If you want the virtual standby export to begin immediately, check the Perform initial
ad-hoc export checkbox; otherwise, the export will begin after the next recovery
point is received for this agent. Then Click Next.
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8.

In the Volumes window, select the volumes you want to export for the Virtual
Machine. All volumes are recommended for the VM to operate properly. Then click
Next.

r

Export Wizard

Protected Machines Volumes

Destination

Select the volumes that you want to recover to Virtual Machine
VM Optons v g

& (Volume Labeled Syste. 5623 MB used of 100 MB

L 39.35 GE used of 39.9 GB

[

9. The Summary window appears. Click Finish.

Export Wizard

Protected Machines Summary
Destination

VM Options

v
v -
You have successfully completed the Export Wizard. To start export and close the
v wizard, click Finish

v

Volumes

Back T

b

You can monitor the progress of the virtual standby export jobs in the Events tab in
the management console. Note: For replicated agents on the target Core, the initial
replication must fully complete (or the initial seed must be fully consumed) before
you can configure virtual standby.
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Increasing Your Available Off-site Storage

* Toincrease the amount of storage available on your hosted target Core, please send
a request to aasupport@efolder.net and include your assigned Core hostname and
how much storage you need.

e Storage is always provisioned in blocks that are multiples of 100 GB.

* Usually, additional storage can be added by our engineering team without needing
to reboot your target Core server. Our team will notify you when the additional
storage has been added; no additional work is required on your part.

* Please note that eFolder bills partners and end-users based on the total amount of
storage that has been provisioned for your target Core.

eFolder Continuity Cloud

The eFolder Continuity Cloud is provided to partners and end-users and is billed on a per-
use, as-needed basis.

To access the Continuity Cloud, send an email to casupport@efolder.net to request access.

If your servers are down and you want after-hours access, be sure to follow the instructions
in the ticket autoresponder email to escalate the ticket to the highest priority status.

When you are granted access, you will be given credentials and an IP address that gives you
remote desktop access to one or more Continuity Cloud physical nodes. These physical
nodes are running Hyper-V and allow you to quickly virtualize your Virtual Standby jobs. You
will be assigned public IPs that are pre-routed into a WAN-DMZ network accessible by your
Continuity Cloud nodes. You will have access to a virtual router and firewall that will allow
you to easily route traffic from the WAN- DMZ to and from a custom virtual LAN.

For detailed instructions on how to use the eFolder Continuity Cloud, please refer to the
eFolder article entitled AppAssure Continuity Cloud Guide.
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Additional Assistance

For issues or questions regarding AppAssure V5 software:
e If you purchase licenses from AppAssure directly, please contact AppAssure technical

support at (703) 480-0100 or support@appassure.com
* If you purchase AppAssure V5 licenses through eFolder, please contact eFolder
technical support by emailing support@efolder.net or calling 800-352-0248

For eFolder Continuity Cloud or to troubleshoot network, replication, or CORE servers:
» Email eFolder Support at aasupport@efolder.net
o Call us at 800-352-0248

Additional information is also available:

e efFolder Partner Portal
® Support Page at http://www.efolder.net/support/.
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