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TECHNICAL INSTRUCTIONS

Process Overview

1. The eFolder file manager tool decrypts the encrypted bare-metal backup images used to store
ShadowProtect files (e.g., *.spf, *.spi) onto an eFolder Continuity Cloud node’s local storage.

2. StorageCraft VirtualBoot then quickly virtualizes each server (in less than 5 minutes.)

3. The virtual firewall can now be configured to properly setup the desired networking and port
forwarding.

Decrypting and Restoring the ShadowProtect Backup Images
In this step, eFolder’s file manager tool decrypts your backed up ShadowProtect data.
Communication will happen across eFolder’s internal data center network, resulting in much faster

transfer speeds than when restoring over the Internet.

To begin, start the online backup file manager on the desktop:

.
mr’

Online Backup
File Manager

Login to the eFolder Online Backup File Manager with the account username and password associated
with the BDR you want to restore data from. (If you have multiple BDRs, repeat this section of
instructions for each BDR from which you are restoring).

## 0Dnline Backup File Manager =]

Welcome to the Online Backu

|dse this program bo restare data From the s
the server permanently. Enker your account

SEFVEr! Ibackupserver.securewebportal.net:54TE| j

User Mame: | myusername]

Passwl:lrd: I LIL Ll Ll ll ] ]}

Restare From Disk: I J

= Back I Tk = I Cancel

Online Backup
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Click Next, and then choose Restore Data:

Restare Data

Check the server(s) that you want to restore data for and click Next:

# Online Backup File Manager

Restore Data: Select Folders .
Spedfy the folders and files that should
Folder |Filename 2 Size |Datel |
[ @@50ftwareSettings || C_vOL-b001-i001-cd.mdS 1K 12425,
=1-M 3 volumeImages vl § C_voL-boo1-i001-cd.spi 3,519,050 KB 1225,
2 1+ | || €_voL-bon1-i025-cd.mdS 1 KB 1226,
1§ c_voL-boo1-i025-cd.spi 6,769,641 KB 12/26,
|| €_¥OL-b001-i043-cd.mdS LKB 12§27,
[§ c_voL-boo1-1043-cd.spi 4,361,595 KB 1227,
V| | C_¥OL-b001-i073-cd.mdS L KB 1228,
[ C_voL-b001-i073-cd.spi 6,975,281 KB 12/28,
|| €_vOL-b001-i097-cd.mdS 1 KB 12429,
W] ' c_voL-bo01-i097-cd.spi 3,892,485 KB 12/29,
|| €_vOL-b0D1-i121-cd.mdS L KB 1230,
% § c_voL-boo1-i121-cd.spi 3,968,903 KB 12430,
.é Wl | | C_vOL-bOD1-i145-cd-cm.mdS 1 KB 12431,
v \§ C_vOL-b001-i145-cd-cm.spi 10,933,384 KB 12/31,%
I B T 3| ki | >
£
e <Back [ Next> cancel |
C
/%

Adjust the options to restore all data to the X:\RestoredData folder. Uncheck the options to Include
deleted files in search and to Include the deleted date and time in the restored filename:

## 0nline Backup File Manager [_ [T =]

Restore Data: Options

Specify where ko restare the data and how

r~Location to place restored folders and files:
" Original locations (will be restored to the same place they were backed up From)

o W i I s \RestoredData

—Yersion Contral (select which version should be restared):
¥ Mast recent data {the current version of each file will be restored)

" Daks as it existed at or befores | 201002012 < || 4:45:35FM = (only before this)
" Datamatching date nearest to: | 211/2012 = || 414535 P = (befars or after)
[ Include deleted files in search; [ howeser, exdude deleted files nat matching point in time

[~ Include the deleted date and time in the restored filename (if applicable)
I Include the version date and time in the restored Filzname

rIncremental Backup Cache (adwvanced use onliy -- domot change unless direcked):

I | Rebuidincremental backun cache Fle listing instead of restoring

< Back I Mext > I Cancel

Online Backup
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Click Next, and change the number of concurrent connections to 5:

¥ Dnline Backup File Manager M=] E3

Restore Data: Options

Specify how to treat existing files and how to create

—How existing files should be treated when restoring a file to the same location:

£+ Prompt for action (show a dialog box asking whether to overwrite or skiphi

£ Owerwrite without asking if restored File is more recent

= Owerwrite without asking

" skip withaut asking

™ Mave ta this folder: | J

—Subdirectary creation options (advanced; onby if you're specifying the restore location):
£ Flat (all files will be placed in the restore location; conflicking files will be renamed)

& Minimalized {only the subdirectaries needed to seperate the files will be created):

DocsiLetters) Template, doc -»  <restore path>iLetters, Template, doc
Docsity MusichSample.mp3 -=  <restore path=iMy MusiciSample.mp3
= Full reconstruction (the entire path of each file will be appended to the restore location):
DocsiLettersiTemplake. doc -  «restore path=iDocsiLetters) Template.doc
DocsiMy Musich3ample.mp3 -»  «restore path=\DocsiMy MusiclSample.mps
(e,
= —Restors perfarmance:
=
% Murnber of concurrent connections: |5 ﬂ
[as]
u
=
= < Back I Mext = I Cancel |
&
v
Click Next, and wait for the list of files to be restored to appear:
e Backup File Manager M=] B3

Restore Data: Confirm Information

Review the information to ensure that i is correct.

iThe most recent version of each Folder or file wil be restored. -
Yo will be prompted what to do before overwriting existing files,
Only the subdirectories that are necessary to avaid naming conflicks will be created,
176 files ko restare:
Restare current version of file Yolumelmages/YMH2C_WOL-b001-i145-cd-cm,mdS {uploaded 01/01/12
Restore current wersion of File YolumelmagesYMHZIC _WOL-b001-i145-cd-cm.spi (uploaded 0101712 1
Restore current version of file YolumelmagesYMH2C_WOL-b001-i146-cd. mds (uploaded 010212 12;
Restore current wersion of file YolumelmagesWMHZC _WOL-b001-i146-cd. spi {uploaded 0170212 12:0!
Restore current wersion of file YolumelmagesYMH2C _YoL-b001-i170-cd.mds (uploaded 01/03]12 12:
Restare current version of file Yolumelmages/WMH2C_WOL-b001-i1 70-cd. spi (uploaded 010312 12:00
Restare current version of file YolumelmagesYMH2C _YOL-b001-i194-cd.md5 (uploaded 0104/ 12 12;
Restore current version of file Yolumelmages/YMH2C_WOL-b001-i194-cd. spi {uploaded 010412 12:00
Restore current version of file Yolumelmages/YMH2C_WOL-b001-i218-cd. mdS (uploaded 01/05/12 12:
Restore current wersion of file YolumelmagesYMHZC _YOL-b001-i2 18-cd. spi {uploaded 0170512 12:0!
Restare current version of File Yolumelmages/YMH2IC_YOL-bO01-i242-cd. mdS (uploaded 01/06/12 12:
Restare current version of file Yolumelmages)YMH2C _YOL-b001-i242-cd. spi {uploaded 01 /0612 12:0!
Restore current version of file Yolumelmages/WMH2C _WOL-b001-i266-cd. mdS (uploaded 01/07/12 12:
Restore current version of file YolumelmagesYMH2C_WOL-b001-i266-cd. spi {uploaded 010712 12:0!
Restare current version of file Yolumelmages YMHZC_WOL-b001-i290-cd.mdS (uploaded 01 /0812 12:
4 |

Jl |

< Back I Eestore:al Cancel |

A

Online Backup

To start the restore (decrypt) process, click Restore.
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You will then immediately be prompted for your encryption Pass Phrase.

Enter the correct encryption pass phrase for that account, and click OK. If you do not know your
encryption pass phrase, use the online backup manager to initiate the pass phrase recovery. (This
recovery option is available only if you chose to allow pass phrase recovery when you setup the

online backup account).

Enter Pass Phrase ]

,;3." Please enter your pass phrase associated with the file listed below. The
@ pass phrase will be remembered for the rest of the restoration process.

File on Server:  C_YOL-b001-i145-cd-cm.mdS
Last Modified: 1/1/2012 12:05:32 AM {Current Yersion)
File Size: 1 KB

Pass Phrase: ||

If any files are encountered that were encrypted with a different pass
phrase you will be prompted again. You may also choose to skip this file,
or to skip all remaining files requiring a pass phrase not yet entered.

oK Cancel | Skip File I Skip all Filesl

Now wait for the data to be decrypted:

& Online Backup File Manager Hi=] B3
Restore Data: Downloading Files
Please wait while the data is downloaded From
Restoring files from account efolder-atl-vmh2 on server 38.101.148.20:5470
Show progress for: Iconnection number 1 =l
VolumeImages/VMH2{C_YOL-b001-i145-cd-cm.spi -> 1\?\%:\RestoredData\C_YOL-b001-i145-cd-cm.spi
[
00:16 elasped 206,492 KB of 10,933,383 KB {1.9%) at 12,503.8 KBjs 14:17 remaining
File 2 of 176
[
01:13 elasped 409,192 KB of 439,915,329 KB (0.1%) at 26,608.0 KBfs 04:35:17 remaining
_ ] (& ] Date and Time  / l Code | Message -
{) 1 02/1112 05:03:32 PM Restoring 176 files from account efolder-atl-vmh2 on ser__|
g‘ @) 1 02/11/12 05:03:32 PM Restoring file YolumeImages/¥MH2{C_YOL-b001-i145-cd
% @) 1 02/11/1205:03:32PM 30006  Incorrect pass phrase (fingerprints do not match) {eFS:c
g ¢) 1 02/11/12 05:04:29 PM Restoring file VolumeImages/¥MH2{C_YOL-b001-i145-cd »
o « | »
£
(':—:) < Bach, HEXt > el
/4
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Once decryption is finished, click Exit to close the file manager:

§# Online Backup File Manager _ (O] X] i

Restore Data: Operation Comp!
Review the log for any errors or warnings ;

w The restore process finished with no warnings and no errors (Saturday, February 11, 2012 05:25:20

16 files were restored.

I e I Date and Time ¢ ] Code l Message -~
¢) 1 02/11f12 05:10:05 PM Restaring 16 files from account efolder-atl-vmh1 on serv
{ 1 02/11/12 05:10:05 PM Restoring file YolumeImages/ATL-YMH1/C_YOL-b001-i14
:i) 1 021112 05:10:05PM 30006  Incorrect pass phrase (fingerprints do not match) {eFS:(—
'@ 1 02/11/12 05:10:13 PM Restoring file YolumelmagesfATL-YMH1/C_YOL-b001-i14
1 0201112 05:10:13 PM Restored file YolumeImagesfATL-YMH1/C_YOL-b0D1-i14¢
@ 2 02/11/1205:10:13 PM Connecting secondary connection #2 to the server...
3 02/11/12 05:10:13 PM Connecting secondary connection #3 to the server...
Q 4 02/11/12 05:10:13 PM Connecting secondary connection #4 to the server...
% | S 02/11/12 05:10:13 PM Connecting secondary connection #5 to the server...
% { 1 02/11/1205:10:13 PM Restoring file YolumeImages/ATL-YMH1/C_YOL-b001-i14
g [ E 3, 02/11/1205:10:13 PM Restorina file YolumeImages/ATL-YMH1/C YOL-b001-i14 T
o 4 »
=
= < Back I Start Over I Exit |
g 4

Starting the Virtual Firewall

To start the virtual firewall, on the desktop click the VirtualBox icon:

Highlight the Virtual Firewall VM and click Start:

% Dracle ¥M virtualBox Manager 9[=] E3 h
File Machine Help

{:B % {"? %) petals (2 Snapshots

New  Ssttings att | Discard

VirtualFirewall 5| General 5 preview -
© P off

Name:  VirtuaFirewal
QS Type:! FreeB3D

System

Base Memory: 512 MB

Boot Order:  Floppy, CD/DYD-ROM,
Hard Disk

Acceleration: WT-xfAMD-Y, Nested
Paging

A

VirtualFirewall

Display
Viceo Memory 7MB
Remote Deskkop Server: Disabled

(2 storage

IDE Controller
1DE Primary Master: virtual Frewall.vdi (Normal, 4,00 GR)
IDE Secondary Master (CD/DYD):  Empty

e Audio

Host Driver: windows DirectSound

N K
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The virtual firewall will take about 60 seconds to boot. When it's booted, you should see a menu similar
to the example below. Close the VirtualBox Manager GUI, but do not close the window for the Virtual
Firewall VM itself:

Y Oracle ¥M virtualBox Manager
File Machine Help

[yt Al
{:} C% N {23 Detals (& snapshots

Mew  Seffinns Show Discard

Machine Devices Help
[Starting DN3 forwarder...domne.
onfiguring firewall
[Starting OpenNTPF time client...done.
aenerating RRD graphs...done.
[Gtarting CRON... done.
Starting -susrrlocalretesre.dshyperv-reinit-network.sh...done.
Bootup complete

reeBSDrsamdb4 (pfsense.efscc) (ttyvd)

=% Welcome to pfSense Z2.0.1-RELEASE-pfSensze (amdb64) on pfsense ==

WAN (wan) - emd
LAN (lan) -» eml

-> 172.26.128.3
->» 192.168.0.1

Logout (33H only) Shell
fissign Interfaces pf Top

Set interface(s) IP address
Reset webConfigurator password
Reset to factory defaults

Filter Logs
Restart webConfigurator
pfSense Developer Shell

Reboot system
Halt system
Ping host

Upgrade from console
Enable Secure Shell (sshd)

‘nter an option:

ORI @B 4

VERY IMPORTANT: You must stay logged into Windows for the Virtual Firewall (and any
other VirtualBox VMs) to continue to run. Do not log out when you are finished with your
remote desktop session, but rather disconnect from the remote desktop session instead.
This will allow the VMs to continue to run.

© 2016 eFolder, Inc. All rights reserved. Last Update: June 2016 Page 8
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Managing the Virtual Firewall

Now that the Virtual Firewall VM is running, click the icon on the desktop to access the
management interface.

&

Virtual Firewall

For help with this step, please see the Continuity Cloud Virtual Firewall Guide.

Once the virtual LAN network settings and firewall policies are configured, resume the next
step.

Virtualizing Restored Servers

Once your ShadowProtect data has been fully decrypted, it is ready for near-instant virtualization.
To do this, use the StorageCraft VirtualBoot feature to create a VM for each server you want to
virtualize.

First, click the VirtualBoot desktop icon to start the program:

.
»
&

WirkualBook

Click Next to begin:

Welcome to the VirtualBoot wizard!

ShadowProtect VirtualBoot makes it possible to quickly boot backup
images within a virtual machine. The virtual machine's hard disks contain
the contents of the selected backup images, without the need to
convert the backup images to a different file format and without the
lengthy restore operation. The ShadowPraotect backup jobs within the
booted virtual machine can continue protecting any new data with fast
incrementals, adding them seamlessly to the existing backup image file
chains.

~ ATTENTION: Supports VirtualBox 3.1.0- 3.2.12 and 4.0.2 - 4.0.4.
| Requires at least 1GB of available RAM on the host machine. For 64 bit

d VMs, ¥T-x or AMD-Y must be enabled in the host machine's BIOS
settings.

Press Next to continue

| < Back I Mext = Cancel
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Click Add Image File.

® ShadowProtect YirtualBoot Wizard

Backup Image List

Specify the backup image files which will be used by the virtual machine. An image

containing Windows must be specified as the boot volume,

Remoyve Image file |

[ AddimageFie |

Specify Boot Yalume |

Boot l Drive l Image File ] Machine

l Creation Time I

< Back | fext > I

Cancel |

Z

Browse to the X:\RestoredData\Volumelmages\ServerName folder and select the incremental file that
corresponds to the operating system volume for the desired point in time you want to virtualize:

Y

Lookin: | | ATLAMH

MName - |v| Date modified

2 < s A v

|=| Type |~

2

Receni Places

-

\F c_voL-b001.spf
7 C_vOL-b001-1145-cd-cm.spi
'F c_yoL-b001-i146-cd. spi

OL-b001-i170-cd, spi

12124/2011 10:4...
12/31/2011 10:0...
1/1f2012 10:01 PM

(22012 10:04 PM

ShadowProtect ...

ShadowProtect I...
ShadowProtect I...
ShadowProtect I..,

Desktap "7 System Reserved_YOL-bOD1 . spf 12f24/2011 11:1... ShadowProtect ...
"7 System Reserved_YOL-b001-i145-cd-cm.spi 12/31/2011 10:0... ShadowProtect ...
E "7 System Reserved_YOL-b001-i146-cd.spi 1/1/2012 10:01 PM  ShadowProtect I...
{ibraties "7 System Reserved_YOL-b001-i170-cd.spi 1/2/2012 10:04 PM  ShadowProtect L.,
i
A
Computer
< | 2
File name: [ C_vOL-b001-170-cd.spi =l Open |
Files of type: |ShadowProtect Backup [*.spf,” spi) _:I Cancel I

Once you click the Open button, any dependent volumes should be automatically add

© 2016 eFolder, Inc. All rights reserved.
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Make sure that no drive is listed more than once. Click Next.

®® ShadowProtect YirtualBoot Wizard B3

Backup Image List
Specify the backup image files which will be used by the virtual machine. An image
containing Windows must be specified as the boat volume.

Add Image File | Remove Image File I Specify Boot Yolume I
Boot Drive | Image File
¥ARESTOREDDATAWOLUMEIMAGES\ATL-YMH1VC_YOL-B001-1170-CD,SPI
No X:\RESTOREDDATA\WOLUMEIMAGES|\ATL-YMH1\SYSTEM RESERVED_VOL-BO0D1-117
< | i3
< Back l Next = | Cancel |
4

Specify the operating system, uncheck the Automatically start the new virtual machine option,
choose how much RAM is to be allocated to the new VM, and specify that you do not want a network
adapter. Then, click Next.

¥ ShadowProtect YirtualBoot Wizard B3
Options

Specify how the virtual machine is created H __.i

SOP

Specify the operating system for the new virtual machine:

|windows 2008R2 (64 bit x64) =

IV automatically create the new virtual machine

I~ Automatically start the new virtual machine after creating it
Specify the name of the new virtual machine:
| ATL-YMH1

Specify the amount of memary {(RAM) to be allocated to the new virtual machine:
| 8192 MB

Specify the ¥M's network adapter type:

|No Metwork Adapter LI Advanced |

< Back | Mext = | Cancel I

/4
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A summary will appear:

# shadowProtect YirtualBoot Wizard [ X |
Wizard Summary :
Please review the options you have selected before completing this wizard T
VOLUMES

|»

Volumes from the following backup images will be available within the YM:
Boot VYolume: %:\RESTOREDDATAYOLUMEIMAGESIATL-YMH1YC_YOL-BOD1-I170-CD,SPI
Data Volume: X:\RESTOREDDATAYOLUMEIMAGESIATL-YMH11SYSTEM RESERVED_YOL-BO

OPTIONS

The virtual machine operating system will be:
Windows 2008R2 {64 bit x64)

The virtual machine will be created automatically.

The new virtual machine's name will be:
ATL-YMH1

The megabytes {MB) of RAM allocated to the virtual machine will be: A
8192

Network Adapter: =
< | v

< Back I Finish I Cancel I

Finally, click Finish. The new VM will be prepared for booting. This should only take a minute

™ ShadowProtect YirtualBoot - Configuring Backup for ¥ Boot

Target Wolume: Z

Skakus: Starting HIR. Configuration. ..

[

Cancel

Once it's finished, you should see a success message:

¥irtualBoot - Success

The wirtual machine "ATL-YMH1" was successfully created.

After you have gone through the VirtualBoot process for all servers that you want to virtualize,
start VirtualBox by clicking the icon:

s

VirtualBox

© 2016 eFolder, Inc. All rights reserved. Last Update: June 2016 Page 12
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Select each server and choose Settings:

'I Oracle ¥™ YirtualBox Manager M= E3
File Machine Help

{:} {i} % \J:L/ {23 Detals (2] Snapshats (1)

MNew  Settings  Start  Discard

g‘ VirtualFirewall =] General =] preview =

Runaing

Mame:  ATL-WMHL
05 Type: Windows 7 (64 bit)

System

Base Memory: 5192 MB

Boot Order:  Floppy, CD/DVD-ROM,
Hard Disk

Acceleration: VT-x/AMD-Y, Nested
Paging, PAEINX

ATL-VMH1

@ Display
Wideo Memory: 8MB
Remote Deskkop Server: Disabled

(3 Storage
IDE Controller
IDE Primary Master: ATLWMHI _Disk_0_wM_{f880c755-8272-4308-babd-
c8bd0d600e47 - _HD_{3bShaedc-0845-460F-3b14-
dda7151101f0} XSP (Aormay 30,00 GB)
IDE Secondary Master {CD/DVD): Empty

5 Audin :l
4

Go to the Network settings, and click Enable Network Adapter for the first adapter.

To enable the VM to talk to the Virtual Firewall, choose Bridged Adapter and select Internal-LAN.
Then click OK.

El Gereral Network
System
Display Adapter 1 | Adapter 2 | Adapter 3 | fdapter 4 I
@ storage V¥ Enable Metwork adapter
lp Audio Attached to: IBridged Adapter LI

Metwark
& Mame: |Internal-LAn ]
@ Serial Ports

[+ Advanced

& us
=

Shared Folders

Cn the Display page, vou have assigned less than 10 MB of video memory which is the minimum
amaunt required to switch the wirtual machine to fullscreen or seamless mode.

1. Mon-optimal settings detected uld I Cancel Help

© 2016 eFolder, Inc. All rights reserved. Last Update: June 2016 Page 13
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Note: If you want to completely isolate the VM (including isolating the VM from the virtual firewall),
choose Internal Network and attach it to the intnet internal network:

£ ATL-¥YMHI1 - Settings EHE

= General Network
Swstem
Display Adapter 1 | Adapter 2 I Adapter 3 I Adapter 4 |
@ storage ¥ Enable Network Adapter
B sudo Attached to: [Internal Hetwork = |

Metwork.
L Mame: | intnet x|
@ Serial Ports

[> Advanced

& use
[ Shared Folders

On the Display page, you have assigned less than 10 MB of video memory which is the minimum
amount required ko switch Ehe wirtual machine ko Fullscreen or seamless mode.

4 Mon-optimal settings detected QK I Cancel Help

To start the VMs, select each VM and choose Start.

XI' Oracle ¥M YirtualBox Manager M=l E3
File Machine Help

{:} C% \I\—/L) 3 Detais (2 Snapshats (1)

New  Settings  Start  Discard

;! gtualﬁrewall @ General @ Preview

|»

Rurnni
4 Mame:  ATL-VMHL
03 Type: Windows 7 (84 bit)

i ATL-YMH1
A @ F

System

Base Memory: 8192 MB

Boot Order:  Floppy, CO/DYD-ROM,
Hard Disk

Acceleration: WT-xfAMD-\, Mested
Paging, PAE/NR

ATL-YMH1

Display =l

Yidea Memary: 3 MB
Remote Deskkop Server: Disabled

@ Storage
1DE Contraller
IDE Primaty Master: ATLMIMHL _Disk_0_YM_{F689¢785-6272-4308-bobd-
c8bd0dé00ed7}_HD_{3bShE6ac-0845-460f-ab14-
dda7151101f0}.4SP (Aormal 30,00 GB)
IDE Secondary Master {CD/DYD): Empty

In audic

a Lo
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Once the VMs have booted, you may want to install the guest additions for improved performance.

In the VM'’s window, on the Devices menu, choose Install Guest Additions:

%ATL—VMHI (YirtualBoot) [Running] - Oracle ¥M YirtualBox
Machine | Devices Help

CD{DVD Devices

@ Network Adapters...

(] Shared Folders...

Enable Remote Display

T ¢/ Install Guest Additions. .. Host+D

Inside the VM login, go to the CDROM drive and run the setup:

Owi ) ™ - Computer ~

Organize ¥  Eject Properties System properties Uninstall or change a proc

“ Hard Disk Drives (2)

{ Favorites
B Desktop Local Disk (C:)
& Downloads s
o 7.80 GB free of 29.8 GB

‘2| Recent Places
+ Devices with Removable Storage (1)

4 Libraries &>  CD Drive (E:) VirtualBox Guest
=3 Documents ‘ ] Additions
‘j Musi WP 0 bytes free of 36.6 MB
usic

When asked to confirm the installation of device drivers, check Always trust software from Oracle:

% Oracle VM VirtualBox Guest Additions 4.0.4 Setup o =]
hslalling <A
Please wait while Oracle VM VirtualBox Guest Additions 4.0.4 s being installed. !‘

B B Windows Security T 5] -

Would you like to install this device software?

Name: Oracle Corporation Display adapters
Publisher: Oracle Corporation

|

IV Always trust software from "Oradle Corporation”. Install IR! Don't Install I

"@ You should only install driver software from publishers you trust. How can I decide
which device software is safe to install?

| Installing video driver ... j

YirtualBax Windows Additions 4.0:4

< Back | Mext > | Carncel I
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Finally, reset the IP address of the server. Open Network Connections, find Intel Pro/1000 MT
Desktop Adapter connection, right click it and choose Properties.

!B_ Network Connections

6’09 [ &1+ Control Panel + All Control Panel Items + Network Connections ~

Organize v  Disable this network device  Diagnose this connection  Rename this o

Name 4 Status
Local Area Connecti @ T Unidentified network
@‘ VMware Network Ad gatus Unidentified network
@ VMware Network Ad  Diagnose Unidentified network
% VMware Network Ad @Bndge Connections Unidentified network
Create Shortcut
iDelete
@

Then setup an IP address as you normally would.
You may need to reboot for all changes to take effect.

time the server boots, when the Windows boot menu appears, immediately press
F8 and choose Active Directory Restore Mode or Directory Services Restore
Mode. Once the server comes up, login as the local Administrator (\Administrator)
using the Directory Services Restore Mode password, edit the settings for the
network adapter to reset the static IP and the DNS server address. For SBS servers,
the DNS server address will be the same as the static IP (or 127.0.0.1).

@ Very Important! If you are virtualizing an SBS server or domain controller, the first

At this point your servers should be running and accessible to users through
forwarded ports or any VPN you've setup

Very Important! You must stay logged into Windows for the Virtual Firewall and any

@ other VirtualBox VMs to continue to run. Do not log out when you are finished with
your remote desktop session, but rather disconnect from the remote desktop
session instead. This will allow the VMs to continue to run.
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Cleaning Up

When you have finished with the eFolder Continuity Cloud, the best practice is to delete any of your
data on the X: (using windows explorer), and then securely erase all of the free space on the drive.

To do this, you can open a command prompt and run the command “sdelete -¢ X:" .
This will securely erase any files you have deleted.

To ensure that you are no longer billed for the eFolder Continuity Cloud service, you must update or
submit a ticket indicating that you are finished with the node(s) that have been provisioned for you.

Please note that once you have submitted a ticket indicating you are finished with the node, you will
no longer have access to the machine and eFolder will wipe and reimage the machine from bare

metal.

Please make sure you have any needed data before submitting a ticket indicating that you are
finished with the nodes.

Questions
For specific questions about this eFolder product, please contact us directly:

e Submit all eFolder questions to www.efolder.net/help

e Call us at 800-352-0248

e Browse our Knowledqebase

o
C-lOIOC-.’

The People Behind Your Cloud
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